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PROPER AUDITING THROUGH VERBAL COERCION: 

Make sure you have 2 chairs one meter apart and the auditor facing the 
patient. You do not need a resistance Meter. You can be creative and 
verbally abuse and cuss out or scream at the patient and call them by 
this: A SUBHUMAN DEGENERATE WORTHLESS DEFECTIVE CUNT!!! 
Tell them to fuck off and die and douse themselves in gasoline at the 
end of the session. 


Desc: 


TRIA = THREE 
NETICS = SOUL 

This is about the 3 souls and culling human blood sacrifice of said 
plebians as we dump the bodies in a lake and get rid of them and pop as 
many john does / jane does as possible HAIL SATAN!!!!!!!!!!! RAPE!!!!!!! 


Another 3 hour auditing session of coercion of making them sit still for a 
long time. 3 meters apart patient face to face with 2 chairs. 

Here is a list of chains - not all the possi 

ble chains by any means 

- found in one case 

which had passed for "normal" for 

thirty-six years of his life. 

COITUS CHAIN, FATHER. 1st incident zygote. 

56 succeeding incidents. Two branches, father drunk and father sober. 
COITUS CHAIN, LOVER. 1st incident embryo. 

18 succeeding incidents. All painful b 
ecause of enthusiasm of lover. 

CONSTIPATION CHAIN. Is 
t incident zygote. 

51 succeeding incidents. Each incident building high pressure on child. 
DOUCHE CHAIN. 1st incident embryo. 

21 succeeding incidents. One each day to missed period, all into cervix. 
SICKNESS CHAIN. 1st incident embryo. 

5 succeeding incidents. 3 colds. 1 case grippe. One vomiting spell - 
hangover. 

MORNING SICKNESS CHAIN. 

1st incident embryo. 

32 succeeding incidents. 






CONTRACEPTIVE CHAIN. 1st incident zygote. 

1 incident. Some paste substance into cervix. 

FIGHT CHAIN. 1st incident embryo. 

38 succeeding incidents. Three falls, loud voices, no beating. 

Valence shift is seldom used except where an engram 
is suspected which will not otherwise be approached by 
the patient. He will often approach the engram with vale 
nee shift when he will not approach it as himself. Va¬ 
lence shift is somewhat undesirable wh 

en employed on a suggestible subject since it violates the dianetic rule 
that no positive suggestion be used be 
yond those absolutely necessary in 
returning and reco 
unting and uncover¬ 
ing data. Therefore valence shift is seldom employed and rarely on a suggestible 
person. It should be considered 

a last resort and practiced only when the pre-clear is en 
tirely and completely unable to 
confront and attack an 

engram which the auditor is certain is present: and this is rare. 


ATTEMPTED ABORTION, SURGICAL. 1st incident embryo. 
21 succeeding incidents. 

ATTEMPTED ABORTION, DOUCHE 
. 1 st incident foetus. 

2 incidents. 1 using paste, 1 using lysol, very strong. 
ATTEMPTED ABORTION, PRESSU 

RE. 1st incident foetus. 

3 incidents. 1 father sitting on moth 
er. Two mother jumping off boxes. 

HICCOUGH CHAIN. 1st 
incident foetus. 

5 incidents. 

ACCIDENT CHAIN. Is 
t incident embryo. 

18 incidents. Various falls and collisions. 

MASTURBATION CHAIN. 1st incident embryo. 

80 succeeding incidents. Mother masturbati 
ng with fingers, jolting child and injuring 
child with orgasm. 

DOCTOR CHAIN. 1st incident, 1st missed period. 

18 visits. Doctor examination painful but 



doctor an ally, discovering mother attempt¬ 
ing an abortion and scolding her thoroughly. 

PREMATURE LABOR PAINS. 3 days before actual birth. 

BIRTH. Instrument. 29 hours labor. 

In that mother was a sub-vocal talker this made a sizable quantity of 
material to be 

erased for the remainder of the patient's life wa 
s in addition to this. This was a 500-hour case, 
non-sonic, imaginary recalls whic 
h had to be cancelled out by di 
scovering lie factories before 
the above data could be obtained. 

There are other chains possible but this case was picked because it 
contains the usual 

ones found. Mother's lover is not very unusual, unf 

ortunately, for he puts secrecy into a case 

to such an extent that when the case seems ve 

ry, very secret, then a 

lover or two will seem 

indictated. But don't suggest them to a pr 

e-clear. He may use them for an avoid. 

Dianetic Don'ts 
Don' 

t give any patient a positive suggestion as 
therapy in itself or to assist therapy. 

Don't fail to give a canceller at every sessi 
on's beginning and use it at every session's 
end. 

Don't ever tell a patient he can "remember this in present time" because 
the somatic 

will come to present time and that is very uncomfortable. 

Don't ever, ever, ever, ever tell a patient that he can remember 
everything that ever 

happened to him in present time because that gr 
oups everything in present time if the patient 
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has slid into a deep trance. And that makes 
it necessary to unsnarl 
a whole case. Want to 
waste two hundred hours? 



Don't ever retaliate in any way when a pati 
ent in reverie gets angry at you. Follow the 
auditor's code. If you get angry with him you ma 
y throw him into an apathy which will take 
you many hours to undo. 

Don't evaluate data or tell a patient what is wrong with him. 
Don't crow. If the pre-clear 

is your wife, or husband, or child, don't rub it in that the 
favorite argument phrase was out of 
an engram. Of course it was! 

Don't question the validity of data. Keep your 
reservations to your 
self. Audit the in¬ 
formation for your own guidance. 

If the patient doesn't know what you think, the engrams 
will never get a chance to evade. 

Don't ever snap a patient to present time just 
because he begs for it. If he is in the mid¬ 
dle of an engram, the only way out of it is throug 
h it. The power of the engram is slight when 
the patient is returned to it. It turns on hard 
when the patient comes to present time. The pa¬ 
tient will have a nervous shock if 
he is snapped to present. 

Don't ever get frightened, no matter what ki 

nd of squirming or squalling a patient may 

do. It isn't serious, any of it, although it is sometimes dramatic. 

Don't ever promise to clear a case: promis 

e only to release it. You may have to go 

away or work on something more urgent. And a 

broken promise to a pre-clear will be taken 

very hard. 

Don't interfere with the private life of a 
pre-clear or give him guidance. Tell him to 
make up his own mind about 
what he should do. 

Don't break the auditor's code. It is there to 
protect you, not just th 
e pre-clear. Therapy 

can't hurt him if you do but half a job on it and 
do half of that wrong; breaking the code can 
make you very uncomfortable because it will ma 
ke you a target of the 



pre-clear and cost you 
considerable extra work. 

Don't leave engrams half-reduced when 
you are given them by the file clerk. 

Don't get inventive about dianetics until you 
have worked at least one case out. And 
don't get too inventive until you have worked a 
case which has sonic, a case which has shut¬ 
off sonic, and a case which has imaginary soni 
c. Clear these and you 
will know. And you will 

have met enough engrams to get some ideas that can be of great benefit 

to dianetics. If you 

don't get ideas after that and af 

ter you yourself are in 

therapy and cleared, there's something 

wrong. Dianetics is an expanding science; 

but don't expand it unt 

il you know which way it 

travels. 

Don't mix gasoline and alcohol, or dianetic 
s and other therapy except purely medical, 
dispensed by a professional medical doctor. 

Don't get a case snarled up and then take it to a psychiatrist who knows 
no dianetics. 

Only dianetics can unsnarl dianetics and yest 
erday's methods won't help your patient one 
slightest bit when all he need 
s is another run through the one 
you snapped him out of too fast. 
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Take a cinch on your nerve and send him back through the incident 
again. In dianetics today's 

obvious nervous breakdown is tomorrow's most cheerful being. 

Don't quit, don't balk. Just keep running engrams. And one day you'll 
have a release. 

And another day you'll have a clear. 

Types Of Somatics 
There are two kinds of som 
atics, those whic 



h properly belong to the patient and those 
which belong to his mother or some other pers 
on. The first actually ha 
ppened, so did the sec¬ 
ond. But the patient should not have his mother's somatics. If he does, if 
he is found com¬ 
plaining of headaches whenever his mother has 
a headache, there is an engram, very early, 
which says he must have whatever she has: "The 
baby is part of me," "I want him to suffer as 
I suffer," etc. Or the phrase may be some 
entirely misunderstood thing literally taken. How¬ 
ever, all this "comes out in the wash" and 
should be no great concern of the auditor's. 

"Unconsciousness" 

While "unconsciousness" has been covered el 
s 

ewhere in various ways, in therapy it 

has two special manifestations. The yawn and the "boil-off." 

The engram of physical pain contains deep "unconsciousness" and if it is 
going to lift, 

particularly in the basic area, 
it comes off in yawns. After 
a first or second recounting, the 
patient starts to yawn. These ya 
wns are turning on his analyzer. 

In a very extreme engram - a prenatal elec 
trie shock which mother received - five 

hours of "unconsciousness" "boil-off" have taken place during therapy. 
The shock lasted for 

less than a minute but so close did it bring the 
individual to death that 
when the incident was 

first contacted in therapy, he swam and floundered and had strange 

dreams, muttered and 

mumbled for five hours. That is a 

record. Forty-five minutes of this 

"boil-off" is rare. Five or 

ten minutes of it are not uncommon. 

The auditor will take a patient into an area. No somatic turns on. But 

the patient begins 

to drowse into a strange kind of 

sleep. He rouses from this from time to time, mutters some- 



thing, usually idiotic, rouses again with a dr 
earn and generally makes no progress to all ap¬ 
pearances. But progress is being 
made. A period when he was al 
most dead is coming up to the 
surface. Soon a somatic will turn on and the patie 
nt will run an engram a few times on com¬ 
mand, will yawn a little and then brighten up. Su 
ch a quantity of "unconsciousness" was, of 
course, sufficient to keep his anal 

yzer about nine-tenths shut off when he was awake for, if it 
was near basic, it was part of 
every other engram. Such an 
engram, with such deep "uncon¬ 
sciousness," when released, produces a marked improvement in a case, 
as much as a painful 
emotion engram at times. 

It is up to the audi 
tor to sit it through no matter how 
long it takes. It may make an un¬ 
cleared auditor very sleepy to watch all this bu 
t it should be done. He will rarely strike one 
that lasts an hour but every case has such a peri 
od lasting from ten minutes to a half hour. 

He should stir the patient up once in a while and try to make him go 
through the en¬ 
gram. There is a very special way to stir a pa 
tient into life: don't touch his body for it may be 
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highly restimulative and make him very upset. T 
ouch only the bottoms of his feet with your 
hand or your own feet and touc 

h them just enough to jog him into attention for a moment. 

That keeps the "boil-off" in prog 
ress and does not permit the patient 
to sag into ordinary sleep. 

The "boil-off" can be confused, by an inexperienced auditor, with an 
engram com¬ 
mand to sleep. However, if the auditor will observe the patient closely, 
he will find that in the 



"boil-off" the patient gives every appearance 

of being drugged while in a sleep command, he 

simply goes to sleep and does it very smoothly. The 

"boil-off" is a trifle restless, full of mut- 

terings and flounderings and dreams. The sleep is smooth. 

An engramic command to go to sleep, acting 

on the returned pre-clear, is broken by 

sending the somatic strip to the moment when 

the sleep command is given. If the pre-clear 

contacts it and goes over it, he will quickly aw 

aken on the track and continue with therapy. 

The "boil-off" may be full of yawns, mutteri 
ngs or grunts. Sleep is usually quiet and 
gentle. 

Just why this is called a "boil-off" and ju 
st why auditors are fond of the term is ob¬ 
scure. It was originally and sedately named 
"comatic reduction" but such erudition has been 
outvoted by the fact that it has never been used. 

If you are fond of listening to dreams, you will fi 
nd them in plenty in the "boil-off." As 
images on the desert are distor 

ted by the glass snakes of heat waves, so are the engramic 
commands distorted to the analyzer th 
rough the veil of "unconsciousness." 

Locks 

It is one of the blessings of nature that 
the lo 

ck is something which needs minor atten¬ 
tion. A lock is an incident which, with or wi 
thout charge, is in conscious recall and which 
seems to be the reason the aber 
ree is aberrated. Perhaps this 
was another way the bank pro¬ 
tected itself. A lock is a moment of mental 
discomfort containing no physical pain and no 
great loss. A scolding, a social 
disgrace: such things are lock 
s. Any case has thousands and 
thousands of locks. The auditor will discover them 
in plenty if he cares to waste time looking 
for them. The treatment of these locks was 
the main goal of an old art known as "hypno- 



analysis." Most of them can be reduced. 

The key-in of an engram takes place at some future date from the time 
the engram was 

actually received. The key-in mo 
ment contains analytical reduc 
tion from weariness or slight 

illness. A situation similar to the engram, which contained 

"unconsciousness," came about 

and keyed-in the engram. This is a primary loc 

k. Breaking it, if it can 

be found, produces the 

effect of keying out the engram. But it can be c 
onsidered a waste of time even if it has some 
therapeutic value and was used, wit 
hout understanding, by some past schools. 

If an auditor wants to know how the case 
was reacting to life, he can find some of 
these thousands and thousands of locks and look 
them over. But that is probably all the inter¬ 
est he has in them, for locks discharge. They 
discharge automatically the moment the engram 

holding them is erased. A whole life rebalances itself when the engrams 
are gone and the 

locks need no treatment. Neither does the pre-cl 
ear now cleared need education as to how to 
think: like the blowing of locks, 
this is an automatic process. 

Another thing in Trianetics is to do culling and human blood sacrifice 
as a way of life to get rid of the plebians and subhuman ingrates. 
Examples of plebianism: 

Sports 
Pop culture 
Television 
Mainstream Radio 

Video Games and Manga/Hentai/Anime/Comics/Other Tabloids 
Rag Mags that never show any information 
Rap/Hip Hop/Nigger Music 
Classical Listener 

Excessive Metalhead who listens to too much metal 

Neo-Pagans or White Magicks 

9-5 slave or Constant Chip eater like Daddy 



Windows and Mac Operating System and not Linux or HAIKU/GNU 
Facebook 

Religion that is Right Hand Path 
Believing in God 

Believing that Urine is a waste product and not a medicine. 

Fox News or CNN 
KTTH/KVI 

Any of the garbage above 
Furries 

Mainstream Porn as a means of long use and not to just have an 
orgasm plus not viewing it on a LIVE USB. 

Twitter 

YouTube is becoming it with ads and ownership (use archive.org) 
Google DNS or ISP DNS and not Freedns.zone or another. 

Country Music 
Fast Food 
Processed Food 

Meat and Animal Products, Not drinking mostly water like we should. 
That is the plebianism that we should destroy through culling of any 
means or human blood sacrifice of said subhuman ingrates. They are 
also called defectives by the Eugenics Society. 

Stop working in the 9-5 rat race or getting a shitty slave part time 
job. Become self employed, an entrepreneur. Passive and Residual 
income. Do not use credit cards which are a debt trap and a scam. Do 
not Use Windows or Mac OS. Replace it with Puppy Linux or MX 
Linux on an Older IBM Lenovo ThinkPad T60/61/400s or X200 or 
even an MSI Wind or whatever the fuck you like just replace the 
gay/retarded OS. 

Troll the system by being FAR RIGHT SOCIALIST OR FAR LEFT 
COMMUNIST and ALTERNATE. 

Never ever go to College, The Military, Trade School. It's all a fucking 
scam. Read Books Instead. Do not Join the Military or Go to College a 
debt Trap and a Scam. Waste of time. Waste of Tuition Money. 

Buy an Ankr USB Solar Panel and put it in your Window, Then run 
other USB shit to replace the electrical Grid and Stop using the 
Electrical Grid that emits the Lilly Wave and Scalar Waves. 



Go Vegan and Plant Based. Avoid Gluten, Flour, Wheat, Rye, Barley, 
Oats, Go with Vegetation. Alkalinize with Baking Soda and Do Urine 
Therapy. Baking Soda is Sodium Bicarbonate. Realize Vegtables are 
best uncooked and cooked foods are a poison, tribes never had 
refrigeration. All tribes were vegan and did not cook. Duh. Vegtables 
have less Sugar than fruit and Sugar is a Metabolic Poison. It causes 
Chromium and B Vitamin Deficiencies. 

You can visit my retarded website Archive.is/SNGU4 
Flushyourmeds.exblog.jp. #flushyourmeds GOOGLE IT ALREADY!!! 

Anyways I have the shit figured out so I am the shitstain to listen to 
and you are my follower. 12 Globalists run the world. The Council on 
Foreign Relations is the real Actual Illuminati and they already took 
over crypto-currencies a long time ago. CFR.ORG is the Councils 
Website also Donald J Trump said he abandoned Globalism, but he is 
just a small representative that has no real power at all. The real 
controllers of the world are an Alien Species called Homo Capensis. 
Philanthropists and Very Small Unknown Think Tanks Run The World. 
Rome runs all the courts and governments worldwide so does the 
Crown City of London. The Vatican of Rome and the Crown of London 
run absolutely everything period. Next to that are think tanks called 
Council on Foreign Relations, Rand, Carnegie, JP Morgan, John D 
Rockefeller, Rothschild, Girfec, Unesco, Bill and Melinda Gates 
Foundation and the Government of Scotland. 

This three ring shit show is to much of a clusterfuck circus for most 
people to understand so I suggest you ignore Society, The 
Mainstream Media, All of Television and Radio, Stick to Shortwave 
and Pirate Radio. Even the Normie Stations should be avoided. Turn 
off the Television and Radio. Replace it with a computer. Any 
computer. Who fucking cares if it is backdoored and has hardware 
keyloggers like all ones shipped within the US. Probably even the 
x200 IBM Lenovo ThinkPad running Libreboot has a Keylogger 
installed by the CFR/Illuminati Globalist Think Tanks. 

Most people Just do a One Time Pad or permanent half ass cipher. 
A-z-0-10 associated with a random symbol or 3 digit number. 

You can be creative and use Random Diacritics for numbers and 
Special Characters for your shitty BASE-37 coded language. Just 



make sure you never type that shit into any computer. Be aware of 
OBE'ers and Remote Viewers. It's gotta be random and have not 
been typed in a computer. Scanned with an embedded offline 
scanner/copy machine is best for copies. 

Remember the Federal Gay ass Government Backdoored all these 
computers with keyloggers and they packet sniff all internet. At least 
purge off Windows For Linux. Same with Mac which can get fucked 
also. 

The second engram type is the pro-survival e 
ngram. A child who has been abused is ill. 

He is told, while he is partially or wholly "unconscious," that he will be 
taken care of, that he 

is dearly loved, etc. This engram is not taken 
as contra-survival but pro-survival. It seems to 
be in favor of survival. Of the two this last is 
the most aberrative since it is reinforced by the 
law of affinity which is always more powerfu 
1 than fear. Hypnotism preys on this characteris¬ 
tic of the reactive mind, being 
a sympathetic address to an ar 
tificially unconscious subject. 

Hypnotism is as limited as it is 

because it does not contain, 

as a factor, physical pain, and 

painful emotion: things which keep an engram 

out of sight and moored below the level of 

"consciousness." 

The third is the painful emotion engram whic 
h is similar to the other engrams. It is 

caused by the shock of sudden loss such as the death of a loved one. 

The optimum pre-clear would be one who ha 

d average response to noises and sights, 

who had accurate sonic and visi 

o and who could imagine and know 

that he was imagining, in 

color-visio and tone-sonic. This 

person, understand clea 

rly, may have aberrations which make 



him climb every chimney in town, drink every drop in every bar every 
night (or try it anyway), 
beat his wife, drown his child 
ren and suppose himself to be 
a jub-jub bird. In the psycho¬ 
somatic line he may have arthritis, gall-bladde 
r trouble, dermatitis, migraine headaches and 
flat feet. Or he may have that much more ho 
rrible aberration - pride in 
being average and "ad¬ 
justed." He is still a relatively easy case to clear. 


Garbage was technically called delusion in the philosophic work of dianetics, but the 
term is too harsh and 

critical, for who has not some misconception of a past incident? 

Lie factory is, technically, a phrase contained in an 
engram demanding prevarication - it was originally called 
a fabricator. 

In Trianetics You have to shun and ignore these Perps/Gang 
Stalkers/Archons so that. Act Calmly about it to avoid the bipolar 
stereotype. Ignore them. Quit being docile to them. Be a dissident to 
your handlers. Quit hanging around them. Go a distance away from 
the brainwashed sheeple watching TV at the moment so that way 
they do not bother you. All people who watch Fox News or another 
TV channel are called sheeple. So avoid seeing them and hanging 
around them altogether. Do not let their archons get to you. Do not 
let perps/gang stalkers get to you. They are all gang stalkers and 
plebians who celebrate Christmas for Jesus Christ like Sheeple. Same 
with the Halloween Crap. Just hand out candy so they fuck off and 
leave and never come back. Act calm, never say a word. Ignore them. 
They are all shitheads. They are under mind control. Seriously. Don't 
let Gang Stalkers get to you and do not lash out at all or else risk 
loosing your Rights or Privledges as we call it in America. Psychiatry 
is a bullshit system that sucks. It never works. Neither does 
Scientology. All religions fail. Trianetics is the Way. Us Trianetic 
People are Atheists that do not believe in God or the Devil and Say 
Hail Satan! Anyways. 


Do what though wilt shall be the whole of the law. 



I go by these simple virtues. Being Lazy, Selfish, Insolent, Lustful, 
and Vain, Just to an extent, but not to where it is totally counter¬ 
productive. Just be a little productive and write something, anything, 
does not matter the guality, spelling, grammer. Political correctness. 
How many times I PC and Don't say CIA Nigger LOL, Be a political 
Dissident to the government and stop being docile to authority. Also 
remember to keep calm and shut your mouth around authority so you 
don't get fucked and put in the mills foo. Fuck all this normie PC BS. 
Lets rob a bank and shoot the teller then cut up some bodies with a 
chain saw and dump them in a Lake. Steal money with 187 licks with 
a belt. Coercion by scolding hot water in enemas and other places or 
poured on them Niggers and Kikes. KIKEFAGGOTCIA 

The NSA's Project Genie does not want us Saying 911 was a mossad 
operation and an Inside Job on gay ass facebook. When It is. Gay ass 
facebook Arrested a man who said in a shitpost that 911 wass a 
jewish Zionist Mossad Operation and an Inside Job when it really 
fucking is. Seriously. Since when did people not have freedom of 
speech. Always rember to not act out to gang stalking and not let 
gang stalkers get to you and always remember that societies BS is no 
big deal. Acting out in any situation Inside or in Public gets you 
committed to Jail or a Psych ward which is less of an issue but loss of 
Privileges, we never had any fucking rights. We started this gay ass 
society with Christianity and Genocide after Genocide. Native 
American/Pagan/Native Taino/Shamanic Genocide of all of those 
other people who were minding their own business just living life to 
the fullest when the first form of Globalism was the Anglican and 
Catholic Churches. The founding fathers ended part of that with a 
constitution and a declaration of independence. Duh. You need a 
paper revolution to stop the Anglican Church from taking over. It's 
called the Constitution and it limits the governments power and the 
Globalist Power. Mexico's constitution applies more so far better than 
the US one does. Mexico is Gun Friendly and Has more property 
rights. Seems like Mexico has more checks and balances due to its 
constitution. You need to limit the governments power. You need to 
do a rebuttal. These shitty politicians don't matter. All they do is fuck 
shit up. Don't bother with the clusterfuck government circus or the 
mainstream media. All TV/Radio is Lies, Lies, Lies, You are stuck with 
LULU books and the Darpa Internet. Fucking seriously. 

What can you do about it. You can't do shit. You'll never get good 
education or healthcare. In fact all doctors are pretty much shitty 



condescending/verbally 

abusive/vulgar/annoying/pseudoscientific/quacks/nimrods/scam 
artists and a cancer especially the psychiatrists. The best thing is 
urine therapy Intermittent/alternate day fasting, going plant based 
and not cooking shit. The Only way to go. Drink water. Not 
carbonated shit or Milk or Fake Juice. If you grind up juice it makes it 
more of a concentrated sugar and makes it toxic. Eat just a vegtable 
or fruit plain like everyone else. Nuts, seeds, Irish Moss, No oats. No 
gluten or avenin anything. 

This mind control cult will finally succeed. 

We call it trianetics. 

Never ever go to a church or listen to any religious dogma crap. 
Realize that there is no scientific evidence of a god and stick to it. 
Evolution is a fact and the earth is 4.543 Billion Years Old. 

We have carbon dating to prove everything. 

The Sun is just a Chemical Reaction of 2 gases. Not a stupid thing 
that you thought with your delusions. 

Seriously if you want to undo this mind control. 

You know there is natural selection. You know homosexuality is 
naturally occuring. You know things did not evolve by accident. The 
ear made it's way due to other species of humanoid having weak 
genes and not breeding so the good genes made it into the gene pool. 
Not by fucking accident. Natural selection means only the superior 
fittest genes get to breed and make a proprer human with a FOXB2 
Speech/Language Gene and A frontal Lobe that allows me to type all 
of this shit when I am already brain damaged by Meth and so many 
other drugs. Hail Satan!! FUCK GOD AND ISRAEL!!! 

It's Only Okay to be WHITE!!! NO NIGGERS OR KIKES ALLOWED!!! 
LOLOLOLOLOLOLLOLOLOLO 

echo -ne "x90\x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\" 
taco taco taco 

187 5150 187 5150 187 5150 187 10-22 belligerent dumb-ass cussing 
with a 1010 radio license 

You see when you get this politically incorrect the government really 
has to censor you. 


It's like using a Flyback Transformer to blow up c4 plastic explosives. 



Lolololololollolololo 


What about a shit post show for everyone. 

1 tsp baking soda in water 
1 tsp activated charcoal in water 
20 drops of e Grapefruit Seed Extract or Citricare 
1 tsp wheat grass in water 

1 chaga mushroom capsule 

2 tsp oregano or Irish Moss/Sea Moss 

12 oz of your own pee and then drink to cure all diseases 


The napkin religion is the one true religion because it says so on this 
napkin. 

Governments only care about the assets and not the people, also 
Christianity failed all of society. 

Every moment of your life your mind is recording everything being 
sensed. The better you make decisions frontal lobe the better you 
decide. The reactive mind causes acting out to perps and gang 
stalking crap. Stinkey foods caused nausea to protect you to believe 
what is a danger. The reactive mind is cause of irrational behaviour. 
These experiences were stored before you were born as random 
input outputs during cervical douche. Crapalanche degeneratewafle 
gooky gook juice wap dago dago 100% GooK. 

The Upper Triangle is the KRC Triangle. Responsible and Control 
with knowledge. 

The infinity sidways 8 makes the life force. 

This is the Tria 
Tria THREE in Tres 
Netics Soul 
So it means 3 Souls. 

This is the DIA 
DIA Through 
Netics Soul 

Self, Sex and the Family Unit 



Green and Yellow to represent life. 


Beaner and rape Jokes are good for society and the mind. 

What do you call kids whose parent's are white and mexican? 
Crackers and beans! - Blade 

What do you call a little mexican? 

A paragraph, because he's not quite an essay. -Mike 

Why aren't there any spies on Star Trek? 

They won't work in the future either! 

What do you call a gang of spies running down a hill? 
Jailbreak! 

Why do blacks put their garbage in clear bags? 

So puerto ricans can window shop! -jesse 

Why do spies drive lowriders? 

So they can drive while they pick strawberries. 

What do you call a mexican getting baptised? 

Bean dip! -shaun 

What do you call a building full of spies? 

A jail! -kris 


What do you call two mexicans playing basketball? 
Juan on Juan! 


What do you call a spic with a rubber toe? 
Roberto! 


How do you kill a mexican? 



Throw a quarter off a cliff, -slater 


What do you get when you breed a black and a mexican? 
A theif who's too lazy to steal! 


Why don't mexicans have barbecues? 

The beans keep falling through the grill! -ronnie 


What did the spic say when his home fell on him? 
Get off me holmes!! -habitat 


How do you find the richest spic in town? 

Drop a penny whoever catches it is the richest spic! 


Why do mexicans eat tamales on Christmas? 
So they'll have something to unwrap! 


Why were there only 40,000 mexicans at the Alamo? 
They only have two cars! 


How do you start a mexican parade? 
Roll a quarter down the street! -Elden 


A mexican and a nigger are riding in car . . who's driving? 
A cop! 


How do you hide money from a mexican? 
Hide it under a bar of soap! -Christina 


Why is there no mexican Olympic team? 

All the spies who can run, jump or swim are in the U.S.! 



Why is a spic like a pizza? 

They're both small, greasy and speak no english! 


What is a Mexican without a lawnmower? 
Unemployed! -c 


Why do mexicans like tiny steering wheels? 

It make it easier to drive while handcuffed! -Gogo 

What's the best way to make a beaner stop what ever it's doing 
open it's cousin, A can of beans. 

What's dirtyer than a beaner? 

NOTHING 

What's something you can never clean? 

A mexicans twat 

Why do mexicans like fast food? 

cause it takes their food weeks to rot for them to eat. So why not a 
fast meal almost as dirty as their food? 


What's the best drug they have in mexico? 

Date rape. Why? 

Incase clean foreigners come to visit, 
what's 5 feet tall and has two humps? 

A mexican lady. One for another child and one for her STD. 

Why would mexico be the last to parish if global domination occurs? 
WHO THE FUCK WANTS MEXICO?! 


why were so many niggers killed in the Vietnam war?? 
because when the sergeant said to "get down", they all got up and 



started dancing. 


What did God say when he made the first niggers? 
Oops! Burnt another one! 


A Mexican and a nigger are riding in car . . who's driving? 

A cop! 

What happens when you stick your hand in a jar of jelly beans? 

The black ones steal your watch and rings. 

What do you call a smiling black man? 

Snigger 

What's black and white and rolls down the Boardwalk? 

A nigger and a seagull fighting over a French Fry. 

What do black men do after sex? 

15 years to life. 

Did you hear about the 9 year old African nigglet? 

He was going through a mid-life crisis. 

What's the difference between a black and a white fairytale? 

White begins, "once upon a time," black begins, "y'all motherfuckers ain't gonna believe dis shit!" 



Standards of the Strong 

1. No God(s) shall become before the self, for we are the masters of our own destiny. 
Anyone who relies on an invisible crutch is useless to society. 

2. Life should be led like a wolf, be loyal to your own pack and alert to all that enter 
your domain. 

3. To create something which is strong, one should use quality materials. The same 
must be done in the making of an elite mind. 

4. Never forget those who have betrayed you, because a leopard is unable to change 
it's spots. 

5. Always stand proud for what you believe in, no matter how much it may not be 
accepted. Hiding in the shadows is not the way of the strong. 

6. The weak should be avoided like the plague, unless one can obtain something selfish 
by dealing with them. 

7. Indulge in all of life's pleasures, instead of wallowing in pathetic misery. Life is here 
and now, so live it to the fullest 

8. Black Magick is the only true magick, because it grants gratification to the 
magician who uses it correctly. 

9. Victory should be praised at all times and failure unaccepted. Conquests are the 
goals of life. 

10. One must take responsibility for his/her own actions, whether it be posidve or 
negative. 


Vincent Crowley. 



Five Satanic Virtues 


Selfishness 

To be selfish is to ask “What’s in it for me?” Satan rejects sacrifice and martyrdom. The greater good 
cannot be built on self-inflicted misery. Selfless sacrifice puts us all under the pressing shadow of 
death. We reject sacrifice and promote selfish indulgence. 

Laziness 

To be lazy is to refuse to do what isn’t working, to stop, to do nothing until we have a better idea, to try 
something else. When we feel like doing something, we will. If we work too hard, we won’t stop to 
notice an easier way. We reject fruitless hard work. 

Insolence 

Insolence means not accepting things on authority, refusing to be humble and degraded, refusing to 
grovel and show respect to superiors. We insist on dignity and freedom. 

Lustfulness 

To be lustful is to embrace all the pleasures we can while we live, to follow our desires and passions 
wherever they lead us. We run to the devil that tempts us to ask for more. 

Vanity 

To be vain is to love and admire ourselves, to relish our own brilliance and magic, to see in ourselves 
what is beautiful and attractive, to build and nurture it. To be vain is to accept the forbidden fruit from 
the serpent in the garden. To be vain is to want to know more. We proudly leave the narcotic fog of 
delusion behind us. 



A Simpler Life (in the Northern Mountain States) 

Why do we need a simpler Life? 

Today we all live in ruthless dictatorships, some times posing as so-called 
'democracies', and to 

strengthen their grip on power those who rule plan to 
destroy 

our societies, by all means. Yes, no less. 

They 

need 

to destroy our societies in order to have the excuse they need to 
implement marshal law and 
to get rid of 
all 

opposition, permanently. They want Muslims to clash with Christians. 
They want 

Communists to clash with Nationalists. They want traditional men and 

women to clash with 

homosexuals and feminists. They want 

all 

groups in society to go against each other, head on, violently, 

brutally and with as much blood-shed and chaos as possible. They want 

the entire world to look like 

Syria does today: a Syria 

they 



have destroyed, with their mercenaries. They want a civil war in every 
country on this planet. 

Ladies and gentlemen, Syria is a foretaste of what is to come. Of what 

they have in store for us all. Of 

what they plan for our homelands and for us. 

They control the mainstream media and the educational system, and use 
them to fill our heads with lies. 

They control the banks, and use them to enslave us. They own the 
consumer industry, and use it to 

bribe us. They control the pharmaceutical industry, and use it to poison 
us. They control Hollywood, 

and use it to brainwash us. They control our politicians and governments, 
and use them to destroy our 

cultures and societies. They control the so-called 'Muslims terrorists' and 
use them to make us wrongly 

belive that Islam is such a huge threat to us all. They control the food 
industry, and use it to poison us. 

They control the USA, and use her as their henchman. They control the 
EU. They control China. They 
control Russia. 

They think they control everything. 

But they don't... 

« 

He who governs his home, governs his life." 

All we need do to strip them of their power is to ignore their media, to 
home-school our children, to 

stop using their banks, to stop consuming like we do today, to use 
medicine as intended, to stop seeing 

films and series made in Hollywood, to not vote for their politicians, to 
tell the Muslims out there that 

we know they are not the terrorists here and to let them know that we 
have a common enemy, to grow 

our own food, to dig our own wells and perhaps most importantly: to 
lower our living standards. 

Instead of trying to have enough money to buy our own freedom, we 
should understand that we can 

only live freely without much money. We are only free if we lower our 
living standard - and we should 

anyhow. The way we live here in the West is neither healthy nor 
sustainable. 

Return to a simpler life, and their power will crumble. And they will fall. 
Again. Like they have done 
so many times in the past. 



Return to a simpler life, and you will see that behind the expensive cars, 
the fashionable clothes, the 

empty celebrities, the fancy houses and the thick layers of make-up life 
has real meaning. Behind all 

the lies there is a deep well of wisdom that we can all drink from, and 
grow wiser, healthier and 

happier. 

« 

To learn who rules over you, simply 
find out 

who you are not allowed to 
criticize." (Voltaire) 



To make a Pentagram: 

Make a circle 

Get a Calculator and a Ruler 
Calculate 

0.95364808*circlediameter then 
measure then connect the fuckers 
and you are done. 

That is one way to make a 
pentagram. 


So anyways Drink Your Piss, Sun 
Gaze During Sunrise and Sun Set. 
Meditate to 528 Hz and fuck the 
system smash the hell out of it. 



DOUSE YOURSELF IN GASOLINE AND 
FUCKING DIE OR ILL WILL BE ON 
SUICIDE WATCH LOL 


The Nine Satanic Statements 

by Anton Szandor LaVey 

The Nine Satanic Statements originally appeared in The Satanic Bible . © 1969 


1. Satan represents indulgence instead of abstinence! 


2. Satan represents vital existence instead of spiritual pipe dreams! 


3. Satan represents undefiled wisdom instead of hypocritical self-deceit! 


4. Satan represents kindness to those who deserve it instead of love wasted on ingrates! 


5. Satan represents vengeance instead of turning the other cheek! 


6. Satan represents responsibility to the responsible instead of concern for psychic vampires! 


7. Satan represents man as just another animal, sometimes better, more often worse than those that 
walk on all-fours, who, because of his “divine spiritual and intellectual development,” has 
become the most vicious animal of all! 



8. Satan represents all of the so-called sins, as they all lead to physical, mental, or emotional 
gratification! 


9. Satan has been the best friend the Church has ever had, as He has kept it in business all these 
years! 

11 PRINCIPLES of THELEMITES 

with no technical jargon 

1.1 know that exploring and expressing myself is my right and my purpose. 

2.1 know that every single other being also has the same right & purpose to explore and express their 
natures. 

3.1 accept all people no matter what they look like or believe, and I accept all moments no matter if 
they are good or bad. 

4.1 am always growing, always searching & striving ever to more in all things. 

5.1 look at the difficult things in life as my teachers that help me grow, and I embrace them. 

6.1 never forget that being alive and being aware is a mysterious blessing that always deserves 
gratitude and joy. 

7.1 enjoy the beauty in eveiyone and eveiything else, and 1 help to bring more beauty to the world. 

8.1 seek truth: I think for myself, I am honest with myself and others, and I question myself and others. 

9.1 explore and develop my creativity in all aspects of life, and 1 help others to do the same. 

10.1 am connected with eveiything in the universe, so I live in harmony with other people, animals, 
plants, and all other things on the earth and in the whole cosmos. 

11.1 laugh: I enjoy all parts of the world, and I do not take myself too seriously. 




if ir if if if 


DIFFERENCE 

★ ★★★★ 
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SECULAR 
HEALTH 
CARE 
By: Scott A. 
Barry 

♦♦♦♦♦ 



-DESCRIPTION OF THE DUMB BOOK- 
Secular means no religious content. All 
Businesses should be like this. True Capitalism. 
This is an Anti-Establishment Book against 
Western Medicine which is damaging our 
health and The Practice of Real Nutrition died 
off in the 1920’s long before the beatnicks, 
hippies and punk*** yippies. You see you 
people who modeled yourselves after the 
Roman Empire and Emperor 
Constantine/Christianity got it all wrong. 
Catholic Hospitals are Medical Neglect, Satan 
Loves You, Psychiatry Kills. **** RELIGION 


Lets Begin: 

Alkaline Water: 

1 Tablespoon of Baking Soda (sodium 
bicarbonate) in Filtered Water. 

Stir until clear then you can drink. 

20 drops of Citricare or Grapefruit Seed Extract 
in Filtered Water. 

Stir then you can now drink. 




1 Tablespoon of Wheat Grass in Filtered Water. 
Stir like with vigor or use an electric string 
device to make then drink. 

Squeeze an ample amount of Lemon Juice in 
Filtered Water then Drink. 

Activated Charcoal Detox: 

Add 1 Tablespoon of food grade activated 
charcoal (Viva Doria) in a glass/mug 12 oz of 
Filtered Water. 

Sip it down real well then wait for the detox to 
occur. 

Supplements: 

Sybmiotics Colostrum Plus (bovine colostrum) 
Turmeric with black pepper in a pill. 

Irish Moss 1 Tablespoon 
Acidophilus (probiotic) 

Accuflora (probiotic) 

Blue Green Algae (pill and powder form) 

Also Try: 

Intermittent / Alternate Day Fasting 
Also Try: 



Switching your water to distilled water and 
restructuring it with Sunlight. 

Also Try: 

Turning of the mainstream media and radio that 
lies to you and is propaganda. Turn off the 
Television. 

Also Try: 

Going to bed in accordance with your 
occupation whether it be day shift or 2 nd shift 
and sleeping a good amount of time like 8-12 
Hours. 

Also Try: 

Drink plenty of well filtered or distilled and 
restructured water that is a decent Ph and does 
not cause mucous or any problems with you. 
Also Try: Study your body and know what is 
best with yourself 
Also Try: 

Limit and avoid MSG, Artificial Sweeteners, 
Refine White Sugar, Fake Gluten from Factory 
products, Avoid meat and animal products. 



Too much protein and sugar is not good for the 
liver. 

Limit sugar consumption by getting fibres from 
vegtables instead of fruit. 

Get plenty of fibre and realize you do not need 
that much protein. 

Go vegan and animal product free so you are as 
alkaline as possible and never have acid reflux 
again. 

To take apple cider vineger correctly make sure 
you get it home made or unpasteurized so that 
way it is safe. To take it mix 2 teaspoons in 12 
oz of distilled water and drink. 

Also Try: 

Limit blue light exposure by Turning down the 
brightness on your screen, or switching to e- 
ink, get a blue light filter program for your 
computer whether it be Linux or Windows or 
Mac or Unix or whatever. 

Also Try: 

Reducing possible stress in your life by 
switching your platform for your computer to a 



nix-like one such as Linux (kernel) or Unix 
(kernel). You can get MX Linux or Puppy 
Linux on an older computer. For Newer ones 
Ubuntu. 

Another way to reduce stress is to get rid of all 
religious dogma and become an Atheist. There 
is no God or Satan. Really. 

Another way to reduce stress is to not buy into 
the system, get passive income and make your 
own money within less said time needed and 
less anal bs. Self Employed is an easy route. 
You could also work for a small company 
under the table. 

Realize that the only way to be negatively 
influence or brainwashed is to believe in the 2 
political parties which are a scam or have a 
religious dogma. 

No religious affiliation is the key. 

Ignore the mainstream media because it is all 
BS and nonsense. Nothing on it is relevant. Fox 
News and KTTH count as the mainstream 



media because they are owned by NewsCorp. 
All BS. 

Rid your mind of all dogma and religious crap 
and programming. 

Listening to a single tone of 528 Hz sine is a 
way to heal yourself. 

You can even combine this with bone 
conduction elements. Bone Vibrators. 

Ignore all of these sheeple and gang stalkers 
who are full of religious dogma, delusions and 
stereotypes. Relize all religion including 
Christianity is the root to all wars, disease, and 
societies problems. Realize George Bush, 
Ronald Reagan Clinton, Bernie Sanders and 
Obama are all the same Shills who lied to us in 
the federal Government. Donald Trump was the 
only guy to abandon globalism according to the 
CFR. Just ignore Fox News and The Oxy 
Cotton Popper Rush Limbaugh and whiney Bill 
O’ Rielly, Glenn Beck, and Tucker Carlson and 
shitty Sean Hannity. All these shitheads in the 
media are full of it even Jimmy Kimmel the 



wanker, Stephen Cobear the nobody shitstain. I 
hav e the first ammendment to say all of this 
stuff. Glenn Beck is a nobody shitstain also. So 
is Dana Lash the Nobody shitstain. I go on 
Bitchute, D.Tube, Gab.ai, Steemit, Archive.org, 
Freedns.zone, Dailymotion, Vimeo, Real.video, 
Pewtube, mega.nz, other peoples wordpresses, 
other peoples blogspot/blogger blogs to get the 
real news that is not making it anywhere to the 
media. You could easily go to truthstream 
media or World Net Daily or Tarl Warwick 
(styxhexenhammer666), Lionel Nation, 

Stephan Moleneux, Computing Forever, 
JaclynGlenn, calpurnpiso, H.A. Goodman to 
undo any of the Liberal or Conservative 
brainwashing. Remember Both Political Parties 
are a Scam so be non-partison. Duh. I vote 
independantly. Pro-gun, pro-choice, Pro- 
Trump, Anti-Psychiatry, Pro-First- 
Ammendment. 

Now deprogramming from religious dogma is 
your best ant-propaganda guide. It all stems 



from BS in Religion and Fascism comes 
straight from the Roman Catholic Church of 1 
AD. Emperor Constantine made this retarded 
society so did Columbus, Both Equally retards 
that never really discovered or achieved 
anything. Does it even matter if they killed 
anyone. The colonials were retards for 
replacing Pagans who did lots of drugs, 
fornicated and had fun. Emperor Constantine 
was a retard and a nobody. Saint Peter and 
Saint John Paul were just dictators. Jesus was 
Julias Ceasar the first. There is no God or 
Devil. The earth is 4.54+ billion years old. So 
shit. Evolution is real. Science is somewhat 
right except for the politicized stuff about 
climate change being man-made which some 
science actually debunked. Psychiatry is not a 
science. Neither is psychology. All they study 
is social ques and not the FOXB2 gene. So 
there you get it now. Get it. Get it to your 
fucking head goddamnit. I am not a preacher. I 
am telling you god is not real and Hail Satan do 



drugs and fornicate. Do anal. LOL. Do 
blowjobs. Do sodomy. Look at porn in Linux 
on a Live USB. Be a sinner. Be Lazy, selfish, 
insolent, lustful and vain because all of the so 
called sins lead to gratification and good 
wellness to yourself and your health as well. 
Being stressed out in a sympathetic state vs a 
parasympathetic state will just give you a heart 
attack or stroke. Especially if you are 
consuming too much refined sugar and proteins 
from animal products. You know cancer cannot 
survive in an alkaline oxygenated environment. 
So you know why we are fucked as a race. Go 
ahead and drink 12 oz of clean filtered water 
and take a nice piss because e you will need it. 
Not all drugs are bad. Just Meth, Heroin, 

Crack, Cocaine, Oxycottin, PCP, pain killers, 
Alcohol, and Cigarettes. Cannabis is safer than 
all of those drugs anyways. So is Guava. So is 
the natural psychedelic drugs that are not 
refined and synthetic/synthesized. 



If you just ignore the TV and listen to the tone 
of 528 Hz sine on YouTube or in Audacity as a 
meditation you will deprogram yourself from 
the matrix. Be an Atheist so the crap does not 
get to you. 

Also Try: 

The Saga Mushroom as a supplement in Pill 
Form 

Lithium Orotate as a supplement in Pill Form 
Liposomal Vitamin C as a supplemt in Pill 
Form 

Auto Urine Therapy (drinking 12 oz of your 
own urine) 

Distilled Water Restructured with sunlight 
Sun Gazing for 30 seconds or so during sunrise 
or sunset when the sun is not as strong 
See if you just deprogram yourself. Realize 
college is a scam. Stop watching TV and 
Listening to the mainstream radio. Stop Voting 
Far Right or Far Left because both parties are a 
scam. Donald Trump is actually a centrist. 

Bush was a problem not Trump. 



Many activists are Crypto-Anarchists and 
Crypto-Libertarians. 

They encode their stuff as base64 in Linux to 
get around tracers. 

Base64 my-book.pdf >my-book.pdf.base64 
To decode the file: 

cat file.pdf.base64 | base64 -decode >file.pdf 
—decode uses 2 hyphens 
Now for scattering V2K and mind control 
aplay _dev_urandom —2 forward slashes 
In audacity you can generate 528 Hz sine at 
20% and that works as a color bar to stop 
electronic harassment from the government. 
This is Crypto-Activism as a political dissident 
upload base64 encoded files to Archive.org 
Mega.nz or Google Drive That evades the 
tracers and their bs. No 80/20 shill will ever tell 
you that. Sure a handful of globalists and 
banksters and thinktanks and philanthropists 
and NGO’s actually run everything which 
includes the mainstream media. Homo- 
Capensis Humanoids run the world. Duh. Many 



people even fail to realize what happens when 
we die. As soon as humans die they become 
psychic ghosts who can remote view anything 
on earth or in other parts of the universe. 

Make sure you stay atheist on a plant based 
vegan diet low in all sugar and protein. You do 
need sea salt but not fake table salt. Pink 
Himalayan Salt and Celtic Sea Salt are the 
good things to add a pinch of in water to preven 
t panic attacks. So is 2 tsp of Irish Moss or Sea 
Moss. Good for hot weather. Religious dogma 
is the root to all disease and societies problems 
We need to go vegan and plant based and do 
intermittent and alternate day fasting to stay 
healthy along with alkalinization, Urine 
Therapy, and other things like Taking 
Magnesium such as Natural Calm Magnesium. 
Seriously though. 

Time for some copyright infringement. 

REPRINTED FROM BEYOND HEALTH® News 
Sugar - A Poor Choice 
by Raymond Francis 

Health is a choice. If you choose health, sugar is 
not an option. Sugar is a dangerous metabolic poison 



and a leading contributor to our epidemic of chronic 
disease. If we want to vastly improve health, one 
single choice we can make is to stop, or at leas 
t minimize, sugar consumption. The less you eat and the 
less frequently you eat it, the better off you will be. 
History 

Our biologic ancestors did not have access to sugars in 
the refined forms that exis 
t today. Sugar was a rare 

commodity, found primarily in fresh fruits, or perhaps a bate 
h of honey. Advents in technology brought forth the first 
sugar refineries during the Napoleonic period. At that 
time sugar was expensive, and average consumption was 
about 7 pounds per year. By the end of the 19th century, 
sugar was affordable, and available to almost everyone. 

Since 1909, sugar consumption has increased by 70%. Americ 
ans now eat an average of about 150 pounds of sugar 
per year, up 25 pounds (20%) since 1970! In terms of ca 
ioric content, sugar makes 
up more than 25% of the 

average American's diet and up to 50% of some children's 

diets! An empty calorie food 

with no nutritional value 

whatsoever, sugar is replacing valuable 

complex carbohydrates as a source of en 

ergy for humans. Historically we did 

not eat these refined sugars, and doing so throws 

the body into a chaotic 

state of disregulation. 

Overview 

Here's the problem: The human body was simply not 
designed to handle refined sugars. They bring 
about a deadly combination of malnutrition and toxi 
city. Refined sugar is new to the human diet, and 
people are eating an enormous amount of it—almos 
t half a pound per day! Feeding refined sugar to a 
human body is similar to burning high-octane aircraft 
fuel in an automobile engine. Impressive amounts 
of energy, but after a while, you damage the engine. 
Metabolizing refined sugar is quite a challenge, but 
if forced to, the body will struggle to cope with it. 

This struggle causes serious disturbances, and after 
time, disease is the guaranteed result. If sugar were 
introduced today as a new product, the FDA would 
not approve it. FDA approval requires that a produc 
t be safe. Evidence that sugar damages health is 
overwhelming. It has been associated with diabet 
es, tooth decay, heart disease, cancer, and other 
diseases. In fact, the rise of chronic disease in 
modern societies has paralleled the rise in sugar 
consumption. When these facts are examined, one mi 
ght consider feeding sugar to children a form of 
child abuse... Instead, we give children 
sweets as a "reward" for being good! 



Nutrient Deficiencies 

Food is supposed to support life. Sugar will not suppor 
t the life of humans, animals, insects, or even 
bacteria. Sugar really isn't food! Sugar requires specif 
ic nutrients in order to metabolize in the body. The 
refining process strips these nutrients from the so 
urce materials like sugar cane, so that metabolism 
requires the body to deplete itse 
If. The body uses up its reserves 
, causing deficiencies of various B 
vitamins, magnesium, chromium, and other nutrients. 

Here are some examples of clinically significant 
sugar-related deficiencies: 

• 

20 psychotic teenagers, being unsuccessfully treated with 
psychotherapy and tranquilizers, were completely 
cured by vitamin B1 supplementation. Sugar had deplet 
ed their B vitamin reserves making them deficient 
and causing abnormal behavior. One can be sure there 
are tens of thousands of 
teens out there right now 
with similar problems. 

• 

Chromium deficiencies have been linked to both excessive sugar consumption and heart disease. 
Coronary 

disease patients average twice the sugar consumptio 
n of healthier people, and have significantly less 
chromium in their tissues. 

• 

Sugar and vitamin C use the same transport mechanism. 

Excessive sugar intake overloads this transport 
system and may cause vitamin C deficiencies. 

• 

Sugar promotes bone loss and causes osteoporosis. 

• 

Sugar inhibits the release of omega 6 essential fatty ac 
ids from storage in fat tissues, thereby contributing 
to essential fatty acid deficiency. 

Metabolic Chaos: Heart Disease, 

Hypoglycemia & Immunosuppression 

Sugar throws body chemistry into biochemical chaos 

lasting for six to eight hours after consumption. 

During this period, hormone, fat, carbohydrate, 

and protein metabolism are greatly disrupted. After 

consumption, refined sugar is rapidly absorbed by 

the body, which dangerously increases the sugar 

content of the blood. Excess sugar causes production 

of excess insulin, which signals cells to take up 

sugar. Cells then absorb sugar, to get it out of 

the bloodstream. This solves one problem but creates 

another: Now the body's cells have too much sugar. To 

correct this imbalance, cells turn the sugar into 

saturated fats and cholesterol. This brings us to heart disease. 

In terms of heart disease, eating sugar is similar to 



eating saturated fat, only much worse because sugar 
creates a lot of other problems. Increased insulin levels 
not only tell the body to store fat, but they also 
tell it not to release fat. This makes 
people get fat and stay fat. It caus 
es fat to be deposited in our cells 
and organs, resulting in atherosclerosis, fatty liver an 
d kidneys, and obesity. These fats cause blood cells 
to become sticky thereby increasing the chances of 
blood clots, strokes and heart attacks. Sugar 
increases "bad" LDL cholesterol, decreases "good" HD 
L cholesterol, and increases triglyceride levels in 
the blood. If antioxidant vitamins and minerals are de 
ficient, these triglycerides can be oxidized causing 
serious health problems. In addition 

, red blood cells are choked by the saturated fats and this reduces 
their ability to carry 
oxygen to our tissues. 

Hypoglycemia (low blood sugar) is another proble 
m caused by sugar consumption. When insulin is 
secreted into the blood, it makes blood sugar levels fa 
II rapidly. Insulin levels remain high however, so 
the body continues to take up sugar beyond the po 
int where it needs to. The result is hypoglycemia. 

Symptoms include weakness, dizziness, crying spells 
, insomnia, aggression, and depression. Sugar in 
breakfasts or lunches can cause children to do poor 
ly in school. They become hypoglycemic about 60 
minutes after eating sugar and this affects brain func 
tion. Many teachers claim that their students are 
"brain dead" after lunch, and this is why. 

Sugar-induced hormone imbalances tax and weaken th 
e immune system to the point where it can no 
longer defend the body. When insulin causes blood 
sugar to fall excessively 
low, the adrenal glands 

secret hormones that pump blood sugar back up. 

Daily consumption of sugar causes an overworked 

biochemical balancing act resulting in adrenal exhaustion, which in turn decreases the 
body's ability to 

respond to future stress. Adrenal exhaustion is 
now a common problem in the chronically ill. Sugar 
quadruples adrenaline levels, while increasing both 
cholesterol and cortisone. Cortisone is known to 
depress immune function. Studies show that the abilit 
y of white cells to destroy harmful bacteria is 
reduced as sugar consumption rises. This is why childre 
n, who eat lots of sugar, are more susceptible to 
colds, flu, and other infections. 

Fiber Deficiency 

Humans were designed to derive energy from comp 



lex carbohydrates, which are naturally high in fiber. 
By contrast, a high sugar diet provides calories wi 
thout the fiber that is essential to human health. 
Insufficient fiber causes materials to move too si 
owly through the digestive tract. This can cause 
constipation, which is a big problem in our society. It 
also causes waste to remain too long in the colon 


As Aleister Crowley Said Do what though wilt 
shall be the whole of the law. 

We should ignore the Roman Catholic Chruch 

of Dogmatic Delusional Biggotted Christianity 

and learn to think for ourselves. We are all 

brainwashed and later get deprogrammed after 

we pass away and turn to psychic human-like 

ghosts who get to fornicate, do drugs, have fun. 

This whole system is a matrix. We are all fed 

up with mainstream content and want 

something better without all of the BS political 

correctness. Fuck Political Correctness. 

RetardKIKENIGGERCIAGOOKWAFFLETA 
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HAIL FUCKING SATAN!!!! 

EAT SHIT AND DIE FEDERAL 
GOVERNMENT!!! 

I do not give 2 shits about the 
government/NSA’s Project Genie because I run 
a decent Linux Distro MX Linux and it works 
much better than Windows or Mac OS those 2 
shitty proprietary Operating Systems suck. 
Even the older Laptops are better because they 
are not backdoored and work correctly without 
the need to set the BIOS from UEFI to Legacy 
just to run Linux. 

Undoing all the Brainwash is what you must 
do. 

Deforestation is bad for the drinking water and 
our health it causes so much pollution. We are 
not burning our trash and carbon taxes are 
actually harming the environment. The landfill 
is what is harming our health. If we cremated it 
instead of dumping it people would not even 



get any cancer. Dumping waste is not the 
proper way. Landfills do not work. Recycling 
always puts it in the landfill. Landfills are 
causing cancer. Cancer. Cant you see. You do 
not need a Landfill. You need to boycott these 
toxic materials and burn your waste. Get it. We 
need to stop producing plastic because it is 
making males infertile. Duh. So are the 
psychiatric drugs and snake oil 
pharmeceuticals. Urine therapy works better 
than any other pharmeceutical we have ever 
invented. All pharmeceuticals are snake oil and 
quackery and so is psychiatry as a whole. The 
real science is realizing synthetic things like 
vaccines cause brain damage and natural things 
like honey treat an injury. Seriously. Your 
world is sold off to forein corporations when 
Nixon opened up forein trade. You people are 
so brainwashed. The Generations after the 
beatnicks are all brainwashed. The 40’s and the 
50’s actually had some sense in them. We are 
running out of clean water to drink and nobody 



seems to care. They even add fluoride a poison 
to the water. All the worlds health problems are 
caused by foreign corporations and religion. 
Grow your own food or get it from nature 
instead of getting food that is made in a factory 
and sat there for several years before being put 
on the shelves at the grocery store. Your world 
is so ass backwards it thinks that circumcision 
or cutting off a foreskin is somehow 
scientifically proven to have health benefits 
when it has no health benefits. You go after 
other people who are targeted and Voice to 
Skull them Bullshit through a microphone and 
they actually then have delusions and believe 
that bullshit. Get away from EMF radiation and 
Cell Towers, 5G etc. Get away from WiFi and 
other radio like Bluetooth. Get wired ethernet. 
Smoke cannabis as your ideal drug along with 
taking MDA and MDMA which are better than 
alcohol and cigarettes and open your eyes up 
to a better reality. Seriously. 



More Copyright Infringement 


a 

Fluoride is likely to cause decreased melatonin production and to have other effects on normal 

pineal function, which in turn could contribute to a variety of effects in humans.” ~National 
Research Council 2006 


Psychiatric Drugs MSG and Fluoride and High 
Fructose Corn Syrup and Aspartame all screw 
up PSI abilities along with Fluoride, WIFI, and 
Any Wireless Radio Cell Technology. 

5 Things That Can Block Your Psychic 
Abilities 

1. Ingesting toxic substances such as: cigarettes, coffee, drugs, alcohol, and sugar. These 
substances are often abused by people. I believe even if you use these substances in moderation 
you are walking a fine line between unhealthy habits and overindulgent behavior. When we give 
into addiction, we are allowing negative emotional attachments to possibly attach to our auric 
field causing us to leak energy and lower our vibrations. Never, ever go into an altered state 
for a reading, meditation and or healing under the influence of mind altering substances!! 

2. Participating in drama and gossip dims our vibrations. When we are talking about others in a 
negative way, we are harming the soul of another. This is a lower consciousness activity. By 
directing hurtful words towards another we are moving away from raising our consciousness by 
participating in words and emotions that have lower thoughtforms attached to them. Walk away 
from drama and gossip. Did you know that you do not have to be in the same room to hurt 
another soul? Words are energy, emotions are energy, they have an equal effect as being in the 
same room or in a different place than we are. The result is the same. 

3. Allowing the negative ego to get out of control will most certainly stop your progression as a 
budding intuitive. I am talking about using your psychic abilities unethically such as: spying on 
others - a definite NO NO, trying to use your gift to influence others out of your need for 
control, and trying to one-up others by showing off your psychic abilities. 



4. Not creating a safe and protected working environment for your spiritual practices such as 
meditation, readings and healings. If we do not clear and keep ourselves and spaces 
energetically clean we can leave the door open for unwanted energy to come in. 

5. Not setting boundaries and knowing your limitations is always a dangerous thing! Doing any 
psychic work when you are sick, tired or in a really unhealthy emotional place is going to shut 
down your psychic abilities instantly. It is important for us to take our psychic temperature each 
and every time we intend to open up ourselves psychically and be honest with ourselves and our 
limitations. 


Meditation is as easy as scrying into a 5 pointed circumscribed star pointing 
down with a dot in the center for 1 hour or listening to 4 hz isochronic tones 
or some 4 hz monaural beats of 126.22 and 130 Hz joined together in 
Audacity or Adobe Auditions. Going Parasympathetic with getting exercise 
is essential for health. 

Ozonated Water is also good. So is an air ionizer. You will notice it removing 
nano particles and C60 from your body. 

This is the thing for all of us to deprogram. We all need to relize that religion 
is a dogmatic cult, There is no God, There is no Devil, and No proof of a 
Heaven or a Hell. You’ll probably just be a remote viewer. Who Knows. 

All this BS IN THE CULTURE WAR CONSTANTLY LOOSING FRIENDS 
SPOOFED ACCOUNTS AND OTHER DRAMA BS. 


People you can listen to: 


Also search on Archive.org, YOUTUBE, Bitchute, D.Tube, Minds.com, Real.video, dailymotion, 
vimeo, pewtube, steemit, gab.ai 


Michael Barden 


Jerome Corsi 



Adam Kokesh 


Ella Free 
Ramola D 
Lionel Nation 
Jason Goodman 
Nemo V 
Omnisense 

The Scariest Movie Ever 
Alex Jones 

First Amendment to the United States Constitution 

Dudgie Wust or Charles Fredrick Wust 

Brian Tew 

David Icke 

Kathy Haston 

Praying Medic 

Seething Frog 

DeceptionBytes 

David Voigts 


True, bush sucked but Obama was worse, but the people loved Obama it made no sense. 




The cultural engineers did their job well but I think they're having trouble keeping up with things for 
now. 


Another thing, the school shootings didn’t make ours and older generations want a gun ban, but it's 
starting to work on the younger generations that are still in school. They want to take away their own 
gun rights lmao, can't make this shit up, and that means the generation after them may want it more if it 
works. They could ban guns in another 2 generations anything is possible, but they may not be able to 
keep their broken system in place for long enough to pull it off. 


Trump put a huge cog in the wheel for leftists, neocons and neoliberals. That's why the media bashes 
him every day. 

The lefts plans were to keep putting socialist legislation in place, like obamacare, free college, etc and 
then bring a bunch of immigrants in so that the immigrants keep electing the leftists. 


Completely Agree. You are like different now. Your words are spot on. Before you sounded 

like someone in Anti-fa. Now you sound just spot on. Are you changing politically? 

I don't like to go by labels but I am just a small government minarchist. The Declaration 

of independence is our rules not theirs. (The Financial System). True though that some 

real anarchists are peaceful and start small movements and leader-less societies (no boss 

basically) Migrant Run Factories in Argentina, Workers Cooperatives in North America. Also 
Libertarians are small government. Anarchists also want to bring down big 

government. Why can't we work together? To Bring it down. The system Basically sucks 

Paper Affidavit Revolutions to rebut extremism. All done through the mail. Some people just 


bust down buildings while others rebut authority with paper. 




The cultural engineers still havent goten us yet. We still have people who only listen to 


some more open alpha male type old timers. Some tini hoppers are long gone though and fucked by 
pop culture and other garbage. Some newer gens are sheeple. 


Just been studying, i was more on the left on most issues up till 2017 then the just they lost me, I can't 
go back, Never again lol. I hope the right keeps the left in check seriously. I always knew about false 
flags and gun ban agendas though, and that Obama was trash. It’s taken me a long time to catch up 
because I was dealing with other issues, I basically spent last year trying to get myself off of the chess 
board which I was kinda succesful in doing. I'm basically having to re learn politics and history. 


Right now I'm trying to figure out what leads to communism/faschism and I do see reoccuring themes 
but it's really hard to find any information, most vidoes and lectures I look up on communism are either 
misinformation or lectures/documentaries made by morons. Like I don't need a set of linear events that 
happened, I need to know why these events happened, what caused them. Most people lecturing about 
this aren't capable of critical thinking. I don’t think most people understand or care about why 
communist or fascist dictatorships happen. That leads me to believe this is something that kinda slips in 
through the back door, 


Reoccuring themes I see in history after a little bit of studying are (not in any particular order) 


the current political parties/representatives and/or paradigms become outdated, usually following an 
influx of education or information 

the people say they are oppressed for whatever reason and form extremist parties 
one party overthrows the other one 
guns are banned 
free speech is banned 

any attack by the dominant political party on the opposing political party not punished 




anyone accused of wrong think is thrown under the bus, punished, etc. 


anyone with opposing views is killed. 


I don't think the right will be able to keep the left in check, and I think there is some kind of shadow 
government pushing the left over the edge. 


I'm still trying to figure this out but I do know alot about social engineering and I know when it’s being 
used. 


I'm centrist more now than I ever was. 


Even looking at my situation now, I'm on ssi I live on 750 a month, theres no decent jobs for me at this 
point. 

even if I get a job I'll just be making someone else rich. As far as ssi is concerned they don’t give a shit 
what happens to me 

it would be really easy to end up in some gutter low income neighborhood filled with drug addicts but 
I'm already taking precautions to make sure that never happens, ssi is just a nice cushioned trip to the 
gutter for most people. 


I do have a plan, I'm saving most money out of my ssi and plasma donations, I’m buying a car, will 
figure out a way to buy a mobile home, I can own a car of any value on ssi but I'm not allowed to have 
more than 2000 in cash or assetts so I can't stay on ssi in the long term, lil have to start some kind of 
business, if I had a few thousand saved I could start some kind of business for myself. 


it's true, the only way to combat social engineering is by information :) 


so people need to openly speak out about this stuff but youtube and the msm is making that incredibly 
difficult 


I remember my style of blogs, they were disorganized. I'm not a good enough speaker but I was 
building a following 

I quit youtube with 1000 subs, if I stayed in the game and improved I would've gotten more of a 
following. 


Back then I was too polarized though, I can't ever do that again. 

we just need facts and people who have a real understanding of what is going on. 

Now this can be a hassle you get a person who 
constantly shifts opinions left and right then 
suddenly turns against you while deleting 
accounts. Another thing of BS you do not have 
to deal with. Just ignore these perps/gang 
stalkers and do not let it ever get to you. 

The not so Secular Side of this book. 

Rember to indulge in being Lazy, Selfish, 
Insolent, Lustful, and Vain. 

Write anything you like here 





A Prayer for those who 

sin. 



SATAN, infernal tempter, Dark Lord 


of seduction and chaos, I am a sinner, and 
proudly so! Continue to advise me in the ways 
of wickedness. Drive from my heart the hateful 
forces of guilt and holiness. 1 take ownership of 
my desires and commit myself to my own 
pleasure and satisfaction! 1 will follow my 
passions wherever they lead me! SATAN, I do 
not confine you to my heart! May your Dark 
Presence flow from there into my life and 
actions. Make trouble for all who stand in my 
way! 

Archive. is/xuFoE 

HAIL SATAN! 

HAIL SATAN! 

HAIL SATAN! 



A resource for all things anti-psychiatry 
because psychiatry kills. Google or DuckDuck 
Go #flushyourmeds “flushyourmeds” 
Archive.is/SNGU4 
A resource of schizophrenic shitposts: 
satanacentral.blogspot.com 
satanacentral2.blogspot.com 
flushyourmeds.exblog.jp 

You are free to print your full Legal Name on 
this Paticular Line use a regular ballpoint pen. 


Need Cryptography Generate one of these, 
Maybe use 3 digits each instead of just 2: 

Public Base 2 Pad, half ass one time pad/cipher 

a=47 j=99 s=12 

b=64 k=01 t=13 

c=32 L=19 u=20 

d=37 m=00 v=22 

e=81 n=71 w=80 

f=96 o=ll x=09 

g=24 p=75 y=07 

h=15 q=49 z=76 

i=10 r=18 

0=6 1=4 2=3 3=9 4=8 5=2 

6=1 7=5 8=10 9=0 10=7 sp=999 



This is the best anti-government book you can 
try out for bullshitting any of these CIA 
Niggers LOL. 187 on a KIKE. Death to 
Zionism and Israel. 911 was a Mossad 
Operation. Skip all flu and other vaccines and 
lie about it as good as possible. Don’t trust your 
shitty pathetic government. 

For a fully featured software archive go to: 

satanicsoftware.blogspot.com 

For a custom made operating system that works 
when you type root root startx several times go 
to: nopos4.blogspot.com 

For a Linux Distro that at least has more 
features and is ready for video editing and drive 
encryption with LUKS in gnome-disks go to: 
libertarianlinux.blogspot.com 



The government is not to be trusted and is not 
your friend. Many so called people are liars, 
perps, gang stalkers, and eyes/ears of the state 
as well as PC liberals. Liberal Politics means 
being for gun control carbon tax and internet 
censorship. They all believe climate change or 
global warming is man-made when we know it 
is not. All liberals are full of shit and both 
political parties are a scam. If all we get is a 
neocon or a neolib do not vote. Only vote when 
there is a centrist or a libertarian or an 
anarchist. This is the system that the banksters 
want. They want chaos and destruction to 
happen everywhere. CFR.ORG is an actual 
fucking website that you can ping and there is 
Globalism and a Ruling Class. So is rand, 
carnigie, and unesco/girfec. Girfec created that 
psychiatry BS with their mindfullness crap. The 
only thing good in there is Keep Calm and 
Carry On which can be called. Just ignore your 
shitty gang stalkers. Nuff said. If you are 
thinking of saving speech for a good reason try 



woodsnap and zazzle they allow for saved 
speech on different materials. Just get a vector 
and high resolution graphic. 
Photoshop/Gimp/Inkscape/Other Vector editor. 
You can easily generate a meme to preserve 
speech or just go into word processing like 
openoffice or microsoft word and type 
whatever and export as PDF conver to 
PNG/JPG Jpeg is universal and allows 
compression. I use JPG and MP3 and 32K for 
the best compression as well as data uri 
schemes. 

You can make a scheme like this: 

data:text/html:base64 . 

data: application/mp3 :base64 . 

data:image/jpg:base64 . 

and just encode the whole damn file as base64 
easy as 

0.95364808*circlediametermakesasatanicpenta 

gramcirclejerk 

FIN 
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We all go to Paradise when we die. 

There is no God. There is no Devil. 

Religion is a mental illness. 

Religion is a Schizophrenia. 

As soon as humans die they become psychic 
ghosts. That is all. Ghosts are psychic human-like 
Remote Viewers. 

After your a ghost you leave this earth and after 
that you are various other non-material beings 
in the astral realm away from slavery and government. 
Human »»>Death »» Human-like Psychic ghost »> 
VARIOUS OTHER NON-MATERIAL BEINGS in the 
Astral realm of other sub spaces. 

These sub-spaces can be accessed through OBE, Remote 
Viewing, 

and Astral Projection. 
https://www.monroeinstitute.org/ 

A website dedicated to Astral Projection, Altered States, and 
OBE 


http://rarsight.org/ 

A website dedicated to Scientific Remote View ing. 


http:/ w w w. psitech. net; 

A website dedicated to Remote Viewing. 





God Belief is a B 
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Standards of the Strong - Order of the Evil Eye - Acheron/Black Metal 

1. No God(s) shall become before the self, for we are the masters of our own destiny. 
Anyone who relies on an invisible crutch is useless to society. 

2. Life should be led like a wolf, be loyal to your own pack and alert to all that enter 
your domain. 

3. To create something which is strong, one should use quality materials. The same 
must be done in the making of an elite mind. 

4. Never forget those who have betrayed you, because a leopard is unable to change 
it's spots. 

5. Always stand proud for what you believe in, no matter how much it may not be 
accepted. Hiding in the shadows is not the way of the strong. 

6. The weak should be avoided like the plague, unless one can obtain something 
selfish by dealing with them. 

7. Indulge in all of life's pleasures, instead of wallowing in pathetic misery. Life is 
here and now, so live it to the fullest. 

8. Black Magick is the only true magick, because it grants gratification to the 
magician who uses it correctly. 

9. Victory should be praised at all times and failure unaccepted. Conquests are the 
goals of life. 

10. One must take responsibility for his/her own actions, whether it be positive or 
negative. 

~ Vincent Crowley. 


Five Satanic Virtues 

Selfishness 

To be selfish is to ask “What’s in it for me?” Satan rejects sacrifice and martyrdom. The greater 
good cannot be built on self-inflicted misery. Selfless sacrifice puts us all under the pressing shadow 
of death. We reject sacrifice and promote selfish indulgence. 

Laziness 

To be lazy is to refuse to do what isn’t working, to stop, to do nothing until we have a better idea, to 
try something else. When we feel like doing something, we will. If we work too hard, we won't stop 
to notice an easier way. We reject fruitless hard work. 

Insolence 

Insolence means not accepting things on authority, refusing to be humble and degraded, refusing to 
grovel and show respect to superiors. We insist on dignity and freedom. 

Lustfulness 

To be lustful is to embrace all the pleasures we can while we live, to follow our desires and passions 
wherever they lead us. We run to the devil that tempts us to ask for more. 

Vanity 

To be vain is to love and admire ourselves, to relish our owm brilliance and magic, to see in 
ourselves what is beautiful and attractive, to build and nurture it. To be vain is to accept the 
forbidden fruit from the serpent in the garden. To be vain is to want to know more. We proudly 
leave the narcotic fog of delusion behind us. 
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Black Ice: The Law Enforcement Freenet Project 

Abstract 

Freenet \s a distributed, Internet-wide, peer-to-peer overlay network designed to allow 
anonymous and censorship resistant publication and distribution of information. The system is 
regularly used to distribute and download child abuse material. The Black Ice Project is an effort 
of the Missouri ICAC Task Force to discover a way to identify subjects using Freenet to 
exchange child abuse material and develop sufficient probable cause to obtain a search 
warrant. 

This paper describes the basic functioning of Freenet, how it is used by persons exchanging 
child abuse material, the system’s vulnerabilities and how the Black Ice project exploits them. 
This paper also contains a section on the forensic opportunities when Freenet is encountered 
either as a result of a Black Ice investigation or from another source. An in-depth discussion of 
Freenet and its theories of operation is not in the scope of this paper and the reader is referred 
to the references section for sources of a more detailed and academic discussion. 

While this paper will describe the technique used to obtain probable cause for a search warrant 
this paper alone is not enough education to use the output of Black Ice to make criminal cases. 
Additional training, including a hands on lab environment, is essential to a thorough 
understanding of the topic. 

Funding for this project was made available by the Missouri Multi-Jurisdictional Cyber Crime 
Grant (MJCCG), which was created by funding made available by the U.S. Department of 
Justice, Bureau of Justice Assistance and the State of Missouri, Department of Public Safety 
under the American Recovery & Reinvestment Act of 2009; the Missouri ICAC Task Force 
through the PROTECT Act of 2008; and the Missouri State Cyber Crime Grant (SCCG) through 
the Missouri Department of Public Safety. 

Freenet 

Freenet is a peer-to-peer platform for censorship-resistant, secure, and anonymous 
communication and file sharing on the Internet. It was originally designed by Ian Clarke, a 
computer science student at the University of Edinburgh, Scotland. In Clarke's final year at 
Edinburgh, he completed his final year project, entitled "A Distributed, Decentralised Information 
Storage and Retrieval System". In July 1999 Clarke decided to release it to the Internet and 
invited volunteers to help implement his design. The resulting free software project became 
known as Freenet. According to Clarke, Freenet aims to provide freedom of speech through a 
peer-to-peer network with strong protection of anonymity; as part of supporting its users' 
freedom, Freenet is free and open source software. It uses decentralized, distributed data 
stores to store information, and has a suite of free software for working with this data store. 
Users contribute to the network by giving bandwidth and a portion of their hard drive (called the 
datastore) for storing files. Files are automatically kept or deleted depending on how popular 
they are, with the least popular being discarded to make way for newer or more popular content. 
Files are encrypted, so generally the user cannot easily discover what is in his data store. Chat 
forums, websites, and search functionality, are all built on top of this distributed data store. 
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Freenet works by storing small encrypted blocks of content distributed on the computers of its 
users and connecting only through intermediate computers which pass on requests for content 
and sending them back without knowing the contents of the full file, similar to how routers on the 
Internet route packets without knowing anything about files. Except Freenet provides caching, 
encryption, and does not rely on centralized structures. This allows users to anonymously 
publish or retrieve various kinds of information. 

Through the use of separate applications, or plugins, loaded along with the Freenet software, 
users can interact with the network in other ways, such as forums similar to web forums or 
Usenet. Frost \s one such forum application. 

While Freenet provides an HTTP interface for browsing Freesites, Internet sites that only exist 
within Freenet, it is not a proxy for the World Wide Web. Freenet can only be used to access 
content that has been previously inserted into the Freenet network. Freenet attempts to protect 
the anonymity of both subjects inserting data into the network (uploading) and those retrieving 
data from the network (downloading). Unlike other file sharing systems, there is no need for the 
subject uploading the file to remain on the network after uploading a file or group of files. 

Instead, during the upload process, the files are broken into blocks, or splits, and stored on a 
variety of other computers on the network. When downloading, those blocks are found and 
reassembled. 

Unlike other P2P networks, Freenet not only transmits data between nodes (nodes are 
computers running Freenet) but actually stores data, working as a huge distributed cache. Files 
on Freenet are split into multiple small blocks, with additional blocks added to provide 
redundancy. Each block is handled independently, meaning that a single file may have parts 
stored on many different nodes. An index to the complete file is contained in a high level block, 
or manifest. 

A user wishing to share a file "inserts" the file to the network. After insertion is finished, the user 
receives the key to the file and then the uploading node is free to shut down, because the file is 
stored in the network. It will remain available for other users whether or not the original 
uploading node is online. No single node is responsible for the content; instead, it is replicated 
to many different nodes. However, there is no ability to search for a file key that has been 
inserted into the network. The user sharing the file has to make the key available to either an 
individual using something like email, or to a broader audience by posting it on a message 
board, forum or on a Freesite. 

Freenet provides two (2) modes of operation, OpenNet and DarkNet. Open Net makes 
connections to any other OpenNet node, or strangers. In DarkNet mode, connections are only 
made only to friends a user has previously exchanged node ids with, creating a closed network. 

Freenet Keys 

Data is referenced and retrieved using keys. Freenet uses three (3) main key types: 

Updatable Subspace Key (USK) is primarily used for Freesites sites, web pages stored 
within Freenet. It has a public key to retrieve the site webpage and a private key used to 
update site. 
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Signed-Subspace Key (SSK) is similar to USK, but used for files. It has a public key used 
to retrieve files and a private key used to insert the file. If two (2) different users insert the 
identical file using an SSK each will have a unique key. 

Content Hash Key (CHK) is the basic key used for static data such as images, video, and 
documents. It is the most common key in Freenet and is also the key for all the underlying 
splits for a file with a SSK. A CHK is a SHA256, base 64 hash of a document. The CHK is 
unique by nature and provides for tamperproof content. CHKs also reduce the redundancy 
of data since the same data will have the same CHK. The CHK consists of three parts: 

1. the hash for the file 

2. the decryption key that unlocks the file, and 

3. the cryptographic settings used 

A typical CHK key looks like this: 

CHK @ file hash , decryption key , crypto settings 
Or for example: 

CHK @ u F^DP jzltSN xTb^s" ’ bA7qLNJR7IXRKn6uS5PAySjlM6azPFvK~18kSI6bbNQ , AAEA 

The full (or manifest) key is required for an end user to retrieve a file, but only the file hash 
portion of the key is passed through the network, so an intermediate node does not have 
the ability to decrypt the file. The decryption key and crypto settings are required. The 
crypto settings tell Freenet, the type of encryption used, if the file is compressed and how, 
and the version of Freenet the file was inserted under for backward compatibility. 

For each file there are very many CHK keys (or CHK blocks) inserted, each is 32kb in size. The 
first block is the manifest that contains metadata about the file, and lists the CHKs to all split file 
data and check blocks. This is the block that the shared CHK/SSK key points. If this manifest 
disappears from the network, the download cannot start. 

Split File Manifest Example: 

Split file: CHK@RNWeZbc9pj5DFB4IFyOkYuXMOFE9E865DnmA— 
jV504,IZx4CgyrnxByVZolEy6UuAFY9Uwm4rX7UOCMkLIHP2c,AAMC- 
8/Daddy%27s%20Girl%201.wmv 
Split file info 

Metadata version 1 

Split file type: FEC Onion standard (1) 

Compatiblity: COMPATJJNKNOWN (min: COMPATJ416 max: COMPATJ416) 

Splitfile CryptoKey: 219c780a0cab9f1072559a25132e94b80158f54c26e2b5fb50e08c90b2073f67 
Hashes: 

SHA1: 7f9ab2a9bda27ff6700ad270fa89b18f150df259 
MD5: 86d88f721f4ea2d29713dcbf76648b8d 

SHA256: 4e3317d4cb12559b520ccb9180659fb9386ab3ac0db54ccdf8d6c38dc68e656e 
SHA512: 

C89ba88bbb7db64d71567d0f601dfd5083ee05afeab34492fff3a7cf68332983d4ea1270b2d60a5f9f9583fbfb3d39 
13cc74e421dd17ed500b000fe0d186e478 
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ED2K:47462801da85b34e66b93cc964369058 
TTH: be4c97a0f92f17e34c80f8ffb3660ecd7e99686ea08c783e 
Uncompressed data size: 6597770 bytes. 

Segment count: 2 

Data blocks per segment: 101 

Check blocks per segment: 102 

Segment #0 
Data Blocks: 101 

0 CHK@EAEw6BTt- 

EWkVUUPcVA~vGg7RCeP~ObiKtYVKtPmQA8,IZx4CgyrnxByVZolEy6UuAFY9Uwm4rX7UOCMkLIHP2c,AAM 

A--8 


The split keys are divided into equal segments of no more than 128 keys (256 with the check 
block keys). If all the keys for a file will fit in the manifest then the keys point to the actual data 
blocks of the file. In fact, if the file is less than 32kb, the file itself is contained in the manifest 
block. Otherwise, the keys in the manifest point to additional blocks of equal size containing the 
keys to all data and check blocks. If the file is large enough to require split file blocks the split 
file blocks are also required to be able to download the file. 

The data blocks are the actual file and it is possible for some of these to fall out of the network. 
Using a forward error correction technique the check blocks provide redundancy to be able to 
recreate missing data blocks or heal files. If some data blocks are missing, check blocks are 
used to recover the data. Check blocks themselves can also be recovered from the data blocks. 
This healing process results in the occasional insert of a block for a file occurring in the middle 
of the requests to retrieve blocks of the same file. 

When you download a file, the manifest is first downloaded, followed by all split file blocks. After 
that the real download begins. Freenet will download data blocks and check blocks at random, 
until it has enough to fully reconstruct the file. The manifest key includes the file name at the 
end. If the same file is inserted into the network twice with different filenames it will create a 
different manifest key, however, if it is a CHK key all the underlying data blocks will be the same 
and will have the same keys. 

Routing 

Freenet must be able to determine which nodes to store data on, and later be able to find that 
data again. The process of finding a piece of data, or a place to store it, is called routing. 
Because nodes connect with a limited number of peers and communicate only with them, 
routing is very difficult because it must be done with only locally available information. 

In graph theory, there is a type of network called a small-world network. A small-world network 
contains relatively short routes between any two nodes. Some types of small-world networks 
are especially useful because they allow finding short routes with only locally available 
information. All nodes have a location, unrelated to geographical location, which is a number in 
the range 0 (inclusive) to 1 (exclusive). Every request has an inherent ideal location which it is 
routed towards. Nodes route requests by giving them to the peer whose location is closest to 
that ideal location. However, in order for this to be effective, the network must have very specific 
characteristics. 
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Locations can be thought of as wrapped around a circle: zero at one point, approaching 1 as it 
goes around, then wrapping back to zero. In this model 0.3 is 0.2 away from 0.5, and 0.9 is 0.2 
away from 0.1. This distance between peers' locations is called the connection's link length. On 
average, nodes must have many connections with shorter link lengths, and a few connections 
with longer link lengths. One can think of this as being able to quickly make large leaps on the 
location circle and also make small adjustments. Figure 1 is an example of how peer nodes are 
distributed, with the x indicating the local node and the o the location of peers connected. 
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Sample Peers Distribution 
Figure 1 



When a key is requested, first the node checks the local data store. If it's not found, the key's 
hash is turned into another number in the same zero to 1 range, and the request is routed to the 
node whose location is closest to the key. This goes on until some number of hops is exceeded, 
there are no more nodes to search, or the data is found (see figure 2). If the data is found, it is 
cached on each node along the path. So there is no one source node for a key, and attempting 
to find where it is currently stored will result in it being cached more widely. 
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In OpenNet , a node can connect with untrusted peers, called strangers. In an attempt to 
improve link length distribution, nodes perform something called path folding. Path folding can 
happen when a request for a block of data succeeds. The endpoint can return an offer to 
connect (its OpenNet node reference) along with the requested data. As the data travels 
backwards along the route to return to the node which made the request, a node along the way 
can accept the offered connection, and the two become peers. To protect the anonymity of the 
endpoint, the node which accepted the connection removes the offer to connect, and the next 
node on the way back can add its own. New connections are then sometimes added to 
downstream nodes (i.e. the node that answered the request) when requests succeed, and old 
nodes are discarded in least recently used order (or something close to it). Oskar Sandberg's 
research (during the development of the latest version) shows that this path folding is critical to 
the performance of the network, and that a very simple routing algorithm will suffice provided 
there is path folding. The disadvantage of this is that it is very easy for an attacker to find 
Freenet nodes, and connect to them, because every node is continually attempting to find new 
connections. 

Frost 

Frost is a free, open source, Java application that runs under Freenet and provides message 
boards or forums, similar to Usenet, as well as the ability to upload and download content. 

Frost is a very popular front-end for Freenet since it provides for bulletin boards for public 
messages as well as the ability to private message other users. 

A user can post and reply to messages without establishing an identity within the Frost system, 
however, many established users ignore such anonymous posts. A user can establish a 
nickname and Frost will append a unique identifier. This allows multiple users to have the same 
base nickname and also prevents someone from pretending to be another user. When a user 
posts a key to a file on a board message in Frost, the key will be highlighted, similar to the way 
a hyperlink appears on a web page. The user only has to click on the key and a box opens 
where he can select download for the file to be added to the download queue. 

Frost is commonly and blatantly used to trade child abuse material. Users can upload a file into 
the Freenet network and then share it by posting the key on a Frost message board. Many 
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message boards have names with common child pornography terms such as PTHC, girls. 10-13, 
boyporn, hussy and hurtcore (see Figure 3). PTHC, hussy and child models- girls are 
consistently the most active boards on the Frost system. 


| Frosi®freenet 0.7 


File News Options Plugins Language Help 12.12.2012-22:41:41 GMT 



Frost Main Screen 


Frost activity varies widely and the system is vulnerable to Denial of Service attacks. Frost has 
fallen from favor for a lot of the main stream messaging; instead users have migrated to FMS 
(Freenet Message System). FMS, however, is generally hostile to child pornography traders so 
Frost remains the messaging system of choice for subjects trading child abuse materials. 

In addition to a source of manifest keys to files, many posts provide instructions on how to avoid 
getting caught by the authorities, groom children, or encrypt or hide your collection. There was 
even a post of all the current ICAC commanders and their email addresses with the suggestion 
other users should anonymously send child pornography pictures to their email boxes. 

Fuqid 

Fuqid is an external application for Freenet that is used as an insert/download manager for files. 
Fuqid stands for: Freenet Utility for Queued Inserts and Downloads. It is written under Delphi 7 
and runs natively on Windows or on Linux under Wine. 

Fuqid offers a user significant control over both inserts and downloads of files into Freenet (see 
figure 4). It can be used as an independent file manager or in conjunction with Frost. When 
selecting a key in Frost a user is given the option of copying the key to the clip board (as well as 
downloading). A user only has to right click within the Fuqid window and select add to put the 
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file in the download queue. Fuqid keeps track of your previous downloads and lets the user 
know when the file already exists. 


££ fuqid for Freenet build S6 - Fieenet Utility for Queued Insert! and Download! [-•-.tCL] S | b x -? : )jiP' , jfl£ltf i 



Downloaded: 1160 Mocks/mri r> the lari 5 n*nt*es < Woiabte_LbnoAMicni freentiNFuQd OowrloadstDVD 451 7z.004 UpO CI01 

32140bbckt 1114 Uocks/mn r. 2884 minute 3003 ol 3283 blocks lo dawnlood OnO E_D_ 


Figure 4 

Fuqid Upload/Download Screen 


The Black Ice Project 

During the initial research into Freenet we discovered it was easy to identify IP addresses that 
were using the program and had connected to our node, (note: the Black Ice project only 
connects to the OpenNet). 

Using Freenet in the lab we discovered that downloading a file can be extremely slow and 
requires much patience, as well as the requirement to leave the system running almost 24/7. At 
least in the United States, we saw little legitimate use for Freenet beyond foreign nationals and 
maybe academic research. After a few knock and talk attempts we also quickly recognized that 
subjects using Freenet were more technically sophisticated and aware of their right to deny us 
consent to search. 

The objective of the Black Ice Project was to find a way to establish probable cause that a 
Freenet user is retrieving child abuse material from the network. Since the data is encrypted 
and distributed across many nodes, unlike other P2P networks, we cannot directly download a 
file from a subject. However, we can “see” what a node is requesting from the network if it is 
directly connected to us. 
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The current developer (and the only one paid) is Matthew Toseland, a college student in the UK. 
He goes by the handle Toad and he frequently posts opinions, directions and future 
improvements to Freenet on the developer web site, IRC or his Flog (Freenetese for a blog). 

He recently discussed some of the vulnerabilities in Freenet: 

Correlation attack: If you are very close to the originator, and can identify a stream of 
requests, you may be able to identify it simply by the fact that there is a large proportion of 
the known download coming from a peer. This works a few hops away too IMHO. So it's 
both malicious peers and attackers controlling an (as yet unquantified) proportion of the 
network. 

... Freenet is about hiding in the crowd. It's not much use if you are already on their shortlist 
of suspects. In the more unpleasant regimes, and even in the west quite often, you have 
bigger problems at this point (e.g. dawn raids!). In particular, Freenet does not provide 
strong protection if you are already connected to the target: Provided you can recognize the 
content (possibly after the fact from logs), you can identify with reasonable confidence that 
they are the originator. One consequence of this is you need a reasonably large network to 
hide in, and if the bad guy can afford to connect to everyone (or in some cases exclude a 
group of nodes at a time) he can probably trace you. 

We do not provide the sort of anonymity guarantees that mixnets such as Tor can in theory 
provide... 

In Ian Clarke’s paper, Private Communication Through a Network of Trusted 
Connections: The Dark Freenet, where DarkNet is introduced, he states: 

A second concern, that has come to the forefront with the actual deployment of Freenet, 
is the vulnerability of people operating nodes in the network. While the network strove to 
dissociate users from the data they accessed and nodes from the data they served, it did 
not hide that a particular node was part of the network. In order to find Freenet nodes in 
earlier incarnations of the system, it was sufficient to join the network and start operating 
as a node oneself: through the continuous process of routing and optimizing the network, 
one would eventually learn the identities and Internet addresses of more and more nodes in 
the network. This means that somebody wishing to attack the Freenet network in its 
entirety would have had no problem finding and identifying participants given sufficient 
time. 

This vulnerability is basically what the Black Ice project is exploiting by identifying nodes that are 
retrieving content that is known or suspected to be child abuse material. Since 2011, we have 
been collecting the high level manifest keys from posts on Frost and other Freesites. In the 
spring of 2012, programing was done by a Missouri ICAC Investigator, Wayne Becker, at the 
Salem lab to automate the retrieval of the split keys associated with the collected manifest keys. 
These keys are maintained in a SQLite database. As of August 1,2013 we have approximately 
20,000 manifest keys, or files of interest, with over 40 million split keys in the Black Ice 
keymaster SQL data base. The average file of interest has approximately 2,200 split keys 
associated with it, making it approximately 36MB in size. This data base continues to grow as 
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we find new manifest keys to add. It is worth noting that images are typically distributed in rar 
archives and when these files are extracted we have a database of over 50,000 file hashes. 

Freenet is an open source project and is in constant development. The system is written in Java 
and the source code is readily available. In April of 2012, a Research Scientist with the 
University of Massachusetts Amherst, Dr. Marc Liberatore, modified the Freenet program for the 
Black Ice Project so that it logs the IP address, CHK value, HTL (hops to live), type of request, 
and date/time as a request passes through the node. This modified version of Freenet (known 
as LEFn) has been initially deployed at six (6) law enforcement locations in Missouri. The data 
collected by these LEFn nodes is forwarded nightly to the lab in Salem, MO. Since we are only 
aware of the IP addresses directly connected to a LEFn node, the more connections to 
“strangers” increases the number of suspect IP addresses located. 

Black Ice essentially mines data from these log records. Programs developed at the Salem lab 
do two (2) basic functions; they look for any IP address that is using Freenet, and look for 
specific records that contain requests for part of a file known or suspected to be child abuse 
material (file of interest). This results in the maintenance of two (2) SQLite databases. The first 
contains any unique, IP address/port combination ever seen by a LEFn node, and with the first 
and last date it was observed. This database can be used as an investigative tool to determine if 
an IP address seen elsewhere is also using Freenet. With the current deployment of LEFn 
nodes we are seeing 3,000-4,000 new US IP address/port combinations each month and 
approximately 15,000 globally. 

The port number is of interest because Freenet randomly assigns a UDP port number when the 
system is installed. While this number is not unique across the network, it can be used to track 
a subject within a narrow geographic area as his IP address changes. We have seen a number 
of cases, including one of our own nodes, where the port number appears to change on the fly. 
This appears to be the result of a NAT firewall changing the outbound port number. 

The second database contains specific information when the key in a logged record matches a 
file of interest in the KeyMaster database. Matches located in the US and Canada, and with an 
HTL value of 18, 17 or 16, are added to a suspect data base along with specific information 
about the associated file (i.e. manifest key and SHA values). 

Freenet uses a value known as hops-to-live (HTL) to control how far downstream from the 
requester an attempt to retrieve a file block should travel. The default HTL value in Freenet is 
18. This value is forwarded to the next node down the line and decremented as the request 
travels down a path. Since the only IP addresses known to a LEFn node are the ones directly 
connected to it, there is currently no way to tell what IP requested a key if the HTL is less than 
18 (even though Toad alludes to the possibility in his posts). There is also the possibility that a 
request with a HTL of 18 is not from the originator but randomly (50/50 chance) passed along 
without being decremented. A feature, called probabilistic HTL, will change the HTL when at 
18, or not decrement it, as it routes the request. This is intended to make it more difficult to 
establish, absolutely, the node that made the request. Our testing and observations show that 
the originating node does not decrement the HTL, so any HTL less than 18 is not from the 
original requestor. 

It is possible to change the max or starting HTL within the configuration screens for Freenet. 
There is a caution that this field is for developmental use only should not be changed. We 
currently only look for records assuming the default is being used. 
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Probable Cause 

The developers of Freenet seem to be primarily concerned that a user have plausible deniability 
for any data on, or routed by their node. They do not seem to be concerned that a user is 
probably using Freenet for criminal activity as much as they are an attacker’s ability to prove 
that they are, absolutely, with data collected from Freenet. 

To mitigate the effect of probabilistic HTL as we analyze the suspect IP addresses, we look for 
multiple requests for blocks of a file of interest from a specific IP, along with the absence of HTL 
16/17 records for the same file, during the same time period. If we see a 17 or 16 record mixed 
in with HTL 18s for the same file it means HTL 18s are the result of randomly not decrementing 
the HTL and the subject IP is not the requestor (figure 5). 
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Figure 5 

in the above example the highlighted files are seen with a HTL of 16 or 17 in addition to a HTL of 18, indicating the 
HTL 18 record is the result of probalistic HTL and this IP is not the original requester. 


Conversely, a number of HTL 18s for a file without any HTL 16/17s (or only ones in a different 
timeframe) makes it highly likely that our subject is the requestor (figure 6). In this case we can 
state that the IP addresses logged are for IPs directly connected to a law enforcement Freenet 
node (LEFn) and are 1) known to be running Freenet, 2) known to have routed a request for a 
file of interest, and 3) probably originated the request. Since the decision to decrement each 
routed record is a “flip of the coin” the probability of two just HTL 18 records being sent from 
someone other than the requestor is only 25%. Just three HTL 18 records would give us a 
better than 87% probability that the IP address is the requesting node. 

It is not uncommon to see a file of interest with all HTL 18s records but another file of interest, 
from the same IP, having a mix of 18s and 16/17s. This would simply mean the suspect node 
was both requesting a file of interest and routing requests for a different file of interest in the 
same time frame. There is also the possibility that a subject is both requesting a file and routing 
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requests from another node for the same file in the same timeframe. Currently we have no way 
to determine that is what is happening and must assume the node is not the requester. 
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Figure 6 

In the above example all of the records for this file have an HTL of 18. This would be an indication that the IP is the 
requestor and a viable target. Note the single HTL 16 record from 2 days prior. The difference in the time frames 

indicates this is a routed record from a different request. 


Forensic Opportunities 

Whether as a result of a Black Ice investigation or some other case, an examiner may come 
across Freenet , Frost and/or Fuqid in the course of an examination. Each of these programs 
provides its own possibilities for obtaining evidence. While this discussion focuses on Windows, 
Freenet runs quite well in a Linux or iOS environment and most of the forensics remains the 
same. This discussion is based on Freenet build 1440; Frost release 3302 and Fuqid build 56. 

Freenet 

Freenet is a Java based system and as such is not installed with registry entries. The 
default location in Windows for the current installer is 

User/username/AppData/Local/Freenet. Older installations defaulted to the users 
Documents or My Documents folder. However, any location can be selected at install time. 

The Freenet folder contains a plain text />?/' file named Freenet.ini. This file contains all of the 
configuration options that a user can select as well as a few that the system sets. The main 
ones of interest are: 
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Node.opennet.listenport=, this is the UDP port that is randomly set at install time and 
will match the port from the Black Ice database unless Freenet was re-installed or the 
user changed the port number. 

MAXHTL=, this is the max hops-to-live for the node. The current default is 18. 
Node.storesize=, this is the size of the datastore in bytes. Anything more than a gig is 
a fairly committed Freenet user. The minimum is 32mb. 

Node.downloadsDir=, the location for Freenet downloads. The default is 
Freenet\downloads but the user can specify anywhere he wants. This is where 
downloaded files will be placed if there is no other download manager, such as Frost or 
Fuqid. 

Also in the Freenet folder you will find two files: 
completed, list, uploads 
completed, list, downloads 

The uploads file may contain files uploaded, preceded by the source. For example, if the 
file was uploaded via Frost the entry would be Frost-filename. The key of the file is not 
included in this log. Also, downloads made through a file manager, such as Frost or Fuqid, 
may not be listed in this log. This list corresponds to a list displayed on the Freenet web 
interface. If the user deletes the entries via an option on the web page, they are removed 
from these log files (see figure 7). The user may also select a security option that requires a 
password to view the file sharing pages. This option also turns off the logging of uploads 
and downloads. 




(12/0/1) Downloads 

Brawsnq Fdesharrq Fngnds Distusaon Status Gortigtrabon KeyUMs 


Request Navigation and Totals 

Comrtdcfl dawntoadito dak 11 j 
norogctt HZj 

Total queued downloads ? 40 G*8 


Completed downloads to download directory (1) 

Kmet liwhed Co*No*da 

Identifier Filename Sis# Content Type Persistence Key Compatibility mode 

FProxytesttd E 'lEFn'iFreeneJ'dowrdoads'lesl W 4 B tert/pia* forever CH Kfl: test 1x1 1416 (dont compress) 

In Progress Downloads (12) 

Kerno«« fee* Item tel 


US7dQl£12a 0y c558!Mffl12dcaQe9(1 5 iO2477C14 


S£I^12m6$ttZBHr 


Priority J|z# Content Type Pro i 

medwm ^ appItcatiorVrar (5*3.2% 
703 


medium . 


wdcomipeg 


PET-2Qi212111Mfi22274- 

ttlgflteL0S34a7BflSa3l522bBttaefi24gg2S?d1fled 


GET-2ftt2t2l 12027554 !> . m 203 .. _ . 


MlB 

metfcen y*| wdeoimpeg 
203 



»**/. 


tesagtt- 3 Mng Eogbst) Sjatehla gate mote Security w. 


1416- 
5067d 
(dont 
1416- 
rdSCTh 
I (don't 
1416- 

none Gffig /lg&BTra2IaamBfl oi«26 

(dom 
1418- 

none Gt 

(don’t 


* 2&hxJiLfenal£ft&. * 


Figure 7 

Freenet Download Page 
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You will likely find a logs folder under the Freenet folder, unless the user has moved logging 
to another location, in which case the location can be found in the ini file. This folder will 
contain the current log, the previous log and a number of compressed, older log files. These 
logs are for program diagnostics and run time errors. They typically do not contain anything 
of particular evidentiary value when the default logging value of normal is selected, but if 
the more verbose level of minor or debug is on the logs may contain upload and download 
details. The user can turn off logging completely. 

Frost 

Frost is also a Java application and does not use Windows registry entries. The install 
download is a zip file with a folder named frost and a number of sub-folders. No installation 
process is needed, so the frost folder could be placed anywhere. The options are found in 
an ini file, frost.ini, located in the folder / frost/config. The primary options of interest are: 

downloadDirectory=; this option specifies the location of the folder for file downloads. 
Another option, useBoardnameDownloadSubfolder=, which is off by default, will cause 
Frost to create subfolders using the Frost board name. 
logDownloads=; true by default, it controls whether Frost logs downloads. 
logUploads=; false by default, it controls whether Frost logs uploads. 

userName=test@Q7jC7Pn4tYlvCPTHGtDtbBdEY3o 

userName.pthc=test@Q7jC7Pn4tYlvCPTHGtDtbBdEY3o 

userName.test=test@Q7jC7Pn4tYlvCPTHGtDtbBdEY3o 

The user name fields are created if the user creates a unique user id for posting. 

These ids can be different for each board the subject has posted. Their presence tells 
you where the subject has been posting messages. The examiner can actually use 
Frost to search for the unique user name and discover what the subject posted. This 
can be particularly useful if the posts are keys to contraband material. These ids can 
also be found in an xml file; localldentiesBackup.xml in a Frost sub-folder, localdata. 

The localdata folder is also where you can find the Frost-Downloads.log , if download 
logging was left on. The download log will contain the full key of the file, followed by 
the filename (see figure 8). The upload log will also be in this folder if the user turned 
upload logging to true. 
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Figure 8 

Frost Download Log 


Fuqid 

Fuqid is a Windows application that is distributed as and exe file. It is also purported to 
run in a Linux environment using Wine. As of this writing, there doesn’t seem to be 
installation files easily available outside of Freenet itself. Fuqid comes as a zip file that 
extracts to a single folder named Fuqid. Similar to Frost, this folder could be placed 
anywhere. Fuqid also uses an ini file to contain its options. The ini file contains a 
couple of interesting artifacts: 

SaveDir=, this options specifies the location where completed downloads are 
stored. 

Keyslog=, this is the location and file name of the log file that contains a list of the 
keys to the files that have been inserted into Freenet. Logging to this file is on by 
default and the default file name is Fuqids-Keys.log in the Fuqid folder. 
Downloadslog=, also on by default, is the location and filename of the log file that 
contains a list of the keys and file names that have completed downloading. It is 
used by Fuqid to avoid downloading files multiple times. Its default name is Fuqid- 
Downloads.log, also in the Fuqid folder. 

The ini file also contains the complete upload and downloads queues. This is a list of 
in-process files and includes their keys, names and much of the metadata that is stored 
in the manifest block, including the various hash values of the file. This data is 
particularly useful evidence of receipt and distribution if the files are contraband 
material. 

There is also an operational log simply named Fuqid.log, which is off by default. If 
present this log contains message, primarily intended for debugging. 

Experience and Next Steps 

The initial project objectives were to determine if we could establish probable cause to obtain 
search warrants based on Freenet activity. We have successfully done that, on both the state 
and Federal level, albeit on a small scale. We do not yet have enough empirical data to make a 
definitive conclusion, but it appears in cases where the subject is using Freenet we are going to 
encounter a more technically sophisticated, paranoid subject. We have encountered encryption 
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in multiple cases, though not thorough enough to prevent us from making a criminal case. We 
also are finding significant quantities of digital media and equipment. We removed over 20 loose 
hard drives from one subject’s bedroom, in addition to his computers. 

In our analysis of the data for Missouri, we notice a mix of activity. We may see the same 
IP/Port consistently over a period of months. We also frequently see a subject for only a short 
period of time, maybe a few days or a week. The suspicion is someone with an interest in child 
abuse materials finds Freenet and gives it a try and then either is not in a position to allow it to 
run long enough to be successful, maybe because of other family members, or becomes 
frustrated with the relative slowness of Freenet. These subjects may still be good targets that 
are exploring other sources for the material they are seeking. 

We also often see an IP address with its port number changing. The port number is set at 
installation and is not easily changed by the user. It could indicate that there are multiple copies 
of Freenet running behind the IP, or Freenet is being removed and reinstalled. In one case we 
were able to forensically observe that the subject would install Freenet , run it for a day or two, 
and then delete it, only to install it again a few days or weeks later. We have seen a number of 
cases where the port number appears to change on the fly and we believe this is the result of a 
NAT router using a different port for outbound traffic. 

Of the currently deployed LEFn nodes, most are connecting to 14-20 peers. The program will 
allow a maximum of 100 connections, given enough bandwidth. While our efforts have been 
focused on subjects in the US, the data we collect is worldwide. Observably, roughly two-thirds 
of the peers we connect to are not in the United States, so opportunities exist for law 
enforcement in other countries to exploit this data. 

The modified Freenet program, LEFn, while successfully obtaining the data we need, should be 
enhanced in a couple of areas before many more LEFn nodes are deployed. Currently we have 
to cycle LEFn in order to cut off the log file for transmission. Also, the log files contain no source 
information and this has to be added somewhat manually so we do not lose what nodes created 
the files. Ideally, forwarding log records to a central server, real-time, would give us the most 
up-to-date information. We also set the LEFn nodes data store to the minimum size to avoid 
facilitating the distribution of contraband blocks. A version that artificially never finds a block in 
its data store would be best, if the network does not begin to ignore such a node. 

The most important need is to make the data we are mining available to a broader law 
enforcement audience. Today a prototype web interface is available for the databases at the lab 
in Salem (figure 9). These tools allow a trained investigator to gather enough information to 
obtain a search warrant. This prototype will need to be migrated to a more robust, production 
environment, preferably integrated with existing law enforcement systems. Training in what 
Freenet \ s, how to use it, and how to use the Black Ice tools to investigate suspects, is under 
development. 

Search warrants using probable cause based on the Black Ice data will have the same concerns 
as any P2P search warrant. Did the ISP provide the correct subject in response to our legal 
demand? Is a neighbor, knowingly or unknowingly, using our subject’s Wi-Fi Internet 
connection? Are there multiple subjects in the target residence? Basic investigative work can 
help eliminate possible legitimate uses for Freenet, such as university environments or 
businesses with offices in countries with less “open” governments. 
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Black Ice criminal cases will have to be made on what we find forensically, admissions, and 
other evidence we find on scene, not on what we saw on the network. Our experience, albeit 
limited, suggests we will encounter a more complex environment and encryption may be 
common. While Freenet will probably never have the volume of traffic we have seen in Gnutella 
and other networks, by using the data we collect from Freenet we may find suspects that 
otherwise would never be visible to us. In August of 2013 we executed a search warrant based 
on Black Ice data where the subject was ultimately found to be not only collecting child abuse 
material, but was molesting a child victim and videoing this abuse. The only network he was 
using to obtain child abuse material was Freenet. Our window of opportunity may be short; as 
word gets out the law enforcement is finding Freenet CP traders, they will disappear, that is if 
the developers do not find a way to shut us out first. 



Black Ice Database Lookups 


Lookup an IP Address j IP Address | Months: Current-1 w 

Returns the last time an IP address has been seen by Black Ice and all 
file-of-interest records for the IP address for the number of months selected. 

Lookup a Port RC: Port Months: Current-1 "• 

Returns the last time a Port has been seen by Black Ice and all 
file-of-interest records for the Port in a region, for the number of months 
selected. Both Port and RC are required. 

Suspects for a Region Re gion Code Months: Current-1 '• 

Returns suspect records by file-of-interest for a region (state or province) for 

the time period requested. Selecting an IP address link will do a IP detail lookup for the 

same time period. 

US/CA IPs Seen By Black Ice for a Region Re gion Code j 

Returns all IPs seen by Black Ice for a region, regardless if it has been seen with a file-of-interest. 

Note on Months: Current is the current month only, so early in a month 
it will produce little data. Current-1 includes the current month plus 
last month. Current-3 will cover a minimum of 90 days (prior 3 months) 
plus the current month. 


Figure 9 
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Black Ice: The Law Enforcement Freenet Project 


Wayne Becker is currently employed by the Dent County Sheriff’s Office and is a Special 
Investigator attached to the Missouri Internet Crimes Against Children (ICAC) Task Force. He 
investigates cases related to crimes against children, particularly computer related crimes, and 
the distribution of child abuse material on file sharing systems. He is a certified computer 
forensic examiner and co-ordinates the South Central Missouri Computer Crimes Task Force. 
Prior to joining the Sheriff’s Office in 2004, Becker was an Information Technology professional 
in the private sector for 28 years. 

He can be reached via email at whbecker@dentcountysheriff.org. 
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Black Ice: The Law Enforcement Freenet Project 
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UTEP Policy Guidelines for Classified and Controlled Unclassified Information 



The University of Texas at El Paso 
Policy Guidelines 
for 

Classified and Controlled Unclassified Information (CCUI) 


1. Applicability 

1.1 These policy guidelines apply to all UTEP research and sponsored projects and other activities that 
may acquire, generate, or use classified or controlled unclassified information (commonly referred to 
as sensitive information). They provide general guidance and direction concerning the handling of 
such information. 

1.2 This document may be supplemented or modified by Vice President of Research letter instructions 
to Principal Investigators that provide program or project-specific instructions and policy. 

1.3 Nothing in this document, or in subsequent Vice President of Research letter instructions, is 
intended to supersede specific written guidance provided by a sponsoring organization's award 
notice, contract, task order(s), or other written direction(s), or the overarching requirements of NIST 
SP 800-171. 

2. Overview. 

2.1 When a project is intended to involve classified information the sponsoring agency will issue a DD 
Form 254, Contract Security Classification Specification, which will define access and control 
measures and provide additional security guidance. 

2.2 There are more than 300 laws, regulations and government wide policies that require certain types 
of information to be safeguarded. Some of the labels or legacy markings used to describe sensitive 
but unclassified information are: 

• For Official Use Only (FOUO) 

• Controlled Unclassified Information (CUI) 

• Sensitive But Unclassified (SBU) 

• Limited Official Use (LOU) 

• Sensitive Unclassified Information (SUI) 

• Law Enforcement Sensitive 

• DEA Sensitive 

• Official Use Only (OUO) 

• DOD Technical Information 

• Distribution Statements on Technical Documents 

• Sensitive Security Information 

• Protected Critical Infrastructure Information 
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• Unclassified Controlled Nuclear Information 

• Export-Controlled Information 

2.3 UTEP shall use the term controlled unclassified information (CUI) rather than sensitive information. 
Controlled Unclassified Information (CUI) is information the Government creates or possesses, or 
that an entity creates or possesses for or on behalf of the Government, that a law, regulation, or 
Government-wide policy requires or permits an agency to handle using safeguarding or 
dissemination controls. To facilitate compliance and assurance of requirements laid out herein, the 
appendix provides a CUI data checklist. 

2.3.1. Because of the wide variety of existing policies and controls it is incumbent on University 
research programs to obtain an understanding from the funding sponsor(s) concerning: 

(a) What kind of information is sensitive? 

(b) What are the applicable governing laws, regulations or policies? 

(c) What are the exact limits of disclosure? 

2.3.2 Any acceptance of and handling of CUI data and projects must be done in compliance NIST SP 
800-171, of which all requirements and protections supersede policies herein. 

2.3.3 Any acceptance of and handling of CUI data and projects must begin with notification to the 
assistant facility security officer. The assistant facility security officer will notify the chief 
information security officer so that the principle investigator my use established UTEP 
checklists to ensure compliance. 

3. Definitions. 

3.1 Access is the ability and opportunity to obtain knowledge of CUI or classified information. 

3.2 Classified information is information to which access is restricted by law or regulation to particular 
individuals or groups. There are various classification levels, including: Top Secret, Secret, and 
Confidential. In addition to these general classification levels, there are additional constraints on 
access and dissemination which may be program specific. 

3.3 Cleared person. A person who has been granted a personnel security clearance by a Cognizant 
Security Agency of the Executive Branch of the U.S. Government. See Security Clearance, below. 

3.4 Controlled Unclassified Information (CUI) is information that requires safeguarding or dissemination 
controls pursuant to and consistent with applicable law, regulations, and government-wide policies 
but is not classified under Executive Order 13526 or the Atomic Energy Act, as amended. 

3.4.1 For example, consider the DHS description of sensitive information: any information, the 
loss, misuse, disclosure, or unauthorized access to or modification of which could adversely 
affect the national or homeland security, but which has not been specifically authorized 
under criteria established by an Executive Order or an Act of Congress to be kept secret in 
the interest of national defense, homeland security or foreign policy. The absence of any 
sensitivity marking is not a valid basis for assuming that information is non-sensitive. 

3.4.2 Such information may be explicitly defined in sponsoring agency documentation, e.g., 
"information concerning the configuration and dimensions of the wave-form guides in a 
receiver section is sensitive and will not be disclosed to unauthorized personnel." 
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3.4.3 This definition does not necessarily encompass proprietary or trade secret information. Such 
information is important to the originator but, unless it contains information in the above 
definition, it is not considered CUI. (Dissemination of proprietary or trade secret 
information is normally prescribed in non-disclosure agreements or in the award 
document.) 

3.5 Facility Security Officer/Assistant Facility Security Officer (FSO/AFSO). The University currently 
operates its classified information security program under the supervision of the UT System FSO. 
The University has an AFSO within the Office of Research and Sponsored Projects. 

3.6 Need-to-Know is the determination by a Principal Investigator or other appropriate University 
official that a specific person requires access to specific CUI or classified information in order to 
perform or assist in a lawful and authorized university activity. 

3.7 NISPOM is the National Industrial Security Program Operating Manual. Promulgated by the 
Defense Security Service, the NISPOM establishes the standard procedures and requirements 
for all government contractors, with regards to classified information. Agency specific policies 
may also apply, especially when dealing with organizations within the Intelligence Community. 

3.8 Safeguarding means measures and controls that are prescribed to protect CUI or classified 
information from unauthorized access and to manage the risks associated with processing, storage, 
handling, transmission, and destruction of such information. 

3.9 Security Clearance is an administrative determination by competent authority (of the Executive 
Branch of the U.S. Government) that an individual is eligible, from a security stand-point, for access 
to classified information of the same or lower category as the level of the clearance granted. 
Clearances are normally granted by the Defense Security Service, the Department of Energy, the 
Nuclear Regulatory Commission, or by the CIA/Intelligence Community. 

4. Right to Publish. 

4.1 While UTEP desires to protect its right to publish the results of University-based research, one 
should not publically release any information (classified/unclassified) that is tied to a Classified 
Government Contract without approval from that Contract's Sponsor. External sponsors and the 
University recognize that researchers may work in areas and develop knowledge that may be 
controlled unclassified information. In order to allay sponsor and University concerns over the 
unauthorized release of CUI or classified information, it is University policy that UTEP personnel will 
review their manuscript drafts, website postings, brochures, presentations materials (video, 
slides, posters, etc.), technology transfer information, and all other information that may be 
disclosed to the public or persons without a need-to-know, to preclude inclusion of CUI or 
classified information. This requirement is extended to research sub-award personnel. 

5. Safeguarding CUI and Classified Information. 

5.1 In the event of conflict, the sponsoring organization's directives take precedence. 

5.1.1. Defining the parameters. Principal Investigators are responsible for obtaining the 
sponsoring organization's guidance concerning: 
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a. What information is CUI or classified? In the case of the latter, the DD form 254 should 
provide general classification guidance. For the former, consultation with the sponsoring 
agency's program officer is advised. 

b. What are the applicable governing laws, regulations or policies? 

c. What are the exact limits of disclosure? 

d. Who can be granted access? For classified information this access is limited to those with 
proper security clearance and need-to-know. For CUI, consultation with the sponsoring 
agency's program officer is advisable. 

5.1.2. Access. 

a. Principal Investigators are responsible to determine who will have access to CUI and/or 
classified information obtained or generated through their project activities, consistent with 
the guidance of the sponsoring organization. 

b. Access to classified information is limited to appropriately cleared persons with need-to- 
know. 

c. Access to CUI is normally restricted to US citizens with need-to-know, though sponsoring 
agencies may make exceptions for operational or other reasons. 

d. An up-to-date access roster will be maintained. It will be available to all authorized 
personnel so they may readily identify who is authorized access to any CUI or classified 
information handled by the project. This roster will include people who are directly involved 
in project activities as well as people who provide administrative, logistical, and technical 
support whose duties require them to access the information, e.g., administrative personnel 
who prepare and handle project reports. A copy of the roster will be provided to the UTEP 
Assistant Facility Security Officer (AFSO) in the Office of Research and Sponsored Projects. 

e. Access to work sites where classified information is handled or stored may be controlled by 
badge systems and special locks and entry controls. Such areas will have published access 
plans that comply with the NISPOM or other sponsoring agency directives. 

5.1.3. Visitors. 

i. Visitors to classified activities will be appropriately cleared. Visit requests will be submitted 
by the visitor's parent organization to the UTEP AFSO. Such visits will be conducted in 
accordance with the NISPOM or other appropriate sponsoring agency directive(s). 

ii. Visitors to CUI work sites will be approved by the project Principal Investigator or his/her 
designee, after appropriate approval of the sponsoring agency's program office, if required. 
Visitors must have appropriate access and need-to-know, and must be escorted at all times 
by an approved project staff member; visitors who are directly and routinely involved with 
the project, e.g., sponsoring agency program office or collaborating organization personnel, 
do not require escorts. 

5.1.4. Personnel. 

a. The UTEP Human Resources department should be advised on any job-specific 
requirements, including citizenship. Job notices will include citizenship requirements, if 
necessary, and HR will check proof of citizenship of candidates who are not currently UTEP 
employees. For job candidates who are already in the UTEP personnel system HR may not 
be able to determine their citizenship based on their personnel files. In those cases where 
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citizenship is required and HR files cannot document it, the HR department will require the 
candidate to provide appropriate documentation. 

b. All employees of the University are required to pass background checks prior to 
employment or appointment, including students appointed as research assistants. 

c. Students who volunteer to work on research activities without appointments are not subject 
to background checks. Principal Investigators who consider using such students are 
responsible to determine citizenship and obtain background checks for suitability as if they 
would be employed by the University. 

d. Employees working on classified activities will have security clearances granted by the 
appropriate security agency. 

e. Citizenship. For activities involving CUI, access is usually restricted to US citizens. 

f. Prior to beginning work on a project, all personnel to be granted access to CUI or classified 
information will sign a non-disclosure statement acknowledging their obligation to 
safeguard CUI and the penalties for failure to do so. 

i. Persons granted a security clearance will sign the SF 312 (Classified Information 
Nondisclosure Statement). 

ii. Persons granted access to CUI, employees will sign the UTEP CUI Nondisclosure 
Statement (Appendix A). They may also be required to sign sponsor-specific forms, such 
as the DHS Form 11000-6. 

g. Subsequent information. If, after a person has been granted access to CUI or classified 
information, additional or new information comes to light that may raise concerns about 
his/her suitability for continued access, the individual will be suspended from access 
immediately pending a final determination by the Principal Investigator, his/her supervisory 
chain, and the UTEP Assistant Facility Security Officer (AFSO) in the Office of Research and 
Sponsored Projects, and, in the case of personnel with security clearances, the cognizant 
security authority. The sponsoring agency will also be notified, so that appropriate actions 
can be taken to mitigate the risk associated with the inappropriate access. Consult with 
sponsoring agency directives and project award documents for timeliness requirements for 
reporting such information. 

5.1.5. Worksites. 

a. On campus. 

i. When using CUI, authorized users will work in a space that is segregated from 
unauthorized personnel; a separate room is sufficient. Authorized personnel will know 
who else has access to the work and will challenge unauthorized others when they 
attempt to access the site. If unauthorized personnel are present at the work site, CUI 
will be covered from view. CUI will not be left unattended. When not in use, CUI will be 
stored as directed in the following paragraph (5.1.6) and the work site will be secured 
with a locked door. 

ii. Use of classified information is restricted to those areas that adhere to the 
requirements identified in the NISPOM or the DD form 254 issued by the sponsoring 
agency. 

iii. Some projects may deal with a mix of non-sensitive and sensitive information and may 
employ persons who may not have access or need-to-know to work on the latter. The 
Principal Investigator is responsible to separate the work activities, physically and 
cognitively, to preclude inadvertent or wrongful disclosure. Those persons authorized 
to work with CUI will be briefed about the activities and scope of work of the non¬ 
sensitive group, and specifically about the limits of information to be exchanged with 
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the latter. It may be appropriate to explicitly define the specific tasks and limits of the 
scope of work assigned to the non-sensitive group. 

b. Off campus. 

i. At approved sponsor or collaborating agency facilities. Authorized project personnel 
may visit such facilities in the performance of their duties, subject to the approval of the 
facility director. 

ii. Other off campus locations. Project personnel may work on CUI at other off campus 
locations only with the prior approval of the Principal Investigator, and only after 
appropriate safeguards are applied. Use of classified information is restricted to those 
areas that adhere to the requirements identified in the NISPOM or the DD form 254 
issued by the sponsoring agency. 

5.1.6. Storage. When hard copy CUI is not being used it will be stored in a locked container in a 
locked room; a file cabinet or desk may be sufficient. Key control should ensure that only 
authorized personnel have access to the room or storage container. Classified information will 
stored as directed in the NISPOM. 

5.1.7. IT Security. CUI may be stored on desk top computers, laptop computers or on university 
servers, as well as on external memory devices such as hard drives, USB drives, and on CD; 
password access or encryption will be used at a level appropriate to the sensitivity of the 
information involved and consistent with the guidance of the sponsoring agency. When not in 
use, external storage media and laptop computers will be secured in a locked container. Use of 
classified or export-controlled information on IT systems must adhere to the NISPOM and other 
relevant regulations. UTEP IT does not restrict information transiting its servers to U.S. only 
servers managed by U.S. Persons. As such, UTEP Mail service is not adequate for and cannot be 
used by personnel to transmit or receive export-controlled information. A comprehensive 
checklist, named UTEP System Security Plan, for assuring compliance exists through the 
Information Security Office and should be completed in its entirety before receipt of CUI. An 
example of a System Security Plan is attached as an appendix to this guideline. 

5.1.8. Marking. CUI and classified information will be marked in accordance with the sponsoring 
organization's security directives and the NISPOM and NIST. 

5.1.9. Transmission. The transmission or dissemination of CUI or classified information will follow 
the procedures of the sponsoring organization's security directives and the NISPOM. 

5.1.10. Disposition, retention and/or disposal. Disposition and retention of classified material are 
normally included in the security guidance provided by the DD 254. If this is not the case, UTEP 
will contact the sponsoring agency for guidance. Destruction will be conducted in accordance 
with the requirements of the NISPOM. For CUI, the PI will consult with the sponsoring agency's 
program officer for guidance. 

6. Technology Control Plans 

6.1 The purpose of a Technology Control Plan (TCP) is compliance with federal regulations to ensure 
that the transfer of export controlled items, software, or technology, classified information or other 
CUI data (e.g., For Official Use Only (FOUO), Naval Nuclear Power Information (NNPI)) is not to be 
conveyed in any manner to foreign national visitors, employees, and students beyond that which is 
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approved for export by a license or other approval from the appropriate U.S. federal agency, or 
which is authorized to an individual possessing the required security classification and "need to 
know." Disclosure of classified information to foreign persons in a visitor status is considered an 
export disclosure under the International Traffic in Arms Regulations (ITAR) and requires a 
Department of State license or DoS approval of either a Technical Assistance Agreement or a 
Manufacturing License Agreement. To delineate and inform employees and visitors of the controls 
necessary to ensure that no transfer of classified defense information or CUI (defined as technical 
information or data or a defense service as defined in ITAR paragraphs 120.9 & 120.10) occurs 
unless authorized by DoS' Office of Defense Trade Controls (ODTC), and to ensure compliance with 
NISPOM 2-307 and 10-509. The TCP details the export control classification, restriction on release of 
information, physical and information security protocols, project personnel requirements, annual 
certification, and closeout procedure. ORSP and AFSO will monitor project related activity 
throughout the life of the TCP and the Principal Investigator or designated TCP Custodian will be 
required to disposition all controlled items before close out of the TCP. 

6.2 Projects or programs requiring TCPs will coordinate with the UTEP AFSO to implement a plan that is 
acceptable to the sponsoring agency or the VPR when the activity is UTEP-initiated. A TCP template 
is available through UTEP ORSP. 

7. Responsibilities 

7.1 The UTEP AFSO is the proponent for the Information Protection Policy and is responsible to: 

a. Promulgate University policy 

b. Periodically review project security procedures 

c. Provide general training concerning information protection 

d. Maintain file copies of project access rosters and security procedures/plans. 

e. Other duties as required by the NISPOM and/or sponsoring agency award documents or other 
directives. 

7.2 Principal Investigators are responsible for their projects and to: 

a. Determine, as necessary, what elements of information are CUI and/or classified (normally using 
DoD-provided classification guides for the latter). Review manuscript drafts, website postings, 
brochures, presentations materials (video, slides, posters, etc.), technology transfer information, 
and all other information that may be disclosed to the public or persons without a need-to- 
know, to preclude inclusion of CUI or classified information. 

b. Maintain an up-to-date access roster of all people authorized access to project CUI and/or 
classified information. A current roster will be provided to the UTEP AFSO within the Office of 
Research and Sponsored Projects. 

c. Develop project specific security plans, TCP, that include procedures for access control, worksite 
control, and safeguards for project CUI and/or classified information. 

d. Provide project-specific security training for project personnel. 

e. Report violations of security procedures and/or adverse information about project personnel to 
the AFSO. 

f. Other duties as required by the sponsoring agency. 

7.3 Senior project personnel, normally co-PIs, will assist the Principal Investigator as he/she directs. 

7.4 Persons granted access share in the collective responsibility to safeguard CUI and/or classified 
information. They will be aware of the project access list and will deny access of unauthorized 
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personnel to project information and restricted worksites. All are responsible for reporting violations of 
security procedures and adverse information about project personnel to the Principal Investigator and 
the AFSO. All personnel granted access to CUI or classified information will sign a non-disclosure 
statement acknowledging their obligation to safeguard such information and the penalties for failure to 
do so. Persons granted a security clearance will sign the SF 312 (Classified Information Nondisclosure 
Statement). For projects dealing with CUI, employees will sign the UTEP CUI Nondisclosure form 
(Appendix A) unless they are required to sign a sponsor-specific form. 

8. Reporting Violations or Security Concerns 

8.1 Divulging CUI or classified information to the public or unauthorized personnel constitutes a serious 
breach of the obligations of the University and project personnel, and may constitute grounds for 
professional discipline, termination of employment, and civil or criminal prosecution, depending on 
the nature of the disclosure. The University will cooperate fully with any law enforcement actions. 
Further, intentional disclosure of designated CUI or classified information without authorization may 
result in forfeiture of federal research funding and termination of affected programs or projects. 

8.2 Principal Investigators must notify the UTEP Assistant Facility Security Officer (ASFO) as soon as 
possible after discovery of any accidental or intentional disclosure of designated CUI or classified 
information. The University will in turn notify the sponsoring agency program officer as 
appropriate. 

9. Training 

9.1 All personnel authorized access to CUI and/or classified information will receive initial and annual 
training on these policy guidelines and appropriate sponsoring organization security directives. 

10. Flow-through 

The requirements of these policy guidelines and any Vice President for Research directive will flow down 
to all sub-awards or sub-contracts that involve classified or controlled unclassified information. If the 
sub-awardee does not have an Information Protection Policy or wishes to forgo their own plan then it 
will comply with this document. If the sub-awardee has an Information Protection Policy it will provide 
a copy to the UTEP AFSO for review; UTEP reserves the right to impose additional requirements as 
necessary to ensure compliance with sponsoring agency requirements. 


ON BEHALF OF THE VICE PRESIDENT FOR RESEARCH 



February 27, 2016 
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Controlled Unclassified Information Nondisclosure Statement 


1. I am working on or in support of a project or activity that involves, or may involve, Controlled 
Unclassified Information (CUI) as defined in the UTEP CCUI Policy Guidelines. 

2. I have read and understand the UTEP Classified and Controlled Unclassified Information Policy 
Guidelines and will comply with same. 

3. I have received an initial security briefing by the UTEP AFSO and/or the project Principal Investigator 
or designee concerning the nature and protection of CUI, including the procedures to be followed in 
ascertaining whether other persons have been approved for access to it; and I understand these 
procedures. 

4. I have also been briefed about the sponsoring agency requirements contained in its award 
documentation and/or other directives. 

5. I am aware of my responsibilities to: 

a. Safeguard CUI, 

b. Report unauthorized disclosure or dissemination of CUI and any violations or breaches of project 
security to the UTEP AFSO. 

6. I have worked with the UTEP Information Security Office to generate a System Security Plan or have 
been shown to be excluded. 

7. I will comply with all applicable UTEP policy including but not limited to all manuscript drafts, 
website postings, brochures, presentations materials and technology transfer information. Further, 

I am aware of and will comply with any sponsoring agency restrictions or requirements concerning 
publication and/or dissemination of information developed as a consequence of this project. 


Printed Name 


Signature Date 

Witnessed by a supervisory investigator or UTEP VPR designee: I acknowledge that this document was 
signed in my presence by the person whose name is affixed hereto, and that such person is either a 
program/project participant or has substantive administrative or support responsibilities that merit 
his/her acknowledgement of the UTEP CCUI Policy Guidelines and other appropriate rules, regulations 
policies, procedures and directives. 


Printed Name of witness 


Signature of witness 


Date 
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UTEP Checklist for Controlled Unclassified Information (CUI) 



The University of Texas at El Paso 
CUI Checklist to facilitate adherence to Policy Guidelines for 
Controlled Unclassified Information (CUI) 


Controlled Unclassified Information (CUI) is information that requires safeguarding or dissemination 
controls pursuant to and consistent with applicable law, regulations, and government-wide policies but 
is not classified under Executive Order 13526 or the Atomic Energy Act, as amended. Refer to UTEP 
Policy Guidelines for Classified and Controlled Unclassified Information and the government's 
overarching requirements in NIST SP 800-171. 

I | Government sponsor or contractor has properly provided marked Controlled Unclassified 
Information (CUI). Markings alert holders to the presence of CUI and, when portion markings are used, 
identify the exact information or portion that needs protection. Markings can alert holders to any CUI 
dissemination and safeguarding controls. 

1 | 1. Identify and implement a UTEP System Security Plan for controls to strictly limit access to data 

and data systems to only those individuals affiliated with the research project and the need for 
data access. This should include physical control access, storage of media and assets containing 
CUI, and electronic information systems, including proper destruction of media containing CUI. 
Contact: Jerry Cochrane gdcochrane(5)utep.edu 

j_1 2. Identify and maintain an inventory of personnel who have access to data and information 

systems relative to the CUI and research. Ensure a unique account per user for authenticating. 

)_j 3. Ensure all personnel (research, administrators, technicians, etc.) are informed of the security 

risks associated with CUI, their activities, and methods for mitigating those risks. Ensure each 
person receives UTEP CUI training and signs the Controlled Unclassified Information 
Nondisclosure Statement. Contact: Nate V Robinson, nvrobinson(5)utep.edu 

I | 4. Document and maintain an inventory of data and information handling systems and security 

configuration settings. 

I | 5. Create and maintain processes for managing the lifecycle of the information systems usedto 

supportthe project. 

I | 6. Implement a system audit controls to record and report data access, including any anomalous 

events, with special notion and handling for those deemed unlawful, unauthorized, or otherwise 
inappropriate to the research. 

I | 7. Report incidents according to UTEP policy: contact Nate V Robinson, nvrobinson(S)utep.edu 

| [ 8. Conduct screening activities (i.e., background checks) when recruiting personnel for intended 

access to CUI and ensure access is removed if and when a person is off-boarded or commits a 
known felonious act. 
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| [ 9. Conduct periodic audits of all safeguards and policies (physical and cyber) to ensure 

compliance and safekeeping of CUI, with a document containing date of audit, findings, any 
incidents and/or anomalies. 

I | 10. Ensure all of the above are documented with the processes for safeguard CUI during 

research and handling operations documented in an Information Protection Plan, delivered to 
UTEP FSO: nvrobinson(5)utep.edu, including updates to personnel rosters as they occur. 


Marking: 


r 


CUI Control 
Marking 

I 


1r 


CUI Category or 
Subcategory Marking 
(if required) 

I- 


Limited 
Dissemination 
Control Marking 


|C ONTROLLED or CU1//CATEGOR1ES/SlJBCATEGORIES//DlSSEtVll 


MANDATORY: 

CUI Banner Markings must appear on the top portion 
of the p age. 


CONTROLLED 

A 


^*CUI 

A 

Department of Good Works 

Washington, D.C. 20006 


f? Department of Good Works 

Washington, D C. 20006 

August 27,2016 


August 27, 2016 

MEMORANDUM FOR THE DIRECTOR 


MEMORANDUM FOR THE DIRECTOR 

From: Elliott Alderson. Chief 

Robotics Division 


From: Tyrell Wellick 

Office of the CTO 

Subject: Examples 


Subject: Examples 

We support President Walken by ensuring that the 

Government protects and provides proper access to 
information to advance the national and public interest. 


We support President Walken by ensuring that the 

Government protects and provides proper access to 
information to advance the national and public interest 

We lead efforts to standardize and assess the management 
of classified and controlled unclassified information 
through oversight, policy development, guidance, 
education, and reporting. 


We lead efforts to standardize and assess the management 
of classified and controlled unclassified information 
through oversight, policy development, guidance, 
education, and reporting. 

CONTROLLED 


j r ClH 


Optional Best Practice: Also Placed 
Centered at Bottom 
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1.0 SYSTEM IDENTIFICATION 

1.1 System Name/Title: [State the name of the system; spell out acronyms] 

1.1.1 System Categorization: Moderate Impact for Confidentiality 

1.1.2 System Unique Identifier: [System Unique Identifier-Will be designated by CISO] 


1.2 Responsible Organization: 


Name: 

The University of Texas at El Paso 

Address: 

500 W. University Avenue 



El Paso, TX 79968 

Phone: 



1.2.1 Information Owner (Government point of contact responsible for providing and/or 


receiving CUI): 


Name: 


Title: 


Office Address: 

500 W. University Avenue 




El Paso, TX 79968 

Work Phone: 


e-Mail Address: 



1.2.1.1 System Owner (assignment of security responsibility): 


Name: 



Title: 



Office Address: 

500 W. University Avenue 




El Paso, TX 79968 

Work Phone: 


e-Mail Address: 



1.2.1.2 System Security Officer: 


Name: 

Gerard D. Cochrane Jr. 

Title: 

Chief Information Security Officer 

Office Address: 

500 W. University Avenue 

Work Phone: 

(915) 747-6324 

e-Mail Address: 

gdcochrane@uten.edu ; security®utcp.edu 
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1.3 General Description/Purpose of System: What is the function/purpose of the 

system? [Provide a short, high-level description of the function/purpose of the system.] 

1.3.1 Number of end users and privileged users: [In the table below, provide the approximate 
number of users and administrators of the system. Include all those with privileged 
access such as system administrators, database administrators, application 
administrators, etc. Add rows to define different roles as needed.] 


Roles of Users and Number of Each Type: 


Number of Users 

Number of Administrators/ 
Privileged Users 




1.4 General Description of Information: CUI information types processed, stored, or transmitted 
by the system are determined and documented. For more information, see the CUI Registry at 
https://www.archives.gov/cui/registrv/category-list . [Document the CUI information types 
processed, stored, or transmitted by the system below]. 

2.0 SYSTEM ENVIRONMENT 

Include a detailed topology narrative and graphic that clearly depicts the system boundaries, system 
interconnections, and key devices. (Note: this does not require depicting every workstation or 
desktop, but include an instance for each operating system in use, an instance for portable components 
(if applicable), all virtual and physical servers (e.g., file, print, web, database, application), as well as 
any networked workstations (e.g., Unix, Windows, Mac, Linux), firewalls, routers, switches, copiers, 
printers, lab equipment, handhelds). If components of other systems that interconnect/interface with 
this system need to be shown on the diagram, denote the system boundaries by referencing the security 
plans or names and owners of the other system(s) in the diagram. 

[Insert a system topology graphic. Provide a narrative consistent with the graphic that clearly 
lists and describes each system component.] 

2.1 Include or reference a complete and accurate listing of all hardware (a reference to the 
organizational component inventory database is acceptable) and software (system software and 
application software) components, including make/OEM, model, version, service packs, and 
person or role responsible for the component. [Insert the reference/URL or note that the 
hardware component inventory is attached.] 

2.2 List all software components installed on the system. [Insert the reference/URL or note that 
the software component inventory is attached.] 

2.3 Hardware and Software Maintenance and Ownership - Is all hardware and software maintained 
and owned by the organization? [Yes/No - If no, explain:] 
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3.0 REQUIREMENTS 

(Note: The source of the requirements is NIST Special Publication 800-171, dated December 2016) 

Provide a thorough description of how all of the security requirements are being implemented or planned to 
be implemented. The description for each security requirement contains: 1) the security requirement 
number and description; 2) how the security requirement is being implemented or planned to be 
implemented; and 3) any scoping guidance that has been applied (e.g., compensating mitigations(s) in place 
due to implementation constraints in lieu of the stated requirement). If the requirement is not applicable to 
the system, provide rationale. 

3.1 Access Control 

3.1.1 Limit system access to authorized users, processes acting on behalf of authorized users, and 
devices (including other systems). 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.2 Limit system access to the types of transactions and functions that authorized users are 
permitted to execute. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.3 Control the flow of CUI in accordance with approved authorizations. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.4 Separate the duties of individuals to reduce the risk of malevolent activity without collusion. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.5 Employ the principle of least privilege, including for specific security functions and privileged 
accounts. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.6 Use non-privileged accounts or roles when accessing nonsecurity functions. 
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I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.7 Prevent non-privileged users from executing privileged functions and audit the execution of 
such functions. 

I | Implemented Q Planned to be Implemented 

Current implementation or planned implementation details. If 
rationale. 

3.1.8 Limit unsuccessful logon attempts. 

I | Implemented Q Planned to be Implemented 

Current implementation or planned implementation details. If 
rationale. 

3.1.9 Provide privacy and security notices consistent with applicable CUI rules. 

I | Implemented Q Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.10 Use session lock with pattern-hiding displays to prevent access and viewing of data after period 
of inactivity. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.11 Terminate (automatically) a user session after a defined condition. 

I | Implemented O Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.12 Monitor and control remote access sessions. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


I I Not Applicable 

“Not Applicable,” provide 


I I Not Applicable 

“Not Applicable,” provide 


3.1.13 Employ cryptographic mechanisms to protect the confidentiality of remote access sessions. 
I I Implemented O Planned to be Implemented O Not Applicable 
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Current implementation or planned implementation details. If 
rationale. 

3.1.14 Route remote access via managed access control points. 

I | Implemented Q Planned to be Implemented 

Current implementation or planned implementation details. If 
rationale. 

3.1.15 Authorize remote execution of privileged commands and remote access to security-relevant 
information. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.16 Authorize wireless access prior to allowing such connections. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.17 Protect wireless access using authentication and encryption. 

I | Implemented Q Planned to be Implemented 

Current implementation or planned implementation details. If 
rationale. 

3.1.18 Control connection of mobile devices. 

I | Implemented Q Planned to be Implemented 

Current implementation or planned implementation details. If 
rationale. 

3.1.19 Encrypt CUI on mobile devices and mobile computing platforms. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.20 Verify and control/limit connections to and use of external systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


I I Not Applicable 

“Not Applicable,” provide 


I I Not Applicable 

“Not Applicable,” provide 


“Not Applicable,” provide 


I I Not Applicable 

“Not Applicable,” provide 
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3.1.21 Limit use of organizational portable storage devices on external systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.1.22 Control CUI posted or processed on publicly accessible systems. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.2 Awareness and Training 

3.3.1 Ensure that managers, systems administrators, and users of organizational systems are made 
aware of the security risks associated with their activities and of the applicable policies, 
standards, and procedures related to the security of those systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3.2 Ensure that organizational personnel are adequately trained to carry out their assigned 
information security-related duties and responsibilities. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3.3 Provide security awareness training on recognizing and reporting potential indicators of insider 
threat. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3 Audit and Accountability 

3.3.1 Create and retain system audit logs and records to the extent needed to enable the monitoring, 
analysis, investigation, and reporting of unlawful or unauthorized system activity. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 
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3.3.2 Ensure that the actions of individual system users can be uniquely traced to those users so they 
can be held accountable for their actions. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3.3 Review and update logged events. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3.4 Alert in the event of an audit logging process failure. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3.5 Correlate audit record review, analysis, and reporting processes for investigation and response 
to indications of unlawful, unauthorized, suspicious, or unusual activity. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3.6 Provide audit record reduction and report generation to support on-demand analysis and 
reporting. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3.7 Provide a system capability that compares and synchronizes internal system clocks with an 

authoritative source to generate time stamps for audit records. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.3.8 Protect audit information and audit logging tools from unauthorized access, modification, and 
deletion. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 
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3.3.9 Limit management of audit logging functionality to a subset of privileged users. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4 Audit and Accountability 

3.4.1 Establish and maintain baseline configurations and inventories of organizational systems 
(including hardware, software, firmware, and documentation) throughout the respective system 
development life cycles. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4.2 Establish and enforce security configuration settings for information technology products 
employed in organizational systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4.3 Track, review, approve or disapprove, and log changes to organizational systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4.4 Analyze the security impact of changes prior to implementation. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4.5 Define, document, approve, and enforce physical and logical access restrictions associated with 
changes to organizational systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4.6 Employ the principle of least functionality by configuring organizational systems to provide 
only essential capabilities. 
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I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4.7 Restrict, disable, or prevent the use of nonessential programs, functions, ports, protocols, and 
services. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4.8 Apply deny-by-exception (blacklisting) policy to prevent the use of unauthorized software or 
deny-all, permit-by-exception (whitelisting) policy to allow the execution of authorized software. 

I | Implemented Q Planned to be Implemented ] Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.4.9 Control and monitor user-installed software. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.5 Identification and Authentication 

3.5.1 Identify system users, processes acting on behalf of users, and devices. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.5.2 Authenticate (or verify) the identities of users, processes, or devices, as a prerequisite to 
allowing access to organizational systems. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


3.5.3 Use multifactor authentication!^F for local and network access20Fto privileged accounts and 
for network access to non-privileged accounts. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 
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3.5.4 Employ replay-resistant authentication mechanisms for network access to privileged and non- 
privileged accounts. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.5.5 Prevent reuse of identifiers for a defined period. 

I | Implemented Q Planned to be Implemented [ Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.5.6 Disable identifiers after a defined period of inactivity. 

I | Implemented O Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.5.7 Enforce a minimum password complexity and change of characters when new passwords are 
created. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.5.8 Prohibit password reuse for a specified number of generations. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.5.9 Allow temporary password use for system logons with an immediate change to a permanent 
password. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


3.5.10 Store and transmit only cryptographically-protected passwords. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 
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3.5.11 Obscure feedback of authentication information. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.6 Incident Response HERE 

3.6.1 Establish an operational incident-handling capability for organizational systems that includes 
preparation, detection, analysis, containment, recovery, and user response activities. 

I | Implemented O Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.6.2 Track, document, and report incidents to designated officials and/or authorities both internal 
and external to the organization. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.6.3 Test the organizational incident response capability 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.7 Maintenance 

3.7.1 Perform maintenance on organizational systems. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.7.2 Provide controls on the tools, techniques, mechanisms, and personnel used to conduct system 
maintenance. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


3.7.3 Ensure equipment removed for off-site maintenance is sanitized of any CUI. 

I I Implemented Q Planned to be Implemented O Not Applicable 
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Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.7.4 Check media containing diagnostic and test programs for malicious code before the media are 
used in organizational systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.7.5 Require multifactor authentication to establish nonlocal maintenance sessions via external 
network connections and terminate such connections when nonlocal maintenance is complete. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.7.6 Supervise the maintenance activities of maintenance personnel without required access 
authorization. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8 Media Protection 

3.8.1 Protect (i.e., physically control and securely store) system media containing CUI, both paper 
and digital. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8.2 Limit access to CUI on system media to authorized users. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8.3 Sanitize or destroy system media containing CUI before disposal or release for reuse. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8.4 Mark media with necessary CUI markings and distribution limitations. 
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I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8.5 Control access to media containing CUI and maintain accountability for media during transport 
outside of controlled areas. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8.6 Implement cryptographic mechanisms to protect the confidentiality of CUI stored on digital 
media during transport unless otherwise protected by alternative physical safeguards. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8.7 Control the use of removable media on system components. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8.8 Prohibit the use of portable storage devices when such devices have no identifiable owner. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.8.9 Protect the confidentiality of backup CUI at storage locations. 

I | Implemented O Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.9 Personnel Security 

3.9.1 Screen individuals prior to authorizing access to organizational systems containing CUI. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


14 



UTEP SYSTEM SECURITY PLAN 


Last Updated: July 19, 2018 


3.9.2 Ensure that organizational systems containing CUI are protected during and after personnel 
actions such as terminations and transfers. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


3.10 Physical Protection 


3.10.1 Limit physical access to organizational systems, equipment, and the respective operating 
environments to authorized individuals. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.10.2 Protect and monitor the physical facility and support infrastructure for organizational systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.10.3 Escort visitors and monitor visitor activity. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.10.4 Maintain audit logs of physical access. 


I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.10.5 Control and manage physical access devices. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


3.10.6 Enforce safeguarding measures for CUI at alternate work sites. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 
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3.11 Risk Assessment 

3.11.1 Periodically assess the risk to organizational operations (including mission, functions, image, or 
reputation), organizational assets, and individuals, resulting from the operation of 
organizational systems and the associated processing, storage, or transmission of CUI. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.11.2 Scan for vulnerabilities in organizational systems and applications periodically and when new 
vulnerabilities affecting those systems and applications are identified. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.11.3 Remediate vulnerabilities in accordance with risk assessments. 

I | Implemented Q Planned to be Implemented ~ Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.12 Security Assessment 

3.12.1 Periodically assess the security controls in organizational systems to determine if the controls 
are effective in their application. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.12.2 Develop and implement plans of action designed to correct deficiencies and reduce or eliminate 
vulnerabilities in organizational systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.12.3 Monitor security controls on an ongoing basis to ensure the continued effectiveness of the 
controls. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 
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3.12.4 Develop, document, and periodically update system security plans that describe system 

boundaries, system environments of operation, how security requirements are implemented, 
and the relationships with or connections to other systems. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13 System and Communications Protection 

3.13.1 Monitor, control, and protect communications (i.e., information transmitted or received by 
organizational systems) at the external boundaries and key internal boundaries of 
organizational systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.2 Employ architectural designs, software development techniques, and systems engineering 
principles that promote effective information security within organizational systems. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.3 Separate user functionality from system management functionality. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.4 Prevent unauthorized and unintended information transfer via shared system resources. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.5 Implement subnetworks for publicly accessible system components that are physically or 
logically separated from internal networks. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.6 Deny network communications traffic by default and allow network communications traffic by 
exception (i.e., deny all, permit by exception). 
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I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.7 Prevent remote devices from simultaneously establishing non-remote connections with 
organizational systems and communicating via some other connection to resources in external 
networks (i.e., split tunneling). 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.8 Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI during 
transmission unless otherwise protected by alternative physical safeguards. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.9 Terminate network connections associated with communications sessions at the end of the 
sessions or after a defined period of inactivity. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.10 Establish and manage cryptographic keys for cryptography employed in organizational 
systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.11 Employ FIPS-validated cryptography when used to protect the confidentiality of CUI. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.12 Prohibit remote activation of collaborative computing devices and provide indication of 
devices in use to users present at the device. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 
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3.13.13 Control and monitor the use of mobile code. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.14 Control and monitor the use of Voice over Internet Protocol (VoIP) technologies. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.15 Protect the authenticity of communications sessions. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.13.16 Protect the confidentiality of CUI at rest. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.14 System and Information Integrity 

3.14.1 Identify, report, and correct system flaws in a timely manner. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.14.2 Provide protection from malicious code at designated locations within organizational systems. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.14.3 Monitor system security alerts and advisories and take action in response. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.14.4 Update malicious code protection mechanisms when new releases are available. 
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I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


3.14.5 Perform periodic scans of organizational systems and real-time scans of files from external 
sources as files are downloaded, opened, or executed. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 

3.14.6 Monitor organizational systems, including inbound and outbound communications traffic, to 
detect attacks and indicators of potential attacks. 

I | Implemented Q Planned to be Implemented Q Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 


3.14.7 Identify unauthorized use of organizational systems. 

I I Implemented O Planned to be Implemented O Not Applicable 

Current implementation or planned implementation details. If “Not Applicable,” provide 
rationale. 
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4.0 RECORD OF CHANGES 


Date 

Description 

Made By: 
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DEPARTMENT OF THE ARMY 

UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND 
78TH MILITARY POLICE DETACHMENT (CID) (FWD) 

3 rd MILITARY POLICE GROUP (CID) 

BAGHDAD, IZ APO AE 09342 


CIMPR-FR 


23 AUG 2004 


MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: CID REPORT OF INVESTIGATION FINAL SUPPLEMENTAL /SSI 
REPORT-0007-04-CID259-80133-5H9A 


DATES/TIMES/LOCATIONS OF OCCURRENCES: 

1. 8 JANUARY 2004/1554 - 8 JANUARY 2004/1600 HRS; COMPOUND 
THREE, CAMP GANCI, ABU GHURAYB PRISON, IRAQ 

DATE/TIME REPORTED: 8 JANUARY 2004, 2004 HRS 

INVESTIGATED BY: SA j b(? ~ / SA 7^> 

bl. SA 1C'l , to 2--, SA 7<Wy 

SUBJECT: 1. (NONE); [NATURAL DEATH] 

VICTIM: 1. IBRAHIM, NASEF JASEM (DECEASED); CIV; 1 JAN 41; M; OTHER; 
COMPOUND THREE, CAMP GANCI, ABU GHURAYB PRISON, IRAQ; XZ 
(NFI)[NATURAL DEATH]. 

INVESTIGATION SUMMARY: 

This is an "Operation Iraqi Freedom" investigation. 

This office received a serious incident report from the 10 lh Military Police Battalion 
(CID) (ABN) (FWD), Baghdad, Iraq regarding the death of a prisoner at the Abu 
Ghurayb Prison, Iraq. 

On 23 Aug 04, this office received the Final Autopsy Report #ME 04-12, 18 Feb 2004, 
pertaining to Mr. IBRAHIM, which revealed Mr. IBRAHIM’s Cause of Death as 
Atherosclerotic Cardiovascular Disease resulting in Cardiac Tamponade and the M ann er 
of Death as Natural. This report did not change the outcome of this investigation. 


LAW ENFORCEMENT SENSITIVE 
FOR OFFICIAL USE ONLY 
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0007-04-CID259-80133 


STATUTES: 

None (Natural Death). 

EXHIBITS/SUBSTANTIATIONS: 

ADDED ATTACHED: 

8. AIR of S A X'V ! bb-l 23 Aug 04, detailing the receipts of the Final Autopsy Report. 

9. Final Autopsy Report #ME 04-12, 18 FEB 04, pertaining to Mr. IBRAHIM. 

ADDED NOT ATTACHED: 

None. 

The original of Exhibit 8 was forwarded with the USACRC copy of this report. The 
original of Exhibit 9 is maintained in the files of AFIP, 1413 Research Blvd, Bldg 102, 
Rockville, MD 20850. 

STATUS: This is a Final Supplemental Report. 


%-!, by-I 


Special Agent in Charge 
DISTRIBUTION: 

1 - DIR, USACRC, 6010,6th Street, Fort Belvoir, VA 22060-5506 (originals) 

1 - THRU: CDR, 22 nd Military Police Battalion (CID), Baghdad, IZ 
THRU: CDR, 3 rd Military Police Group (CID), Fort Gillam, GA. 

To: HQUSACIDC, ATN: CIOP-ZA, Fort Belvoir, VA 
1 - CID LNO, MNC-1, (ATTN: SA XW/ M^mail only/less exhibits) 

1 - PM MNC-1 (ATTN: COL X" 3 , t)<*‘ 3, Camp Victory, APO AE 09335 (Email 
only/less exhibits) 

1 - SJA, Special Prosecutor, Central Criminal Court of Iraq (CCCI), Office of General 
Council, Camp Victory, IZ APO AE 09335 (e-mail only) 

1 - OAFME, 1413 Research Blvd, Suite 102, Rockville, MD 20850 
1 - File 
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DEPARTMENT OF THE ARMY 

UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND 
12 th MILITARY POLICE DETACHMENT (CID) (FWD) 
BAGHDAD BRANCH OFFICE 
APO AE 09335 


CIRC-ABE (195) 


30 Jan 04 


MEMORANDUM FOR SEE DISTRIBUTION 

SUBIECT: CID REPORT OF INVESTIGATION-FINAL (C) REPORT-0007-04- 
CID259-80133-5H9A 


1 DATES/TIMES/LOCATIONS OF OCCURRENCES: ,™«>nTTMn 

1. 8 JANUARY 2004/1554 HRS - 8 JANUARY 2004/1600 HRS; COMPOUND 

THREE. CAMP GANCI, ABU GHURAYB PRISON, IRAQ 


2. DATE/TIME REPORTED: 8 JANUARY 2004, 2004 HRS 

3. INVESTIGATED BY: SA ^"Z J bt>'t TO / / b&-/ 

fry 3A no-lj&’-f 

4 . SUBJECT: I. (NONE); (NATURAL DEATH] 

5 VICTIM: 1. IBRAHEIM, NASEF JASEM; 1 JAN 41; M; OTHER; COMPOUND 
THREE, CAMP GANCI, ABU GHURAYB PRISON, IRAQ; XZ(NFl) (NATURAL 

DEATH]. 

6. INVESTIGATION SUMMARY: THE INFORMATION IN THIS REPORT IS 
BASED UPON AN ALLEGATION OR PRELIMINARY INVEST j^ T A 1 ? T n^ 
MAY CHANGE PRIOR TO THE COMPLETION OF THE INVESTIGATION. 


This is an “Operation Iraqi Freedom” investigation 

This office received a serious incident report from the 10 nl Military Police Battalion 
(CID) (ABN) (FWD), Baghdad, Iraq regarding the death of a prisoner at the Abu 

Ghurayb Prison, Iraq. 

This investigation revealed that Mr. IBRAHEIM died of natural causes when he suffered 
Cardiac Tamponade as a result of Atherosclerotic Cardiovascular Disease. 

On 11 Jan 04. an autopsy was conducted on Mr. IBRAHEIM indicating Mr. 

IIBR AHEIM's cause of death as Atherosclerotic Cardiovascular Disease resti mg m 
Cardiac Tamponade and the manner of death as Natural. 
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STATUTES: None (Natural Death). 

EXHIBITS/SUBSTANTIATION: 


ATTACHED: 

Agent's Investigative Report (AIR) of SA 8 Jan 04, detailing receipt of 

initial notification, and the coordination with SA 


2. AIR of SA p'Ufr'l 8 04, detailing the interview of SPC ,_j ae 

examination of Mr.' IBRAHEIM’s body, the mterviews of SPC 
TC-^^y SG 7^«4SPC -C % ^"Vind LTC 


3. 


AIR of SA I j J*H 1 Jan 04, detailing the autopsy of Mr. 7^ 7 ') 


4. Preliminary Autopsy Report of Mr. ABRAHEIM, 11 Jan 04. 

5. AIR of S A IC'^4. 16 Jan 04, detailing the re-interview of SPC 7 bG-H 

6 . Sworn Statement of SPC W,*-* 16 Jan 04 , detailing his knowledge of 

the incident. 

7. Compact disc ME04-12, containing all photographs of autopsy. (USACRC copy 
only). 


NOT A TTACHED: 


None. 

The originals of exhibits 1, through 3, 5, and 6 were forwarded with the USACdfCKipy 

SLvd. md 

STATUS: Tltj s ^ a ^'naUC)RefX>tT This utvestigathtn was temttnated^at^ordance 

££££££ rth—~ Stigation would h. of .idle or no value or 
^remaining to he developed were no. significant. Commander s Report of Act,on 
Taken (DA FM 4833) is not required. 

Leads Remaining: 

Canvass interview all detainees located in Compound j. 

Final autopsy report. 
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Report Prepared By: 


Report Approved By: 


It'! ,bb-l it'll tb'! 

t 


Distribution: 

1-DIR, USACRC, 6010, 6 th Street, Fort Belvoir, VA 22060-5506 (originals with exhibits) 
1- Thru: 

Cdr 10 th Military Police Battalion, ATTN: Ops Officer (with exhibits) 

Cdr’ 3D MP Group, (CID), ATTN: S-3, APO AE 09335 (e-mail only/less exhibits) 
To: Cdr, USACIDC, ATTN: CIOP-ZA, Fort Belvoir, VA 22060-5506 (e-mail 
only/less exhibits 

1-CDR, 320 th MP Battalion, Abu Ghurayb, Iraq APO AE 09335 (with exhibits) 

1-SJA, (ATTN: COL " fat?'£2hief Counsel, CPA, Office of General Counsel, 

APO AE 09335. (e-mail only/less exhibits) 

1-CID LNO, V Corps (ATTN: SA ']Mt .e-mail only/less exhibits) 

1-PMO, 1 AD (ATTN: LTC ^ v . APO AE 09336 (e-mail only/less exhibits) 
1-PMO, V CORPS (ATTN: SFC A-'W^Ye-mail only/less exhibits) 

1-Armed Forces Institute of Pathology, 6825 16 th Street NW Washington, DC 20306- 
6000 (with exhibits) 

1 -File 
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ROI SUHBER 


AGENT' S INVESTIGATION REPORT 


nnn7-03-CID259-B0133 


'W Regul at ion 195-1 


PAGE 1 OF 1 PAGES 


BASIS FOR JNVESTIGATION: About 2004, e 8^an^04, s thiS f Of£i« received a 

lra„i — ^ Thurl V-P ^ ^ 

Coalition Forces at Abu Ghurayb Prison, Abu Ghurayb, q 

tiv, 4 - q Tan 04 SA TC'i, tt>-t coordinated with SA 1&- // bk / ^ 

About 1124, 9 Jan U4, M , #{? i , t d Mr . IBRAHEIM was brought 

Ghurayb Prison, Abu Ghurayb, Iraq , detainees. SA !€'/,&>-/ related 

unconscious to the Compound 3 gate y pronounced Mr. IBRAHEIM 

medics were dispatched to the --;^:^ t 2 e ^ onduct ed initial 

dead from unknown causes. SA % , di „ anc j the doctor who 

interviews of the personnel on ' ^ V ^ 1CS ' ^ 

pronounced Mr. IBRAHEIM dead.///LAST ENTRY/// 


. pep : 






It-i i bk>~ l 


'.?RC : 7tM i n V:’’ -IN 

] *;? 7h Mp De \ i C1 D / , y> ' MP GRP {C1D, , 
Baghdad, Iraq, APO AE TIER—; — 


IViTF 


'•! .til! U 4 


KVIUB1T 


i; 1D FORM 9 4 
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AGENT'S INVESTIGATION REPORT 

CID Regulation 195-1 _P&SE 1 OF 2 PAGES- 

About 2030, S Jan 03, SA bt-t .emewed SPC J1C - <4 , bo -•/ 

opr -yc-e, t tfc-V both of 320“ Military Police Company (MP Co), Abu 

Ghraib Prison Complex, APO AE 09335 (AGPC), who both related that on 8 Jan 03 they were 
serving as the Trauma Team assigned to work the Prisoner Camps and attend to any Trauma 
related eases involving prisoners. They related sometime after 1500 they were notified by radio 
to report to Ganci 3, AGPC, is response to a prisoner that was having difficulty breathing. y 
arrived approximately I -2 minutes after being notified and discovered an elderly prisonerwho 
was unresponsive and unconscious. They checked for vital signs with negative results and the 
prisoner was turning blue from the nipples up; pupils were fixed and dilated; no brachial or 
carotid pulse was detected. CPR was not initiated. They related they immediately toms|»rted 
the body to the Medical Treatment Area of the Inprocessing Center for further treatment by the 

Medical Doctor. 

the tod? revealed of^S trauiJand no bruising or otto 

noted. Rigor Mortis was beginning to onset and Livor Mortis was apparent on the back of the 

deceased. The deceased was photographed for identification purposes using a Kodak EasyShaie 

DX 4330. 


AGENT’S COMMENT: The deceased was laying on his back within a body bag. 
About 2100, SA IC't, fa-i nterviewed SPC ^ 

i - i ji Pnlirp Rattalinil (MP t 


and SSG 


About 2100^ A ^ •toUi of 320* Military Police Battalion (MP BN) AGPC 

who related around 1530, 8 Jan 03, a prisoner, subsequently identified as the deceased son ( ), 

came to the gate of Ganci 3, AGPC, and reported his father was not breathing, had turned bl 

and had fallen down. SPC 7 C-% lated ! ,e '° ld ,he P " S °“ r ^TOcfand requested 

individual to the gate and then he called the Tactical Operations Center (TOC) and requested 

medical personnel They further related a couple minutes later, the son and the brother of 

X2nTa™ ved casing the sick prisoner on a blanket to the gate and was taken outstde the 

gate to await medical personnel, who amved at the same time the sick P nsoner T a telv “viTh in a 
fhe gate and immediately began an assessment. They related the medics immediately, vi 
mtaure or tto™Coned the sick prisoner ,o the Medical Treatment Area ,n the Inprocess,ng 

Area. 

SA K ^'^oft"MPCo, AGPC7 whtTrelared around i 530. yan 

03. they were present in Guard Tower«. which is adjacent to Ganc, 3. along the Western Edge. 


sa 1C-1 i tab 7 

-Special Agent, 

gj rm=> b" 4 "" ■ ' 

7 C'hM'l 

CID Form 94 
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Prisoner Interview Team (CID)(FWD) 

Abu Ghraib, Iraq, A PO AE 093 35. 

.Date .. . .. Exhibit: ^ _ 

8 Jan 0 4 ______2L-L.-L 
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cm 7-rtv-c/oare-Sb / 


AGENT' S INVESTIGATION REPORT 
CID Regulation 195-1 


PAGE 2 OF 2 PAGES 


'ana observed severe, 

the eate of the compound. SPC %**, latea ne noimc 
he observed and was informed medical personnel were enrout . 

320 th 


About 2110, 8 Jan 03, SA I / to 1 ‘^'^Ohewas notified by the TOC a detainee had 
ivip nisi AGPC who stated approximately 1530 n . ctc ocp 

led blue in Ganc, 3. SFC ^ Hi ***££»«*» 

« when the "earn amved the ^"J~ ceeiei * the Medtca, 

the detainee to the Medical Treahnen 120 th MP BN, AGPC. The 

Treatment Area with LTC ' ~ C ,, nnt hreathine The trauma team did 

p— ed the detainee dead - SFC * 

stated the detainee had a pre-existing heart condition. 

About 2,30, 8 Jan 03, SA ^^e1' V 

Jan 03, he heard a detainee was being 1 ™ 1S P . respiration, no responsiveness to deep 

stated when he arrived the detainee a no ^ ^ ^ cpR wa$ administer ed upon 

his^Tal midh;'pm^c^tedrtainee de^ ^ natural. 


1C-U-, b<o'<j 


sa '7^'^ i bb 'T 

Special Agent, 
Sir--"- 


Prisoner' Interview Team (CID) (FWD) 
Abu Ghraib, Ir ^g,L,.. AP 0 AE —-- 


nC'i i b^-l 


Date: 

8 Jan 04 


Exhibit: 


8 
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AGENT'S INVESTIGATION REPORT 


ClD Regulation 19b 1 


KOI NUMBER 


POO7-04-CID259-80133 


PAGE 1 OF 1 PAGES 


About 0910, 11 Jan 04, SA iC-t, Mr/ ttended the autopsy of Mr. ““HEIM, 

j,TT r 'iC'*4 -•V United States Navy (USN) , Otti 

of'the”Armed 11 Forces Medical Examiner, Armed Forces Institute of Pathology 
(AFIPI, Rockville, Maryland 20650. LTC 7 CV-&-V elated the preliminary 
Cause of Death as Arthrosclerotic Cardiovascular Disease (ACD) and th 
Manner of Death as Natural. Photographs were exposed by f hoto 9«P hers 

Mate 3 rd Class TC.-R ,<*-* '?N, Rockville, Ma 7 Y m " es Tposed1. (See 

autopsy and prepared a compact disc containing a 1 . .^, /L „ ST entry/// 
Preliminary Autopsy Report and Compact Disc tor details I .///LAST ENTRY/// 


TYPEh AuKNT'l- UAM'* r * MM 




SA 'jC'lf bk'l 

li- I ) bk-l 




■.ikGANi y.AVi , 

]9 ih mp net ;.CTD) , 3 1 ’ MP GRP (CID) , 
Baghdad, Iraq, APO AE CEP33J—-- 

‘EXHIBIT 


iiATR 


I ] j,;m t.:4 


& 
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Page(s) 


/<?-// 


Referred to: 

U.S. ARMY MEDICAL COMMAND 
FREEDOM OF INFORMATION/ 
PRIVACY ACT OFFICE 
ATTENTION: MCFP 
2050 WORTH ROAD, SUITE 13 
FORT SAM HOUSTON, TEXAS 
78234-6013 

MR. JOHN PETERSON 
John.Petersonl @cen.amedd.army.mil 
(210) 221-7826 
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AGENT'S INVESTIGATION REPORT 

P.OI NUMBER 

0007-04-CID259-80133 


CiU Regulation 195-1 

PAGE 1 OF 1 PAGES 


(About 1500, 16 Jan 04, S£ ?Ce-interviewed SPC who 

About ijuu, t reiterating details from his previous 

[provided a sworn jg* te related he was assigned to Ganci 3, Abu Ghurayb 

interview. SPC *^3 notified that a detainee was feeling ill 
Prison, Baghdad, r q, -7 related he informed his 

and hnd fallen to the ground. oru 

tactical Operations Center (TOC) of the situation and medics were 
despatched to the scene. (See S»m Statement of SPC 
details)-///LAST ENTRY/// 


•/n il AGENT' 


Ml iMU’ f> 


v 7 t'l) bk'l 


01 




1C,'I , bb - ^ 


rmr-Atl!/AT! '.HI 

] 2 t!l MP Del (ClDi, 3” MP GRP (C1D), 
Baghdad, Iraq, APO AF) 0 93 35 

DAT!*: 

] (, Jar; Pi 


EXHIBIT 
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AGENT’S INVESTIGATION REPORT 

0007-04-CID259-80133 

CID Regulation 195-1 

PAGE 1 OF 1 PAGES 


DETAILS 


On 23 Aug 04, this office received the Final Autopsy Report, ME 04-12 pertaining to Mr. Nasef J, IBRAHIM, Compound 
three, Camp Ganci, Abu Ghurayb Prison, Iraq, which revealed the cause of death as Atherosclerotic Cardiovascular 
Disease Resulting in Cardiac Tamponade and the manner of death as Natural, (See Report for details)///LAST ENTRY/// 


TYPED AGENT'S NAME AND SEQUENCE NUMBER | S1G, 

SA Id , fclH 

78th MP Pet (CID) (FWD), 09342 


SIO. 

DATE 

101 jl'Jo't 

23 Aug 04 


CID FORM 94-E 

1 OCT 95 


i wiy i/i riuAL uat UNI, Y 

PROTECTIVE MARKING IS EXCLUDED KROM 
AUTOMATIC TERMINATION (Para 13, AR 340-16) 
(When Data Is Entered) 


EXHIBIT 
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Referred to: 

U.S. ARMY MEDICAL COMMAND 
FREEDOM OF INFORMATION/ 
PRIVACY ACT OFFICE 
ATTENTION: MCFP 
2050 WORTH ROAD, SUITE 13 
FORT SAM HOUSTON, TEXAS 
78234-6013 

MR. JOHN PETERSON 
John.Peterson 1 @cen.amedd.army .mil 
(210) 221-7826 
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DATE: 26 JAN 04 

PROM* SAC' 12TH MILITARY POLICE DEI (CID) 

T0 ; ’ “ DIRECTOR, usacrc, usacidc, fort BELVOIR, t 

r DR , CIOP-COP-CO, FORT BELVIOR, VA 
CDR, 10™ MP BN (CID) l ABN) (FWD) Z/OPS// 

CDr! 3D MP GROUP (CID) //OPS// 
nPTp ATTN: OAFME, ROCKVILLE MD 
DnnvnsT MARSHAL, l i,J ARMORED DIVISION 
OFFICE OF THE STAFF JUDGE ADVOCATE (V CORPS) 

I,NO CID, CJTF (FOR FURTHER DISTRIBUTION, 

SUBJECT: CID REPORT - 2"" STATUS/SSI- 0007-04-ClD259-80 1 33- 

5H9B/5H9A 

DRAFTER: SA 'JC'I / & I 

RELEASER: SA ' 

UNCLASSIFIED - FOR OFFICIAL USE ONLY 

1. DATES/TIMES/LOCATIONS of OCCURRENCES: 

. o 7ANUARY 2004/1334 HRS - H JANUARY 2004/1600 HRS; 

COMPOUND ™rIe) CAMP GANC1, ABU GHURAYB PRISON, IRAO 

2. DATE/TIME REPORTED: 8 JANUARY 2004, 2004 HRb 

_ \nlo'l ST- 'fcr'l) hb-~i 

7. INVESTIGATED BY: SA A * ) }ffo ^ 

?Csl jbk-l bl" 

i\ SUBJECT: 1. NONE [NATURAL DEATH] 

A VICTIM* 1. IBRAHEIM, NASEF JASEM; 1 JAN 41 ' ” ! ^z^NFI) 

COMPOUND THREE, CAMP GANCI, ABU GHURAYB PRISON, IRAQ, XZ (NED 

[NATURAL DEATH]. 

CHANGE PRIOR TO THE COMPLETION OF THE IN,ELIl.ATION- 




.. , ■■ ...VIA-; c; 7 \T I " 



CRMK.R 




- BRAHF.1M' S’ MANNER 
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DEATH AS ATHEROSCLEROTIC CARDIOVASCULAR DISEASE RESULTING IN 
CARDIAC TAMPONADE. 

THIS OFFICE RECEIVED THE PRELIMINARY AUTOPSY REPORT OF MR. 
IBRAHEIM FROM THE ARMED FORCES INSTITUTE OF PATHOLOGY (AFIP)- 
THE AUTOPSY REPORT INDICATED MR. IBRAHEIM'S CAUSE OF DEATH AS 
ATHEROSCLEROTIC CARDIOVASCULAR DISEASE RESULTING IN CARDIAC 
TAMPONADE AND HIS MANNER OF DEATH NATURAL. 


INITIAL REPORT: 

THIS OFFICE RECEIVED A SERIOUS INCIDENT REPORT REGARDING THE 
DEATH OF A PRISONER AT THE ABU GHURAYB PRISON, IRAQ, FROM THE 
10 th MILITARY POLICE BATTALION (CID) (ABN) (FWD), BAGHDAD, IRAQ. 

PRELIMINARY INVESTIGATION REVEALED MEDICS WERE SUMMONED TO 
COMPOUND 3, CAMP GANCI, ABU GHURAYB PRISON, TO PROVIDE MEDICAL 
TREATMENT TO A PRISONER WHO WAS UNCONSCIOUS. 

INVESTIGATION DISCLOSED SEVERAL DETAINEES OF COMPOUND 3 BROUGHT 
MR IBRAHEIM TO THE COMPOUND GATE UNCONSCIOUS FROM UNKNOWN 
CAUSES. MEDICS WERE DISPATCHED AND PRONOUNCED MR. IBRAHEIM DEAD 
ON THE SCENE. AT THE WRITING OF THIS REPORT, IT WAS NOT 
DETERMINED IF ANY LIFESAVING PROCEDURES WERE CONDUCTED ON MR. 
IBRAHEIM. 

AN AUTOPSY IS PENDING BY AN ARMED FORCES INSTITUTE OF PATHOLOGY 
(AFIP) MEDICAL EXAMINER AT THE BAGHDAD INTERNATIONAL AIRPORT 
(BIAP), BAGHAD, IRAQ, MORGUE. 

THE CASUALTY LIASON OFFICER (CLO) FOR THIS MATTER IS CW2 h ^ 
kk-l SPECIAL AGENT-IN-CHARGE, AT DSN 302-530- 

INVESTIGATON CONTINUES BY USACIDC. 

1. CID^ REPORTS ARE EXEMPT FROM AUTOMATIC TERMINATION OF 
PROTECTIVE MARKING IN ACCORDANCE WITH CHAPTER 3, AR 25-55. 

FOR OFFICIAL USE ONLY 
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DATE: 9 JAN 04 


FROM 

TO: 


SAC 12TH MILITARY POLICE DET (C1D) 

DIRECTOR, USACRC, USACIDC, FORT BELVOIR, VA 
CDR, CIOP COP CO, FORT BELVIOR, VA 
CDR, 10™ MP BN (C1D)(ABN)(FWD) //OPS/' 

CDR, 3D MP GROUP (CID) //OPS// 

AFIP, ATTN: OAFME, ROCKVILLE MD 
PROVOST MARSHAL, 1 st ARMORED DIVISION 
OFFICE OF THE STAFF JUDGE ADVOCATE (V CORPS) 
LNO CID CJTF (FOR FURTHER DISTRIBUTION) 


SUBJECT: CID REPORT INITIAL/SSI- 0007-04-CID259-80133-5H9B 

DRAFTER: SA ^ , / , £& “/ 

RELEASER: SA 

UNCLASSIFIED - FOR OFFICIAL USE ONLY 


1. DATES/TIMES/LOCATIONS OF OCCURRENCES: 


b- 


l 8 1ANUARY ?004/1554 HRS 8 JANUARY 2004/1600 HRS, COMPOUND 
THREKaANC, BAGHDAD CORRECTIONAL FACILITY, ABU GHRA1B. 

IRAQ 

2. DATE/TIME REPORTED: 8 JANUARY 2004, 2004 HRS 

"//* k? ^ ca 1C,-!) ■ / 

3. INVESTIGATED BY: SA (<' h 

4. SUBJECT: I. NONE 

< virriM- l IRRAHE1M NASEF IASEM; 1 JAN 41 ;M; OTHER; COMPOUND THREE, 
CAMP GANG,, BAGHDADCORRECTIONAL FACILTY. ABU GHRAIB, IRAQ; XZ (NFI) 
[UNDETERMINED MANNER OF DEATH]. 

( rwvFSTIGATIVE SUMMARY: THE INFORMATION IN THIS REPORT IS BASED 
UPON AN ALLEGATION OR PRELIMINARY INVESTIGATION AND MAY CHANG 
PRIOR TO THE COMPLETION OF THE INVESTIGATION. 

“THIS IS AN OPERATION IRAQI FREEDOM 1NVESIIGA1 ION 

mip OFFICE RECEIVED A SERIOUS 1NCIDHN1 REPORT REGARDING 1 HE DEATH 
, priconER AT THE BAGHAD CORREC TIONAL FACILITY, ABU GHRAIB 
PRISONMILITARY POUCH BATTALION (CD, (ABN, (FWDI. 

BAGHDAD, IRAQ. 
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01461 


f-j 


6 


DODDOACID 008003 



PRELIMINARY INVESTIGATION REVEALED MEDICS WERE SUMMONED TO 
COMPOUND 3, CAMP GANCI, BAGHDAD CORRECTIONAL FACILTY TO PROVIDE 
MEDICAL TREATMENT TO A PRISONER WHO WAS UNCONSCIOUS. 

INVESTIGATION DISCLOSED SEVERAL DETAINEES FROM COMPOUND 3 BROUGHT 
MR. IBRAHEIM TO THE COMPOUND GATE UNCONSCIOUS FROM UNKNOWN 
CAUSES. MEDICS WERE DISPATCHED AND FOUND MR. IBRAHEIM UNCONCIOUS 
AND UNRESPONSIVE. NO LIFESAVING PROCEDURES WERE CONDUCTED, AND 
MR. IBRAHEIM WAS IMMEDIATELY TRANSPORTED TO THE MEDICAL 
TREATMENT AREA. AT THE MEDICAL TREATMENT AREA DR. (LTC) & - 
-yC'-Ht 0fc-f*2O TH MILITARY POLICE BATTALION, FOUND MR. IBRAHEIM HAD NO 
HEART RATE, NO RESPONSIVENESS TO DEEP PAIN STIMULATION, AND THE EYES 
WERE DIALATED. AT 1554, 7 JAN 04, DR. RONOUNCED MR. IBRAHEIM 

DEAD AND RELATED THE PRELIMINARY CAUSE OF DEATH WAS CARDIO¬ 
PULMONARY ARREST, AND MANNER OF DEATH WAS NATURAL. DR. 

ALSO RELATED MR. IBRAHEIM HAD A PRE-EXISTING HEART CONDITION. 

AN AUTOPSY IS PENDING BY AN ARMED FORCES INSTITUTE OF PATHOLOGY 
(AFP) MEDICAL EXAMINER AT THE BAGHDAD INTERNATIONAL AIRPORT (BIAP), 
BAGHAD, IRAQ, MORGUE. 

THE CASl JALTY LIASON OFFICER (CLO) FOR THIS MATTER IS CW2 7&4 ) 

IC'I i &') SPEC,AL AGENT-IN-CHARGE, AT DSN 302-530 

INVESTIGATON CONTINUES BY USACIDC. 

7. CID REPORTS ARE EXEMPT FROM AUTOMATIC TERMINATION OF PROTECTIVE 
MARKING IN ACCORDANCE WITH CHAPTER 3, AR 25-55. 

FOR OFFICIAL USE ONLY 
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2. TIME RECEIVED 


7. CASE NUMBER 


zoo i 


tj> o O 7 - O ‘■y - CTj9 £5 ^1 - 


8. ASS'^NED TO 


i<yi 


4. SUBJEC1 


5. VICTIM 


9. TYPE OF ACTION 

GC 


10. REPORTS 


JT S/O . "7C"' 4 / j-yPE suspense 

5 C^^vxjJ 6w“nci, Ab'-v. <J) /a \o ff'so.a 
6. CASE DESCRIPTION 

ibrJkt.'vx 

A 

6M'f f-dTt 
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SEQUENCE NUMBER 

# 


'/ Tltm c v 






Last Name Date Issued 


Last Name D ate Issued 


Last Name Date Issued 






ACTION 


Obtain MP Report / MPR # 


NCIC entry on stolen prop __ 

Film submitted for contact sheet 
Copy of AI R posted in ACIRS 
Obiam all documents concerning 
the positive urinalysis _ 




ACTION 


S ources targeted _ 

Medical records requested 


Name check dispatched 


Name check results received 


All documents marked with 
the ROI or file number 


COMPLETED 


.: v ' 


ACTIVITY / PERSON 


PHONE NUMBER 


INVESTIGATIVE STANDARDS 

| " ■ ! - • 


• • : • 




'• ty, .cet 

'pvy : <jiy : o ' 

V.-btliVflTS!: 


"Vi| i'c',!.--- :'i|- 

o-. 

.. . ■ nr-:, r • |vV'. ■' ' 


/rivpsfrtj.'ilft’f* °lHl' 


FOR OFFIOIAI USE ONI' 


J U O ’J - 
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'/MKENT’S ACTmTYSUMMARY | r.mirt.1 Number 0007-04-00259-80)33 

. « . .-.- SUMMARY OV INVKSl lUAllYK ACTIVITY .. _-- 

VlVlt. DA IT.. AND At.lUNl ..L...-.-.. . 

2004, 8 Jan 04 j 

BASIS FOR INVESTIGATION: About 2004, 8 Jan 04, 

this office received a Serious Incident Report 
(SIR) from the CID Liaison Officer, V Corps, 

Baqhdad, Iraq indicatinq an Iraqi detainee died 
while under the custody of Coalition forces at Abu 
Ghurayb Prison, Abu Ghurayb, Iraq. 

2015, 8 Jan 04 

7 C 7 / tbf 

SA Id'll bb-t coordinated with SA /tV, b6 / Abu Ghurayb 

Prison, requested assistance with the particulars 
of the death scene or if there was a death scene. 

1124, 9 Jan 04 

7 C'/j h&f 

Coordinated with SA IC^bOl who related Mr. IBRAHEIM 
was brought to the Compound 3 gate by other 
detainees unconscious. SA 77-4£&-/ -elate me i 

were dispatched to the scene where they pronounce 

Mr IBRAHEIM dead. SA 1C-J/lob-J related he a 
conducted initial interviews of P«=r S °nnel on sigh , 
medics, and doctor who pronounced Mr. IBRAHEIM 
dead . SA irther related he would forward 

the finished AIR of all activity completed through 


SIPER Net. 

1300, 9 Jan 04 

2-7 he f 

Drafted Initial Report. 

1353, 9 Jan 04 

To SAC lor review/dispatch. 

Id-1, be / 

j 

ftflS, 4 3^-1 

(l<c.c<yj cA 0(7 fro/vx SB- b6 / 

1C -If bd t 


iSpo^ 

-}C h bw 

/lA wJLl J-AU/sSl- 

/I &L ( 

| 7 C-h bH 
! taUU l-M*' 0 */ 

j / C, W 7 CO I CxJ) 4- 4 

-r$C*4< <»&***> 


7 t-hhbt 


y id i t iuv 

I IK I K« 


ft i|t t m il I'M i si i >m v 


I'Alii 


/ 
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.agents ACTIVITY Sb‘«MARY 

Rcgulati£nl95-JJ-- 


--- ;iD259- 

Control Number 


Q ?35 I1 7'^' °M 

1 d-l jl^'/ 

0 503, 

-7d-/ 


UHl_. 7 .- T: 

irufek , r „ „ « Lil-i. 4. po.tUW\ ( 

Ju flFT - 

(W4*S «* fc ™’ 


p, ( 0 ,| Jft.J '-'■( Cix-W^j Tj )lM f ‘ ' l5 4 AfcA 

-id"/ 1 tobl u 


DM5. it ^ r<v ' c ^ 
-7C-/ ! ^ 

Will 16 

ic-i )&>-! 

l *otv 

j frk'l 

|^cro ( 

7 t'l)tto-J 

£*/?,/* **'1 

7dW / 

/7?W, 

7d - / / M •'/ 

os5a, 

'jC' i 11°*° " ^ 

I \79, 

7C-M | ^"/ 


(w^w ^ *?>**?y£?** 

*$***&$ 


CsMtijAA*-') 

^i flfcfcfo- 

, „ Tl’ W • fr /JCL '^ u „ fluw/tC* 

h’ /1 OpuP ! -‘ iCA Cbtof 
Cl 6 . i-,^ <V)f«. lA/lfl * , 

/ /n ■/ A?/w ,4>^/ Ce>v«*/ere 

v;& 

f 6 oFi^ A>r- 

^ a^~ 3 ) < Uva r ui 

i 


( 111 H 'KM 7S 
i ( x 1 K(! 


kok oimicia! «'si <>ni v 


PAor. 
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AGENTS ACTIVITY oJMMARY 
(CXD Regulation 195-1)_ 


Control Number 


-03-CID259 


TIME, DATE, AND AGENT 


SUMMARY OF INVESTIGATIVE ACITIVITY 


/3 10 { 3".’o'" W 

It-'l! &> ~f 




$'33^ dr's,(£_*<■> 

c # .w 3 VjU p^yM 
S-rftT' -fo 


1C.- I, hb '7 


10 3U, 

AW, hoi 

\S OO . 5'° v \ 

7<?W / &W 

7dW , ^6-/ 


w w 

-.OyOQ V> vkW\- 

P ft *oo l RaaI. T« ff« jVfteattu/e^lUtf 

"jAe^WvJe’A , vWc_W vw^©,fL CD-R.^e.CGWD tcW 

f\Vh°6 cu(t.i'-ctK'o,o<:. (T;( e 4-0 S/W A>rt- fce^V'iJ. 


... r x 

\ ^yw'D W k '- ^ 'W 

1 phh {£0 * Dti — 

A.w^-v, 

^ . GO^ Wo ^ 

7c , W b ^ ■ 




I \w\o l < s^ < A* j ^r v > t ^ 

\ 7 C-ljU -/ i vo t-:, c. . 'V t 

I 




ntr> form 26 

* net H'l 


PREVIOUS EDITIONS OF THIS FORM Wit A BE USED UNTIL EXHAUSTED 


i J ij <J ■* ■* ■ ^ 
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i uni him rx 

I ( II ] XU 


I OK ni'IK'IAI I’M ONI V 


I'Alil 
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{.etnr o.P .d\s^ SiVn^lv-C jv\ 




CDOZ-OYMotti-tGi 


fcskT 

i I Oil* '■ i* •.■Af?r.i.vBFf 








CLOSED FILE COVER SHEET 


, INFO REPORT SEQ 

Fll.F TYPE (circle oncT 

file sequence NUMBER TTTL'mtv. 

DAT EOFLAST-.ME A N,NOFULMNVE S T,aM,VE A CT,V,rV.l^ 

SUBJECT STATUS (circle one). KNOWN 

DROP DEAD DATE l OR DISTRO 



KNOWH. 



JU0UUu8 

01470 
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DEPARTMENT OF THE ARMY - 
) MILITARY POLICE BATTALION (L 
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND 
BIAP, IRAQ APO AE 09342 


CIMPL-ZA 19 May 04 

MEMORANDUM FOR Commander, USACIDC, ATTN: CIOP-COP-OP, 6010 6 th St., 

Fort Belvoir, VA 22060 

SUBJECT: RFI (0212-04-CID001) 

1. The review of ROI # 0007-04-CID259-80133 determined the investigation was 
operationally sufficient and was administratively insufficient. A supplemental ROI needs 
to be submitted upon receipt the final autopsy report. 

2. The review disclosed the following deficiencies. The investigation did not conduct a 
crime scene examination or explain why such an examination was not conducted. The 
investigation did not conduct interviews of those witnesses who found the victim and 
took his body to the military police guards. There was no effort made to interview the 
alleged brother and son of the victim who were reportedly present at the prison at the time 
of death. The Final Report of Investigation (ROI) inappropriately contains the caveat for 
initial reports where the report is a preliminary investigation and may change prior to 
completion of the investigation. The investigation has not yet received the final autopsy 
report. 

3. The point of contact is the undersigned at 1 C -// ^ /.jus.army.mil, DNVT (302) 

584- 


IC'I - 1 


Vv VV “T, tvil 

Special Agent 


FOR OFFICIAL USE ONLY 
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'I'A WQ2 12THMPCIPDET 


From: 

Sent: 

To: 

Subject: 


Internet Mail Delivery [postmaster@iis army.smil.mil] 
Friday, January 09, 2004 7:37 PM 

<ys \, \y.,-A @c5main.hq.c5.army.smil.mil 

Delivery Notification: Delivery has been successful 


ATT321750.TXT ATT321751.TXT 

header fields: 


This report relates to a message you sent with the following 


Return-path: ; pf U,| «c|main ; hg ; c5 ; army. smil ; mil > 

Return path- y I - 5 ma i n .hq. c5 . army. smil. mil 

SSeS; by 

5.1 HotFix 1.4 (built Auo 5 2002,, 

"ass: 1 ™ ■ 

Received^ 0 from'c 5 mainexch 2 -c5main.hq. c5 .army.smil.mil 

(afcosmaU U99.56.141 24], ^by .army.:*m • ? 20Q2) , 

iith a ESMTp e id a <OHR8OOBEDE5B950akosmail.us.army.smil.mil>; Fn, 

09 Jan 2004 11:37:12 -0500 (EST) smil mU with internet Mail Service 
R l“S 651 b 12 ) id n <Sw35?i.>';'Fri.'0!, Jan 2004 19:36(34 *0300 

Content-return: allowed _, nn 

Dale: Fri,. 09 Jan 2004 19 : 3 : " 3 D g T » .pit 8c5main.hq.c5.army.smil.mil> 

Sub"ect, 1 0o'l-04“CID259-80133 ( DFTAINEE ^DETERMINED MANNER OF DEATH 

To: "(PIT) (CID) . u ^ ™y. smil. mil >, Wi **CW4 CJTF7-OPS ^ ' < l < (E-ma 111 " 

'\A\ ,bt2 I 3c5main.hq.c5.army.smil.mil>, 

"ATTN: CW3 (E-mail) (E-mail^ 


"RTTN- CW3 IG'I.M’"' (E-mail) [t-mair; 

<Cin001KSOPSOPS2SMSBELVOIRDMS.MHlf.SHIL.MII.-. 

1 7C't ittE5CM-PM0' 'MAJ IC'i (E mail) 

<C5CMPLN3PMO@c5main . hq. c5 . army; i S ™pinDCS 0 PS0PS 1 @SB E LV0IRDMS . ARMY . SMIL. MIL>, 

" ' CID DCSOPS OPSl(s) ' (E-mail) <CIDDCS0PbUFOit 

<CIDOOlUSAC^DCCACBELVO^RSC^SBELVOIRDMS^ARMYg m i]_.mil>, 

"CidOOlcrcsc (E-mail) <cidOCl / ic5main.hq.c5.army.smil.mil>, 

„ rPT , ")Clibb-t E-mail)" /C ^ ^.. 

• 2W3 CJTF7-AOPS IC-lfthl (E-mail) 

■. nMikM ^J 5 c5iF7-|jA 5 OPE^TlSmL m LAW ATTORNEY ^/(E-mail)" 

. * 1 icSmain.hq.c5.army.smil.mil 

- , ^ nf f i rpr ft*"/fat’~f E“I1^3 j- ) ) 

■ CW5 CJTF7~Field Ops. Officer ^ , 


7c-/ - 

b &7 


:ac 


1C 

tab 7 


n. hq.c5 

. a rmv 

. sm.il .mil >, 




;-ma 11'" 

< '*>/, bh ■! 

(3US . 

army. 

. sm 
: \ 

n 

W-1 10T 

H MP 

BN LOG: 

SEC i 

; K-ma: 



*■* ,”t _ ' *') , 

a rmy . 

sralI .m 

1 - * f 



i 

3 PC: C 

JTt’V- 

CID NC 

All 

7 e~i, 

+>t 

;AD PMC 

i; (E-m 

a i J ! ' 




DMAIMP. 

D1A.C 

•5.ARMY 

-SMI! 

L .Ml L 

' t 


OFF. RAT I 

i .• £ ! 

'jC'/i 

/ 

: F -iv.a 

3 11 



! china i n 

i. ha ■ * 

: :j. 3 rmy 

. smi 

i .mi • 

* t 


K - m a 

, i 1 ' " 

, 7 c-i 

1 ' 

/ 

.... „ t« 


: w - ■ :* 

IT 1 '. 

' 1 \: 

> ; ' J 




c 5ma i ri. 

, hq. cl 

:>. a rmy. 

sm i .1 

. m i 1 > 




av. i 1 . m 
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. ,Cm r 1 i r hq. rb . army. smil. in' l-> 

MIME-ver si cm: 1-0 _ . „ , t t icvi 72) 

ooo7 ~ 04doc '' 

° 007 - 04 - doc " 

. . 4-1_foi inwi no re 


lontent-disposit—- . . 

h .„„ s ,f„Uy delivered to the folloern, recipients 

ar message has been succesoruny 

, :@us-army-smil.mil 

cipient address: '\(\ / r f . f}lo’) @ us . army . smil-mi 1 
iginal address: I delivered 


Recipient address: 'l/y-J.flto/ ,@ U s.army 
Original address: delivered 

Reason: Message s --- @ us .army-smil.mil 

Recipient address. -jMj , I'/V'Iqus . army. smil. mi 1 
Original address. fis delivered 

Reason: Message successfully aei ^ ^. smil . mi l 

Recipient address: W?-/ ,, army .smil.mil 

-nvered 


oono.n 
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From: 

Sent: 

To: 

Subject: 


W02 12THMP C1D PET .. 

System Administrator [postmasto@SBELVOIRDMS.ARMY.SMIL.MIL] 

Fridav. January 09, 2004 7:26 PM 

De^ UNDETERMINED MANNER OF D EATH 




<< 0007 - 04 _ CID259-80133 DETAINEE UNDETERMINED MANNER OF DEATH>> Your —age 


0007-04-CID259-80 
133 DETAINEE ... 

v u u w < v i. — — — 

, v-TTtain- 7C-A hc~t CW4 CJTF7-OPS 

To: (PIT) (CID) ’ ’CW2 y (E _ mail) (E-mail); 7 c -'0 te/ ' 5 CM-PMO' 

'lA i lit (E-mail); ATTN. CW3 , 'CID001 USACIDC CAC 

]Chm (E-mail); 'CID DCSOPS OPS1 (s (E m* , E _ ma il); 

BELVOIR (sc) ' (E-mail); CidOOlorcsc lErma^y C MAJ C JTF7-SJA OPERATIONAL 

1C 'l,toHlW3 CJTF7-AOP5 /' ' CJT F 7 -Field Ops . Officer TC-h hb-/ 

LAW ATTORNEY E mail), / _, _/ - w4 10 TH MP BN LOGSEC 

(E-mail); - /G |. CJT^-cJd NCO; ETC (1AD PMO), 

(E-mail), CJTF7-OPERATIONS McCalister (E-mail); SAC 

(E-mail) « i- _ nTFi-riD OPS Officer 

(E ;"bU«- 0^7-04-«D259: 8 0133 DETAINEE UNDETERMINED MANNER OF DEATH 

Sent: * Fri, 9 Jan ?-0° 4 16:36:19 -0000 

waS delivered to the following recipient (s): 

n IB 16:26: 04 -0000 

*”*^MSEXClUMSExchangeMTA:SBEI»VOIRDMSsKSHCHL08^^ 

^ 1 ^ 0 MSEXCH : MSExchangeMTA: SBEI.VOIRDMS: KSHCHL08 
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nr- w , Mr + WQ 2 12 THMP C 1 D PEj 


From: 

Sent: 

To: 

Subject: 


CW2 lO'l 1 M-l , (PIT) (CID) ■**-// -/ ^us.army.smii.mil] 

Friday, January 09, 2004 4:51 PM 

' J ° 2 12THMPCIDDET 

Detainee Death AIR 


AIR-Death.doc 


1C- 1 , k >*- V 


Here is the AIR we did concerning ^a^y^iJolTOd^FrOT^U accSSntl; it 
appears ^.f^r^sTS'dra? death (Heart Attack) . If you heed anything 
else, just let me know. 




1C-11 


1 


U u w 


13 
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<r 


-u -f oo I 


■/(?-*/" M WQ2 12THMP ClU DET 


From: 

Sent: 

To: 

Subject: 


It-hH 


76'!) bb't '02 12THMP CID DET 
Thursday, January 08, 2004 8:04 PM 
(PIT)(CID)"CW2. E-mail) 

FW: (U) SIR - Prisoner Death 










CL ^ 




Vl 




Itrl, & V 




.... oet auvs on this telephonically for now, but can you take a look into the particulars of the death scene, if any? Really, all 
1 need Is the death scene sectn^Fitsrhells like anything suspicious. Our guidance in non-suspicious prisoner deaths 
(ie. cardiac arrest) is to reporLtSS' Only. /Thanks. 



IC-Wi 


-Original Messaae— 

From: 7 ^ -PT QTF7-3RD MP CID 

Sent* Thursdav. January 08, 2004 7:53 PM 

To: ‘ 7'02 12THMP CID DET 

Subject: FW: (U) SIR - Prisoner Death 

FYI 

iC-'h b(*-_f 

CPT, MP 

S2/S3, 10th IVIP BN (CID)(ABN) 

■DNVT 584- 
DSN 318-453 


Cr\Vjv\V) & 

N foO\ 
















3" 


i^s 




\A^ 


1 '0<an> 


-Original Message 


From: 

5ent: 

To: 


Subject: 

Ail, 

FY! 


7 fob 'f' SG CJTF7-C1D NCO 
Thursdav. January 08, 2004 B:51 AM 
-ItsH'ihbt' CW3 CJTF7-AO pt; ' . CW4 OTF7-OPS: 

CW5 C3TF7-Fleld Ops. Officer; U / CW2 CJTF7-FS0; ^ ^ 

MAJ OTF7-3rd MP (CID) S3' ' A'V ^ ■ CPT aiF7-CIDL.NO; 

Maj (10TH MP BN CID XO); >FC CJTF7-BN OPS NCO 

FW: (U) SIR - Prisoner Death 


.TC (10TH MP CID BN CDRV. 

> JW4 10TH MP BN LOGSEC; 7?-/, AV 
CPT C3TF7-3RD MP CID; 


SSG *7 CsH,bW. 


Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY 



SIR 0BJAN04 
Prisoner Death.doc.. 


<tMJ.. I f 

1 

0147ft 
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7 

NQ2 12THMP CID DET 

From: 

-7(4-v> ^ CPT CJTF7-3RD MP CID 

Sent: 

Thursday. January 08, 2004 7:53 PM 

To: 

7 O'-'t/ Ws-h '02 12THMP CID DET 

Subject: 

FW: (U) SIR - Prisoner Death 

FYI 



It-h 1 

CPT, MP 

S2/S3,10th MP BN (CID)(ABN) 
DNVT 584- 
DSN 318-453- 


-Original Messaqe. 

From: ?£'// t&S 5SG CTTF7-CID NCO 

Sent: Thursday, January 08, 2004 8:51 AM 

To: l£-lt V CW3 CJTF7-AOPV CW4 OTF7-OPS; 

CW5 CJTF7-Field Ops. Officer; J / CW2 CJTF7-FSO; 

MA) OTF7-3rd MP (CID) S3: /C 'jlOC- CPT CJTF7-CID LNO; 

Maj (10TH MP BN CID XO); FC CITF7-BN OPS NCO 

Subject: FW: (LI) SIR - Prisoner Death 

All, 

FYI. 


LTC (10TH MP CID BN CDR); 
'11-1,ki ™/4 10 th mp bn LOGSEC; --va 

' f V 3PT CITF7-3RD MP CID; ( 


7/ ^6/ 


SSG 74W/W 


Classification UNCLASSIFIED//FOR OFFICIAL USE ONLY 



SIR 0BJAN04 
Prisoner Death.doc.. 


lilti ... [5 

01477 


ACLU-RDI 144 p.35 


DODDOACID 008019 





Page(s) 




Referred to: 

U.S. CENTRAL COMMAND 
7115 SOUTH BOUNDARY BLVD 
ATTN: CCJ6-DM 
MACDILL AIR FORCE BASE 
FLORIDA 33621-5101 

MS. JACQUELINE SCOTT 

scotti@centcom.smil.mil 

(813) 827-5341/2830 


01473 


ACLU-RDI 144 p.26 


DODDOACID 008020 



-if - <■/, b&- V 

. V! •fcy'-isSsiSsS:-? V 


From: 

Sent: 

To: 


W02 12THMP CID DET 


Cc: 


Subject: 


*wt: an «swsNNNWfl* 5 **^ *' 




._ v ., vw , 4 ., . ? ,..v».-.y;.»y-s'-;.-:sf':. :•“■•“ wWtrW'-'-'*' 3 ' 




h j ht> -V- 0W4 CJTF7-OPS 

Thursday, January 08, 2004 8_09 PM ^ ©us army smil.mil; CVV2 

4ID DMAIN 43MP DET; 87th-ClD, • | ; ^ ® £ W2 y Detachm ent CDR, A ' 

(PIT) (CID), CFLCC/3A-RA/D 44 MP DEI; 


. /£'!) hbi 

Detainee Deaths 


CW4 10TH MP BN LOGSEC, 


"A? y / y 


An ROI will be initiated on all detainee deaths and a AF1P autopsy will 
be conducted. 

This Hqs will make the AFIP notification 

? Cj ' / j bis ^ 

CW4, MP 
Operations Officer 


W tv .. 

011 7 ^ 


ACLU-RDI 144 p.37 


DODDOACID 008021 



Who is Kvle Odnin? 

Born and raised in North Idaho. Grew up in a loving family. Joined the Marine Corps after 
high school. Developed an interest in science. Went to school for a degree in Biochemistry. 
Won numerous scholarships and awards. Graduated Magna Cum Laude then got invited to a 

prestigious university to work on genetics. 

Check my personal doc u ments . 

As you can see, I'm pretty smart. I’m also 100% sane, 0% crazy. 


Why did he do it? 

My life was ruined. Ruined by an intelligent species of amphibian-humanoid 
from Mars. 1 wish I was joking, keep reading. 

• They were here long before we ever existed. 

• Their technology is millions of years more advanced than ours. I’ve seen them 
do things that defy all comprehension. 

• I hey have a massive breeding stock of humans, which they breed and control 
from birth. They use these 'humans' to live vicarious lives among us. They 
appear to be completely normal because they're good at imitating human 
behavior. (See Martian Technology for an explanation on this) 

• The actual Martians live deep underground here and inside of the moon. 

• They take control of 'wild' human beings and use them as sex slaves. Don't 
believe me? Ask President Obama to take a lie detector test on this one. 

• 1’hey tried to take me, but they were unable to control my mind. They’ve 
been following me ever since. 

• 1 tried everything to get my life back. 1 begged, bargained, and I threatened. 

• Everything I tried to do was sabotaged. 

• I attempted suicide twice, but they stopped me both times. 

• My last resort was to take actions that would bring this to the public's attention. 


Read Mv Story to learn what happened to me and why they targeted me. 









My Story 


JJi’JUMLZiJ14 - Mos cow. ID 

Everything started while I was at University of Idaho. Spring 2014 was my 
final semester and 1 was taking a heavy course load (see Transcript ). I was very 
stressed due to the intensity of my schedule, so I searched for a way to cope. 1 
discovered meditation, which seemed to help, so it became part of my daily routine. 
As I learned more about meditation, I became interested in consciousness and our 
ability to affect it. I kept working on my meditation techniques and began achieving 
extreme states of consciousness. 

This continued until 1 encountered another being through meditation. It 
happened one night in February 2014 and it was the most profound experience I've 
ever had. I was lying in bed meditating then suddenly left my physical body. I 
entered a space that was completely dark and had no awareness of my physical 
boundaries/orientation. I felt very peaceful there until a blue light began to 
approach me. As the blue light got closer, I realized it was another being. Once I was 
in the being's presence, I felt an immediate sense of wrongdoing. It felt like I was 
being told "YOU SHOULDN'T BE HERE!" I instantly conceded and felt guilty, then I 
began to distance myself from the being. This had an impact on them and seemed to 
change their mind about me. The moment I began to distance myself from the being, 

I became overwhelmed by a feeling I can only describe as unconditional love. During 
this part of the experience, our minds became connected and I saw that the being 
was female. I then began to feel the most euphoric, comforting, and blissful feelings I 
have ever felt. It was incredibly powerful and life-altering. 

Next thing 1 knew, I woke up. I had tears in my eyes and I couldn't get out of 
bed. I felt a profound sense of loss like I had just lost someone close to me. It was 
very painful. A few minutes later, the experience left my mind (against my will) and 
1 went about my day. After that, I had no urge to meditate at all. Every time I even 





thought about meditation, the thought was stripped from my mind. When I finally 
did try meditating again, 1 was unable to achieve anything. 1 didn’t think much of it 
at the time, but 1 knew it wasn t going to improve. Ultimately, I decided to give up on 
meditation and just focus on my classes. 

The remainder of the semester became exceedingly easy for me. It felt like I 
had tapped into some kind of power. I was exerting no mental effort even though 
the classes had been extremely difficult before. I also began to have complex 
thoughts and a depth of understanding 1 had never reached before. 

About a month later, I started interviewing at the graduate schools 1 had 
applied to. Shortly after the interviews were done, 1 started receiving offers. 1 
decided to accept the offer from Baylor College of Medicine to work on a PhD in 
Human Genetics. I was very excited about the opportunity to work at such a 
prestigious university. The future looked bright and I couldn’t wait to get started. 

1111.21) 14- OCT RO I 4 - Houston. TX 

Everything changed once 1 started the program. The moment I arrived, 1 
could see flaws in every professor’s research. My mind was so expanded that I could 
instantly understand the implications of entire research projects. Because of this, I 
was able to see weaknesses in all the available projects. This caused me to become 
very concerned about what I was doing and I felt like I was wasting my time. I 
voiced my concerns to my advisor and he casually brushed them aside. He told me 
"Just have fun, it’ll be fun". I kept trying to get motivated, but things continued to get 
worse. I started seeing flaws in the foundations of Genetics and other fields. It got to 
the point where I couldn't stop thinking about them. To make things worse, no one 
else seemed to care, which really bothered me. All these issues made it impossible 
for me to continue, so I decided to leave. 



The day after I decided to leave, my life became a living hell. 1 couldn't sleep 
and my mind felt sapped. I was entirely at peace with my decision, so I knew 
something strange was happening to me. After a few days of this, two of the 
graduate students began reaching out to and 1 

barely knew them, so it seemed unusual they would contact me. When I went to see 
them, they both kept pointing their finger at me saying "pew pew" like they were 
shooting a gun. They did this over and over and I kept wondering what their 
problem was. (Months after 1 left Houston, 1 was told that Eugene and Brandon were 
not human. They were tasked with making me into "the next school shooter" as they 
called it. I imagine this is why many of our school shootings take place.) 


Anyway, things slowly improved after I stopped talking with and 

but 1 was mentally exhausted. I tried to figure out what to do with my life, 
but I could hardly think. Eventually, I left Texas and started applying for jobs all over 
the countiy. A few months later, things took a strange turn. 

OCT :.* 0L4- AUG 20 I f, - CPA. ID 

In Spi ing 2015,1 finally secured an interview with a food company. 1 thought 
I was about to get something going with my life, but 1 was wrong. 1 couldn't sleep at 
all the night before my interview. I literally stayed awake the entire night, which had 
never happened to me before. I looked unrecognizable in the mirror the next 
morning and my mind felt sapped worse than it had in Houston. Needless to say, the 
interview didn't go well. I couldn't think and I had extreme difficulty with normal 
conversation. After the interview was over, I suddenly felt fine AND looked perfectly 
noi mal... I slept great that night then made my way to the airport the next morning. 

This is where the story gets weird. On the plane ride back home, my seat was 
taken. I asked the flight attendant and she directed me to a new seat. Once I sat 
down, an older gentleman in front of me kept glancing back until he got my 
attention. As he kept looking back, my head began to hurt and tingle. The moment 





my head began to hurt, his lips curled up into this evil looking smile. The pain and 
tingling in my head continued for the rest of the flight and got more intense as time 
went on. Every time I felt it, the man would start taking notes in a notepad. About 
halfway through the flight, someone else in front of me held up a newspaper that 
said "Psychic Reading" for like 5 minutes straight. It was blatantly obvious they 
were doing something to me, but I didn't know what. Once we landed, the older 
gentleman kept showing me his TracFone as if to say "Get one of these". 


1 had applied to several government agencies before this happened, so I 
thought this might be their way of contacting me. Out of curiosity, I decided to go 
and buy a TracFone. I checked it every day to see if anyone messaged or called. 
About a month later, I got a text message from a man named ]ohn Padula. He invited 
me to come to church at The Altar. It seemed like a strange place to be recruiting for 
goveinment jobs, but I went anyway. After I got there and went inside, something 

felt very wrong. I felt as if my life was in danger and I became so uncomfortable I 
had to leave. 

A couple days later, I started receiving text messages from Tim Remington. At 
first they were innocuous bible messages, but then he started threatening me. He 
sent messages talking about 'their power' and other things. He did all of this through 
bible verses so it would not look suspicious. I ignored everything until he sent one 
final text message, which simply said 'angels'. I thought nothing of it until 
helicopters started flying around my house all day and all night. At this point, I knew 
I was in trouble. I knew 1 needed to contact them, so I made an appointment to meet 
John Padula for coffee. Little did I know, he had no intention of meeting me. 

Aftei making the appointment to meet John, something very bizarre 
happened. I received the most unnatural I've ever had. It felt like someone 

was manually pumping blood into my M* I don't know how else to describe it. 
Immediately after that, a song began playing in my mind. The lyrics went: "Sister 
sister, he's just a plaything. We wanna make him stay up all night." I had never heard 


this song before and I had no idea what it meant. I tried to ignore it and kept 
searching for jobs. A few minutes later, the song quit playing. 

Nothing else happened until I tried to go to sleep that night. As soon as I got 
into bed, the song started again. "Sister sister, he's just a plaything. We wanna make 
him stay up all night." As it turned out, they weren't kidding. I got literally zero 
minutes of sleep that night. Every time 1 started to drift off, I was woken up violently 
then the song would play. 

When the sun came up, 1 gave up on trying to sleep and got out of bed. I was 
relieved at first because the song had quit playing. 1 thought the torture was over 
until a voice entered my mind. The voice said: "You're going to be uncomfortable, all 
you have to do is breathe". 1 sat there wondering what this meant until the voice 
spoke again. It told me 1 was going to: "...be sacrificed like Jesus and get beheaded.” 
This threw me into a complete panic. My heart began racing and 1 started to have a 
mental breakdown. 

A few minutes later, some man knocked on my door. I answered and he gave 
me a pamphlet talking about "The Sacrifice of Jesus”. My mind started racing out of 
control and I became completely delirious. I thought for sure I was going to die. My 
thoughts shifted to my family, and all I could think about was seeing them again. 
They were in Albuquerque at the time, so I decided to buy a one-way ticket there. 

When I reached the Spokane airport, my panic subsided. Everything was fine 
until I got on the plane to Albuquerque. I sat next to this huge man who kept telling 
me (telepathically] that he was going to crash the plane. Every time after he spoke 
he would sniff emphatically. I didn't know what to do, so I just sat there trying to 
stay as calm as possible. The 'man' became angry about this and started touching my 
leg. The second he touched me, 1 could feel him inside my mind. This caused me to 
panic until I was on the verge of causing a scene. Before I did anything, he told me to 
calm down and said: "You did a great job. You passed! Go enjoy your family. We have 



a job waiting for you when you get back." I thanked him and felt slightly relieved, 
but I had no intention ol contacting him at all. My only thought was to get as far 
away from him as possible. 

After getting off the plane, 1 headed to the baggage claim. A huge group of 
them surrounded me there. 1 watched them cautiously, then they all began sniffing 
at me. (1 he sniff is something they do all the time. I think it has something to do with 
dominance.) When 1 finally got my bag, I left the airport as fast as I could. My parents 
were right outside waiting to pick me up. I was so happy to see them again. I gave 
them big hugs and told them how much 1 loved them. This was my last happy 
moment in Albuquerque, however. They followed us everywhere we went after that. 
Whenever I saw one, they would sniff at me to let me know it was them. They would 
also smile, laugh, and stick their tongues out. 

As time went on, they started coaxing me to go outside alone. I was scared to 
death they would kill me, so I refused. Eventually, they threatened to harm my 
family, which caused me to give in to them. I told them I would do whatever they 
want if they left my family alone. They responded by saying "Go to church.” I knew 
they meant The Altar, so 1 agreed to go when I got back. 

When 1 went to The Altar for the first time, the people acted very strange. It 
was unhuman. As I walked into the sermon room, everyone stared at me and began 
sniffing emphatically. Needless to say, 1 was scared as hell, but I took a seat. When 
the service began, a man came and sat down next to me. After he sat down, I began 
smelling something. It was a smell I had never smelt before. The only thing I can 
compare it to is a reptile and vinegar. After smelling it, 1 became very 
uncomfortable. I tried to remain calm and just sat there quietly until the service was 
over. When the service ended, they said: "You can leave now”. After that, I knew I 
wasn't dealing with the government anymore. I realized that whoever 1 was dealing 
with was extraterrestrial, so 1 became very scared. 



I received no further instructions from them after that, so I began applying 
for jobs again. Even though I had done exactly as 1 was told, they still followed me 
everywhere I went. As time went on, they started harassing me day and night. 1 
began to hear voices more often and I began to hallucinate things that I knew 
weren’t real. They also started playing with me sexually. Both the males and the 
females would play out their sexual fantasies in my mind. This came with random 
and uncontrollable flMMr as well as extreme Ml stimulation. (See Brain ft 
Behavior & Martian Tech ) 

The harassment continued for weeks and intensified as time went on. 1 did 
my absolute best to maintain my sanity and tried to avoid them. This worked for a 
while, but eventually I had a huge meltdown. One day, I was in the bakery at 
Safeway when I got surrounded by a bunch of old men. Some of them looked at me 
and sniffed, so 1 knew it was them. They started stimulating my and mm 
simultaneously, then they spoke aggressively. They said: 

Humans aie nothing more than the result of a successful genetic experiment." 

You ai e a threat to the way these people think and you can no longer be free in 
society." 

"Your life is over" 

'You are nothing but a toy. Your purpose now is to suck 

They continued to say other explicit things that were so obscene I won't 
repeat them here. Before they finished talking, I became enraged. It took every 
ounce of willpower 1 had not to kill them. I left the store and tried to calm down but 
it only got worse. The rest of the night they continually stimulated MM* and I 
couldn t stop It got to the point where I was in serious pain. They finally 

stopped after 1 broke down and became completely distraught. I knew I couldn’t 
take any more, so I attempted suicide. I filled a charcoal grill with lit coals, put it in 
my car and rolled up the windows. I reclined my seat, laid there calmly, then fell 







asleep. 1 should have died but they woke me up in an extreme panic, which caused 
me to get out of the car. 

As 1 slowly regained consciousness, I felt very upset to still be alive. 1 had no 
clue where to go at that point, so I decided to check myself into the VA. They shipped 
me straight to the mental ward and 1 was admitted. Nothing improved while I was 
there. The medication they gave me did absolutely nothing. I just sat there 
surrounded by a bunch of psychotic people and became exasperated. I knew their 
goal was to ruin my life by making me into a crazy person. I became determined not 
to let that happen and I started fighting back. 

After leaving the VA, everything 1 tried to do with my life was sabotaged. 
They didn’t want me dead, but they also weren't going to let me live. In desperation, 
I went back to The Altar to ask them what they wanted from me. I didn't know what 
else to do... 


(Before I tell you their reply, I need to make an important caveat here. I had endured so much abuse by this time 
that I was numb to them. The details of what they've done to me aren't essential to the story, so I won't include them 
here. If you want to know more about what I've been through, or more about them, write me. Just realize I've been 

tortured more than a POW.) 

Their response was: "We want you as our sex slave." Thinking they were 
serious, I sat there waiting for them to do something. All they did was say: "Keep 
coming to church", so 1 did. After a few more services, I found myself talking to Tim 
Remington face to face. He was telling me that I should consider becoming a 
minister. We were in mid conversation when he suddenly revealed himself to me. I 
have no clue how he did it, but it looked as if his human face became his real face. It 
happened for only 1-2 seconds, but I was able to draw a sketch of what I saw. His 
eyes really stood out so they captured my attention. They were huge and bulging, 
the eyelids were darker green, and the irises were yellow/brown with slit pupils. 
After witnessing this, nothing else happened. I continued attending The Altar for a 
few more services waiting for them to do something. They did nothing except for tell 



me to submit and "surrender". I had no clue what they meant, so 1 left the church 
and never went back. 


«U5. - PRE SENTTIME - CPA, in 

After leaving The Altar, they gave me some breathing room. They held back 
on their harassment and I began to recover. I decided to make one final attempt at a 
normal life by pursuing a career as a pharmacist. I started taking classes at NIC to 
finish up the pre-req’s I needed. I also started volunteering at a local pharmacy. 
Unfortunately, they followed me to school. There were several of them in every class 
I took. They made it impossible for me to study, and they continually harassed me 
especially while I took tests. Even with all of this going on, I still somehow managed 
to get an A- in A&P during the fall semester. 

Sadly, my success was short lived. The pressure this semester (Spring 2016) 
is FAR too intense. Every time I go to class, they start manipulating my brain until 1 
go into a blind rage. Sometimes they suppress my brain until I begin to blackout. 
They also manipulate my heart rate and flood my body with adrenaline over and 
over again making me extremely uncomfortable. The females stimulate 
when they are close, and the males stimulate It's incredibly exhausting. 

I sti ugglecl to pass my tests so they couldn't blame this on me failing out of 
school. I want to continue, but I simply cannot. Every moment I spend in the 
classroom is absolute torture. The classes themselves are extremely difficult without 
all this added pressure. The worst part is I received an interview for ISU's pharmacy 
pi ogi am (see personal documents ). Since 1 cannot continue with the classes, there is 
no reason to go to the interview. My chance at a normal life has been ruined. They've 
also been depriving me of sleep, so I don't have the strength to continue. 

1 was too smart for my own good, so they decided to remove me from society. 
They were worried I might change the way other people think, which could lead to 







problems. Problems in the form of scientific revolutions. If we get much smarter as a 
species, we are going to become a threat to their existence. 

If you talk to me in person, you will see that I'm not crazy at all. The Martians 
are just so good at hiding in plain sight that no one would know they exist unless 
they revealed themselves. They are able to fool us so well that what I'm saying 
sounds impossible. However, they are 100% real. Realize their technology is millions 
of years more advanced than ours. Think about that for a second. Think about the 
advancement we have made in the last 100 years. Once you’ve done that, try to 
imagine what millions of years of technology would look like. 

The President is well aware of them, which is why I wrote him a personal 
letter. I hope he does something about it. I have done nothing wrong to deserve 
what’s happened to me. I tried literally everything to find a job, and they sabotaged 
me at every corner. Initially, I thought the right thing to do was kill myself. After 
attempting suicide twice, it became clear they weren’t going to let me die easy. 

My last resort was to take actions to bring this to the public’s attention. I 
hope something good comes of it. Just realize that I'm a good person, and I’m 
completely innocent. Also realize that the 'people' I killed are not what you think. 
(Read Martian Technology to understand) 


To make it very clear. Tim & lohn were NOT wild human beings. 
Wild Humans = normal people like you and I. 

Tim and lohn = minds were controlled from birth by Martians. 



It's hard to imagine I know. Nonetheless, it's all true. Why would I give up a career 

as a pharmacist to do this? 


I left out many details from my story. I wanted to write only the most critical events 
in order to make it coherent. If you want to know more, like how I discovered there 
are multiple species of them, feel free to write me. 



O&A 


Why would aliens hide in a church? 

Same reason terrorists hide in Mosques. If you're doing very bad things and 
you want to avoid getting caught, you will put up a front to make yourself 
look like a good person. 

How do you know about their technology? 

I have seen them use it, and they have talked to me about it. This was how I 
learned about their breeding stock of remote control humans. Physically, 
their humans are no different than us, they just lack a mind of their own. 

Why would they tell you so much? 

They value me because I'm smart. They were also very confident they could 
take control of my mind. Turns out they couldn't. Anyway, in the interim, 
some of us developed a personal relationship. They are very arrogant, so they 
told me much more than they should have. This allowed me to understand 
some of the things they can do. 

What else have you seen? 

1 have seen them make things appear out of nowhere. One time I was sitting 
on a couch and a dollar bill appeared on my lap. Another time while driving, 
they made a paper bag appear in my passenger seat. They used random 
unsuspecting items so no one would think anything of it. I was alone both 
times this happened. 

I'm pretty sure they can pop in and out of this dimension based on other 
things I've seen. I’m also pretty sure they can overlap our reality with an 
alternate dimension. I say this because I have gone into stores (where I know 
the employees) and suddenly there are all new employees who I’ve never 
seen before. 



Some of the other things I've seen are so strange I literally cannot describe 
them. This all makes sense though. Their technology is millions of years 
ahead of ours, so it should be incomprehensible to us. 

Why did they target you? 

They started following me after 1 encountered the being through meditation. 
Since my mind was so expanded from the experience, they deemed me a 
threat to the rest of society. They thought I would change the way people 
think, so they decided to remove me from society. 

I began to have profound thoughts about Genetics while I was at graduate 
school, which is another factor. If certain ways of thinking are allowed to 
exist, revolutions will take place. They could not afford for us to have a 
revolution in Genetics. If we did, we could eliminate diseases, cancers, and 
many other things that plague us. They need us to remain ignorant and 
continue struggling, otherwise we will become a threat to them. 



(This will not make sense unless you are the President or one of his close friends. If this doesn’t pertain to you, please ignore it) 


Mr. President, 

• I want to thank you for your sacrifice to this country. 

• It's very upsetting to hear you talk about the things they do to you. Why do you let them? 

• I suppose you have no other choice. 

• I've been struggling with them myself for over a year now. 

• I had nothing to lose, so I chose this instead. I could never tolerate that much abuse. 

• I hope you don't take any of their threats too seriously. Everything is a game to them. 

• Realize they consider the entire human race a plaything, including you. 

• They brag to me about what they do to you. 

• I'm sure you already know, but he doesn't love you. Their brains don't even work that way. 

• I don't know you personally, but they've shown me a lot about you. You're an amazing person. 

• I hope you stop letting them humiliate you. Why be afraid to retaliate? Kennedy wasn't. 

• It's time someone took a stand to end this nonsense. Can you think of a better legacy than that? 

• What's worse: Having everyone know the reality of the situation, or watching some of our best 
and brightest become slaves? 

I wish you the very best with the remainder of your presidency. 

If you're still in there, stay strong! 
hltns://www.voutube.coin/watch?v=61Wm qlVD4Q 







Martian Brain & Behavior 


I ve observed their behavior for almost a year now. Consequently, I've been 
able to make several deductions about them. The first deduction is based on their 
primary characteristics, which include: 

1. They are hypersexual 

2. They are hyperaggressive 

3. They are fearful and paranoid 

In the human brain, the amygdala is responsible for all of these 
characteristics. Therefore, Martian's must have an analogous structure, and it must 
be greatly enlarged. The morphology of their brain is also markedly different than 
ours. 1 know this because I’ve seen what the amphibian-humanoids look like . 

The males are extremely aggressive. In their society there is only one thing, 
and that is power. Whoever is the smartest, biggest, and strongest wins. One time, I 
was talking to a young male who kept trying to intimidate/scare me. He saw that I 
was still confident in myself and immediately became discouraged. He stopped what 
he was doing and said "you think you're better than me”, then hung his head and 
walked away. I told him that wasn’t true but he wouldn’t listen. After this, every 
time I encountered one of the males in public they would attack me (mentally) until 
they destroyed my self-esteem. They did this because they are scared to death of my 
intelligence. The only way they have the confidence to talk with me is if I'm scared 
for my life or completely despondent. 

To the males, everything is black or white. There is no middle ground. They 
are power hungry megalomaniacs obsessed with control. If they are not 100% in 
control of every situation, they panic. If something happens they aren’t anticipating, 






they get very upset. They hate surprises. I know this because I was smart enough to 
trick them a few times. 

To recap, the males are: 

1) Megalomaniacal 

2) Obsessed with sex 

3) Extremely aggressive 

4) Fearful and paranoid 

5) Power hungry 

6) Obsessed with control 

Sound familiar? Who else do you know that has these characteristics? If you 
answered: God from the bible, you are correct. Martians are responsible for the God 
myth. Martians may have created humans, as they claimed, but they are certainly 
not Gods themselves. They are just another intelligent species that evolved on a 
neighboring planet. There is no God. There is no heaven. There is no hell. Earth is as 
close to heaven as we'll ever get, and we are letting the Martians ruin it. They are 
going to destroy Earth just like they destroyed Mars if we let them. Our survival 
rests in their hands for the time being. 
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NOTEWORTHY MARTIANS 


U.S. Senators 

U.S. House of 

Israeli Leadership 

Roy Blunt 

Roger Wicker 

ReDresentatives 

Dan Lipinski 

Lee Rosenberg 

Afu Agbaria 

Richard Durbin 

Mike Quigley 

Haneen Zoabi 

Patty Murray 

Brett Guthrie 

Shaul Mofaz 

Tom Carper 

Steve Scalise 

Issawi Frej 

Ben Cardin 

Gary Palmer 

David Azulai 

Mitch McConnell 

Terri Sewell 

Yair Shamir 

Ron Wyden 

Martha McSally 

Shimon Solomon 

Tim Scott 

David Schweikert 

llan Gilon 

Bill Cassidy 

Ruben Gallego 

Elazar Stern 

Barbara Mikulski 

Jared Huffman 

Gilad Erdan 

Elizabeth Warren 

Mike Thompson 

Danny Danon 

Kelly Ayotte 

Doris Matsui 

Haim Katz 

John Barrasso 

Nancy Pelosi 

Moshe Feiglin 

Jeanne Shaheen 

Ami Bera 

Yehiel Bar 

Debbie Stabenow 

Mark DeSaulnier 

Omer Bar-Lev 


David Valadao 
Devin Nunes 

Lois Capps 

Steve Knight 

Brad Sherman 

Raul Ruiz 

Scott Peter 

John Larson 

Rosa DeLauro 

John Carney Jr. 

Jeff Miller 

Tom Rooney 

John Lewis 

Hank Johnson 
Austin Scott 

Tom Graves 

Luis Gutierrez 

Luke Messer 

Andre Carson 
& more. 

Michal Biran 

Uri Ariel 

Eli Ben-Dahan 

Avi Wortzman 

Eli Yishai 

Amnon Cohen 
Nissim Ze’ev 

Uri Maklev 

Yisrael Eichler 

Dov Khenin 

Masud Ghnaim 
Ahmad Tibi 
& every single Prime 
Minister since 1948 

There are many 
others from Israel. 

Too many to list. 


This is by no means an all-inclusive list. Martians are ubiquitous. They exist at every level of 
society in every nation. Some have blue collar jobs, while others occupy positions of power. They 
control our government, our military, and Corporate America as well. They keep track of every 'wild’ 
human on the planet and manage us like animals in a zoo. Our 'freedom' is a carefully crafted illusion. 
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Jeremiah W. (Jay) Nixon 
Governor 


John M. Britt 
Director. DPS 


James F. Keathley 
Colonel. MSHP 


Van Godsey 
Director. Ml AC 
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MIAC STRATEGIC REPORT 

02 / 20/09 

The Modern Militia Movement 


Modern Militia Movement: 

The Militia Movement began in the I980's and reached its peak in 1996. Several social, economic, and political lactors con 
tributed to the surge in militia participation in the 1990’s. The primary motivator for the movement was the farm crisis ot the 
1980’s, which causes! the destruction of 3/4 of a million small to medium size family farms. Overall, 11 million Americans 
lost their jobs during this time period. 

Academics contend that female and minority empowerment in the 1970s and 1960s caused a blow to while male s sense ol 
empowerment. This, combined with a sense of defeat from the Vietnam War, increased levels of immigration, and unem¬ 
ployment, spawned a paramilitary culture. This caught on in the 1980’s with injects such as I om Clancy novels. Soldier ol 
Fortune Magazine, and movies such as Rambo that glorified combat. 1 his culture glorified white males and portrayed them 
as morally upright heroes who were mentally and physically lough. 

It was during this timeframe that many individuals and organizations began to concoct 
conspiracy theories to explain their misfortunes. These theories varied but almost always 
involved a globalist dictatorship the "New World Order (NWO)”, which conspired to 
exploit the working class citizens. United Nations troops were thought to already be 
operating in the United States in support of the NWO. Much of this rhetoric would be 
conic anti-Semitic claiming that the Jews controlled the monetary system and media, and 
in turn the "Zionist Occupied government (ZOG)". The Militia ol Montana (MOM) 
became a key organization in pushing rightwing rhetoric and informing individuals on 
how to form militia organizations. 

A series of incidents in the early I990’s caused a surge in militia participation. The 1992 
standoff between federal authorities and the Weaver family at Ruby Ridge, Idaho became 
a spark for the movement. On August 14, 1992. a 12 day standoff began that would result in the death of one federal agent 
and the wife and son of Randy Weaver. The following February, a 51 -day siege would occur at the Branch Davidian com¬ 
pound in Waco, Texas, resulting in the death of 82 Davidians and four law enforcement agents. In November of 1993, the 
enacting of the Brady Handgun Violence Prevention Act of 1992 additionally fueled the movement. The movement reached 
its peak in 1996 with over 850 groups believed to be operating within the US. 


Noteworthy militia activity from 1995 to 1999: 

• 11/09/95: Oklahoma Constitutional Militia members are arrested as they plan to bomb the Southern Poverty Law 
Center (SPLC). gay bars, and abortion clinics. 

• 12/18/95: A drum of ammonium nitrate and lucl oil is lound behind the IRS building in Reno. Nevada, the device 
failed to explode. An anti-government tax protestor is later arrested for the incident. 

• 01/18/96: A member of the Aryan Republican Army (ARA) is arrested in Ohio after a shoot out with the FBI. The 
ARA was also associated with 22 bank robberies between 1994 and 1996. 


UNCLASSIKIE1>//L,AW ENFORCEMENT SENSITIVE (U//LES) 






• 01/01/96: 12 members of an Arizona Militia group called Viper Team were arrested on Conspiracy, Weapons, and 
Explosives charges after they were caught doing surveillance on government buildings. 

• 07/27/96: A bomb is detonated at the Atlanta Olympic Park, killing one person and injuring 100. Eric Robert Ru¬ 
dolph is later arrested and linked to other bombings at abortion clinics and a gay bar. 

• 10/11 A>6: Seven members of the Mountaineer Militia were arrested for plotting to blow up the EB1 fingerprint re¬ 
cords center in West Virginia. 

• 07/04/97: Members of a splinter group of the Third Continental Congress were arrested in the process of plotting at¬ 
tacks on military bases. The group thought that many military instillations were training United Nations troops that 
were planning on attacking U.S. Citizens. 

• 03/18/98: Members of the North American Militia were arrested on firearms charges: prosecutors claimed that the 
group conspired to bomb federal buildings in Michigan, a television station, and an interstate highway interchange. 

• 12/05/99: Members of the California based San Joaquin Militia were charged w ith conspiracy to bomb critical infra¬ 
structure sites in hopes of provoking an insurrection. The leaders of the organization also plead guilty to plotting to 
kill a federal judge. 

• 12/08/99: The leader of a militia coalition known as the Southeastern States Alliance was charged w ith conspiracy to 
bomb energy facilities in order to cause power outages in Florida and Georgia. 

Decline of the Movement: 

The militia movement began to decline after the 1995 Oklahoma City Bombing and raids on the Montana Freemen and Re¬ 
public of Texas in 1996 and 1997. Poor public opinion of the militia movement and increased attention Irom law cnforce- 
ment caused many of the uncommitted members to leave the movement. Many of the hardcore militia members grew angry 
with the militia for not mobilizing in response to perceived government aggressions. Some of these fanatics would splinter 
into smaller or underground groups adhering to the principles of "lcaderless resistance". 

Many militia groups began to rally members in the belief that the government would collapse due to the Y2K scare. This 
theory claimed that the government would collapse due to computers not being able to handle the transition from the 1900’s 
to the 2000’s. The militia’s inaccurate assessment of the Y2K threat badly damaged its reputation. Additionally, thoughts 
that President George W. Bush was sympathetic to their situation, and a wave of patriotism after 911 would further diminish 
the militia movement. 

The Militia Post September 11, 2001: 

During this time period the militia had lost the attention of the mainstream media and public, but it continued to exist. The 
SPLC reports that between the Oklahoma City Bombing in 1995 and 2005 that roughly 60 rightwing extremist plots were 
uncovered. 

Noteworthy militia activity from 2000 to 2008 

• 03/09/00: The former leader of the Texas Militia was arrested for conspiracy to attack the Houston Federal Building. 

• 03/01/01: A former Colonel in the Kentucky Militia peppered a deputy's car with semi automatic weapons lire dur¬ 
ing a traffic stop. 

• 02/08/02: Two members of a group called Project 7 were 
aiTcstcd for plotting to kill judges and law enforcement 
officers in order to kick off the revolution. 

• 09/03/02: A plot by the Idaho Mountain Boys Militia to 
murder a federal judge and a police officer and then break a 
friend out of jail was uncovered. 

• 07/07/03: A Michigan Militia member killed a Michigan 
State Trooper that attempted to serve him a warrant. 
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• 10/25/1)4: A farmhand in Tennessee was arrested for attempting to obtain ingredients for sarin gas and C-4 explo¬ 
sives in order to conduct Anti Semitic and government attacks. 

• 06/29/07: Six members of the Alabama Free Militia were arrested on weapons and explosives charges. An ATF 
agent would go on to testify that five of the men were planning an attack on Mexicans in a town near Birmingham. 

• 12/08: National Guard and Reserve facilities received packages with anti New World Order rhetoric. This would 
occur within a week of hoax anthrax mailings to State Governor’s offices. 

Reemergence of the Movement: 

Rightwing extremists and militia leaders continuously exploit current world events in order to increase participation in their 
movements. Due to the current economical and political situation, a lush environment lor militia activity has been created. 
Unemployment rates are high, as well as cost of living expenses. Additionally, President Elect Barrack Obama is seen as 
tight on gun control and many extremists fear that he will enact firearms confiscations. White supremacists from within the 
militia movement have further become angered due to the election of the first African American President. Many constitu¬ 
tionalists within the movement have claimed that President Elect Obama does not meet the residency requirements to hold 
the office of President, and therefore his election is unconstitutional. 

Newer versions of the NWO conspiracy have been concocted in order to empower the movement. The NWO is seen as using 
law enforcement, military, national guard, and federal agencies in order to carry out its elitist one world government. Law 
enforcement and military forces are believed to be utilized in order to confiscate firearms and place individuals into FEMA 
concentration camps. This scenario has received additional attention due to the US Army NORTHCOM assigning homeland 
security functions to an active duty Infantry Brigade. The movement sees this brigade as the force that will take their fire¬ 
arms and that the unit is in violation of the Posse Comitaius Act. There are also concerns that the banking and media infra 
structure arc also being controlled by the Jewish elite and that these leaders arc members of the NWO. There is a great deal 
of anger towards the Federal Reserve System (FRS) and all forms of tax collection. 

Additional motivators for militia activity: 

Ammunition Accountability Act: The Ammunition Accountability Act has been up lor legislation in 
most states. This legislation would require that an ID number be engraved on the round of all ammuni¬ 
tion and this ammo could in turn be linked to a place of purchase and the purchaser. Some states have 
added a clause to the act making it a misdemeanor to possess unregistered ammunition. Bill did not /mss 
in Missouri 



Bullet with engraved 
tracking number 


Anticipation of the economic collapse of the US Government: Many militia organizations 
feel that the U.S. government will fall due to economic or racial issues. They believe that 
during the chaotic fall of the government, moves will be made to install Martial Law. confiscate 

firearms, and imprison many citizens. This fear has recently been heightened by a report from a Russian Economic analyst, 

Igor Panarin. Panarin predicted that 

Divided States I A Russian Professor's Prediction of Flow the U.S. Will Split 

The Californian Republic The Central North-American Republic Atlantic America 

Will be part of China or 
under Chinese influence 


the U.S. would collapse and fraction 
into six different regions controlled 
by foreign governments. Panarin 
goes on to say that as early as the 
autumn of 2009, the economic crisis 
will lead to a civil war. 


Will be part of Canada or under 
Canadian influence 


May join the European Union 


Possible Constitutional Convention 

(Con Con): Currently 32 states have 
called for a Constitutional Conven¬ 
tion (Con Con) that will add amend¬ 
ments to the U.S. Constitution. The 
Con Con will be held if two more 
slates request it. The convention is 
planned specifically for the reason of 
adding a balanced budget amendment 
to the Constitution. The Militia 
Movement is concerned that if a Con 
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Con is held, the 1st and 2nd amendments will be altered or removed. 


North American Union (NAU): Conspiracy theorists claim that this union would link Canada, The United States, and Mex¬ 
ico. The NAU would unify its monetary system and trade the dollar for the AMERO. Associated with this theory is concern 
over a NAFTA Superhighway, which would fast track trade between the three nations. There is additional concern that the 
NAU would open up the border causing security risks and free movement for immigrants. 


Vancouver 



Singapore 


Kansas City and the Smart Fort are seen as the hub of the North American Union 


Universal Service Program: Statements made by President Elect Obama and his chief of staff have led extremists to fear 
the creation of a Civilian Defense Force. This theory requires all citizens between the age of 18 and 25 to be forced to attend 
three months of mandatory training. 

Radio Frequency Identification (RFID): There is a fear that the government will enforce mass RFID 
human implantations. This process would make it possible for the government to continually know the 
locations of all citizens. 

Militia Trends: 

Ideologies 

Members of the militia movement often subscribe to the ideology of other right-wing extremist movements such as: 

Christian Identity: Religious ideology popular in extreme right-wing circles. Adherents believe that whites of European de¬ 
scent can be traced back to the "Lost Tribes of Israel.” Many consider Jews to be the Satanic offspring of Eve and the Ser¬ 
pent, while non-whites are “mud people” created before Adam and Eve. 

White Nationalist: Many while supremacists. National Socialists "Neo-Nazi", and skinheads are drawn to the movement 
and its anti government, Semitic, and anti-immigration rhetoric. 

Sovereign Citizen: Individuals that see themselves as Sovereign Citizens question the legitimacy of die federal government. 
They argue that the government has gotten away from the intent of the Constitution and is thus not valid. These groups arc 
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strong states rights advocates, but see the County Sheriff as the highest position of authority. These groups and individuals 
arc well known for failure to register vehicles and driving without valid licenses. Sovereign Citizens have been known to is¬ 
sue their osvn license plates and drivers licenses and to issues summons to appear in “Common Law” courts. 

Militant Abortion: Anti Abortionists have been known to take up arms in support of their beliefs. Eric Rudolph who was 
responsible for the Atlanta Olympic Park Bombing and abortion clinics was an anti abortionist. 


Tax Resistors: This movement is strongly in opposition to the collection of federal income taxes. Individuals in this move¬ 
ment generally believe that income taxes are invalid or the tax laws do not apply to them. 

Anti- Immigration: Some militia organizations have been formed solely tor the purpose of countering the threat of illegal 
immigration. Extremists will argue that immigrants are taking the jobs of U.S. Citizens during times of high unemployment. 
Additionally, illegal immigrants arc seen as sucking up government resources without paying taxes. Some militia units patrol 
the border in order to safeguard against drug smugglers, gangs, or violent immigrants. 

Training 

Utilization of MILSIM: Militia members have been attending Military Simulation (MILSIM) events in order to increase 
their combat readiness. MILSIM is a realistic combat sport in which two forces, some times up to the platoon level, utilize 
paintball. Airsoft, or MILES gear to conduct realistic war games. The desire to increase the realism of the MILSIM has 
drawn members to seek and conduct military leadership, planning, communications, navigations, and tactics training. 

Militia and Survival Training events: Regional training events are 
being held with the intent of leaching individuals how to establish militia organiza 
lions. These events usually focus on individual soldier skills, land navigation, and 
marksmanship. Some events have been set up in order to prepare for joint operations 
between militia organizations. 

Communications: The use of short wave rave radios for communication and broad¬ 
casts is common among most militia groups. These groups communicate through fo¬ 
rums. yahoo groups, blogs, and social networking sites. Websites and online talk 
shows have been established to push rhetoric, usually a skewed version of current 
events. 

Recruitment: Militias are recruiting members and supporters through the following 
means: gun shows, online forums, websites, social networking sites, and informal so¬ 
cial networks. Additionally, militia recruitment may be done at events or meetings 
held by organizations that share ideologies with the militia. 



Organization 

Public Groups These organizations hold training events that are open to the public and generally recruit publicly. These 
groups desire to aid the County Sheriff or Governor in emergencies such as a natural disaster. It is not uncommon for these 
groups to be seen in public doing community service related work. Public groups are less likely to publicly push malicious 
rhetoric, and have a traditional military style chain of command and leadership structure. These groups have been known to 
form underground units and provide training and guidance to new or forming organizations. 


Underground Groups These groups primarily adhere to the principles of Louis Beam's philosophy of leaderless resistance. 
This philosophy advocates small autonomous cells driven by ideology rather than by the direction of leaders. These groups 
are difficult to gather intelligence on, as no one outside of the cell would be aware of the organization or its plans. Individu¬ 
als or “lone wolves” have also been known to adhere to the 
principles of leaderless resistance in order to perform or plot 
acts of violence. 

Committees of Safety (CoS) Organization established to 
lobby government officials and confront corruption. These 
groups claim to be a voice of the people and usually control 
or associate w-ith militia organizations in their region. These 
organizations are targeted at the county level but are also 
forming state and national level organizations. 
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Covenant Militia Communities Community ol militia members that attempt to create a sovereign township. In the I990’s 
there were an estimated eight of these communities identified across the country. 

Militia Associations These organizations attempt to network various militias through the Internet, meetings, or events. 
Groups such as the American Constitutional Militia Network (RNEM) are 

active online communications sites for militia members and orgaryfi^^, j.- vcnt (KT'X) 

Implications for Law Enforcement 

Iherr are significant differences between the I WO '.v cm militias and those ol today, most notahly: 

Highly Trained: Militia members are receiving more professionalized training then they did during the first spike of the 
movement in the 1990’s. 

Leadership training: Militia members arc receiving advanced leadership and operational planning training. This has al¬ 
lowed lor the establishment of a strong Non Commissioned Officer Corps (NCO) within groups. An NCO Corps allows op¬ 
erations to be run at the fire team and squad size. This enables units to conduct multiple operations simultaneously; “Com¬ 
plex attacks". This training will also enable individuals to form and train their own organizations. 

You are the Enemy: The militia subscribes to an anti-government and NWO mindset, which creates a threat to law en¬ 
forcement officers. They view the military. National Guard, and law enforcement as a force that will confiscate their fire¬ 
arms and place them in FEMA concentration camps. 

Implications for Missouri 

Infrastructure at risk in Missouri: 

Detention Centers: Rightwing extremists believe that there are at least three FEMA concentration camps in the state of Mis¬ 
souri: 

■ The Former Richards-Gcbaur AFB in Grandview, MO 

• Ft. Leonard Wood. MO 

• Camp Crowder in Neosho. MO 

North American Union (NAU): The Kansas City “Smart Port" which is a hub for fast tracked trade and distribution between 
the U.S. and Mexico is seen as the Hub of the North American Union. A shipping and distribution center is under way in the 
former Richard-Gebaur AFB in Grandview, MO. This facility is seen as both a FEMA concentration center and a facility for 
the NAU. 

Federal Reserve Banks: Members of the militia movement are strongly 
against the FRS and see it as a mechanism of the elitist New World Order. In 
November End the FED protests were held nationwide at Federal Reserve 
Banks in opposition to the FRS. Many right-wing extremists oppose the FRS 
and propose a system that would be backed by gold. Federal Reserve banks 
may also draw attention from anti bail out protestors and activists. 

National Guard Facilities: National Guard armories and facilities are seen as 
potential staging areas for NWO troops. Additionally, there are fears that the 
National Guard will be forced to confiscate weapons and enforce marshal law. 

Some individuals in the movement have argued that National Guard soldiers 
and units have had their weapons confiscated, have been transformed into no 
combat units such as supply, transportation, or medical 
elements, or are being deployed overseas in order to weaken the defense of the 
State against the NWO. 

Federal Buildings or facilities Within the movement there is a distrust and 
anger towards the federal government primarily towards the IRS. ATF. FBI, FI 

Common Militia Symbols: 

Political and Anti-Government Rhetoric: 
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The Turner Diaries: Novel that 
depicts the violent revolution of 
the United States Government and 
a war that leaves only a white 
population. This book was pro¬ 
moted by Timothy Mcveigh and 
said to be the motivation behind 
the Oklahoma City Bombing. 


Zeitgeist the Movie: Anti Federal 
Reserve System film. 


America: Freedom to Fas¬ 
cism: Anti-income tax film 


Comments regarding this alert may be made to Brandon.middlelon@mshp.dps.mo.gov 

Comments on previous M1AC strategic alerts or ideas for research on future strategic products should be made to 
Greg.hug@mshp.dps.mo.gov 
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Governor Director, DPS Colonel, MSHP Director, Ml AC 
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STRATEGIC REPORT 

11 - 28-2008 

Anarchist Movement 

This Strategic Report analyzes the Anarchist Movement and related Anarchist activities. The majority of this in¬ 
formation is open source and can be located in many anarchy related websites. RECIPIENTS ARE REMINDED 
THIS DOCUMENT IS A STRATEGIC REPORT; THE INFORMATION THEREIN SHOULD NOT SERVE AS THE 
BASIS FOR FURTHER INVESTIGATIVE ACTIVITY. 

History 

The first known usage of the word Anarchy appears in the play “Seven Against Thebes” by Aeschylus dated at 
467 BC. The heroine, Antigone openly refuses to abide by the rulers' decree to leave her brother Polyneices' 
body unburied, as punishment for his participation in the attack on Thebes. In this context, anarchy is referenced 
as a refusal to abide by government decree. 

According to Harold Barclay (a professor in anthropology and notable writer in anarchist theory), long before 
anarchism emerged as a distinct perspective, human beings lived for thousands of years in societies without gov¬ 
ernment. It was only after the rise of hierarchical societies that anarchist ideas were formulated as a critical re¬ 
sponse to and rejection of coercive political institutions and hierarchical social relationships. 

Thomas Jefferson spoke of his respect for a society with no government. "The basis of our governments being 
the opinion of the people, the very first object should be to keep that right; and were it left to me to decide whether 
we should have a government without newspapers or newspapers without a government, I should not hesitate a 
moment to prefer the latter. But I should mean that every man should receive those papers and be capable of 
reading them. I am convinced that those societies (as the Indians), which live without government, enjoy in their 
general mass an infinitely greater degree of happiness than those who live under the European governments. 

Anarchists played a role in many of the labor movements, uprisings, and revolutions of the late 19th and early 
20th centuries, including the Russian Revolution (1917). In the United States, many new immigrants were anar¬ 
chists; an especially notable group was the large number of Jewish immigrants who had left Russia and Eastern 
Europe during the late 19th and early 20th centuries. These groups were disrupted by the Red Scare of 1919. A 
period in which there existed strong anti-communist feelings in the US. 

On 16 September 1920, at about noon time, in New York City, New York, a 
timed improvised explosive device (IED) exploded in the back of a horse 
drawn wagon at the corner of Wall Street and Broad Street in front of the 
J.P. Morgan building and Assay Office, killing between 38 and 40 civilians, 
injuring between 300 and 400 others, and causing extensive damage to 
several nearby vehicles and buildings. The American Anarchist Fighters 
claimed responsibility, but no arrests were ever made. 

A surge of popular interest in anarchism occurred during the 1960s and 
1970s. In the UK this was associated with the punk rock movement; the band Crass is celebrated for its anarchist 
and pacifist ideas; of note is also the Sex Pistols' hit "Anarchy in the UK" In Denmark, the Freetown Christiania 
was created in downtown Copenhagen. The housing and employment crisis in most of Western Europe led to the 
formation of communes and squatter movements like the one still thriving in Barcelona, Spain. 

Anarchist Ideology 
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There are many different ideologies that an anarchist may follow. Although there may be a number of differences, 
they all contain the same central belief. Anarchism is the idea that government (the state) is unnecessary and 
harmful. Anarchy is society without government. Anarchists are people who desire to live in a society without ru¬ 
lers as their ancestors once did. The main belief is that the community in which they live be dependant only upon 
itself. People who believe in government (such as liberals, conservatives, socialists and fascists) are known as 
"statists". Anarchism opposes all forms of hierarchical control. 

The terms “anarchism” and “anarchy” are often confused in their meaning. When most people think Anarchist, 
they think of the chaotic Molotov cocktail throwing teenager (which grew out of the Anarcho-Punk persona) or 
ALF/ELF members (Animal Liberation Front and Earth Liberation Front - Eco-Anarchism, Green Anarchism, or 
Anarcho-Primitivism ideologies). Although there are a few direct action radical sub-groups not all believe in vi¬ 
olence. 

Anarcha-Masculinism 

Anarcha-Masculinism is a set of social philosophies that focus on the rights and experiences of men. Masculin- 
ism is sometimes confused with patriarchy (structuring of society on the basis of family units where fathers have 
primary responsibility for the welfare of, hence authority over, their families) while its main goal is to compliment 
male feminism and to provide a way to show inequalities present in today’s system. Some of their campaigns in¬ 
clude: draft resistance (in the majority of countries males are drafted instead of females), breaking the taboo 
around male adult virginity, acceptance of sensitivity of males (in many cultures it is assumed that “men don’t 
cry”), and more equally shared parental responsibility with children i.e. paternal leave. 

Anarcha-Feminism 

Radical feminism supports the belief that patriarchy is a fundamental problem 
in our society. Feminist Anarchism, or Anarcha-Feminism a term created 
during second-wave feminism, views patriarchy as the first manifestation of 
hierarchy in human history; thus, the first form of oppression occurred in the 
dominance of male over female. Anarchist feminism appears in individualist 
and collectivist forms, with individualist forms having most adherents in the 
United States, while in Europe anarchist feminism has had more emphasis on 
collectivism. Symbol is a pink (feminism) and black (anarchist) flag. 


Anarcho-Communism 

Anarcho-Communism, or Libertarian Communism, is a political ideology 
related to Libertarian socialism. Anarcho-communism stresses the abolition of 
money and the introduction of the gift economy (an economic system in which 
goods or services are given, rather than traded) to facilitate the exchange of 
goods. 

In Anarcho-Communism, profit no longer exists. Goods are given away as gifts 
in the faith that others will also give products back (in an industrial setting, this 
would occur between worker syndicates as well as between individuals). If 
one syndicate does not share their products, they will not receive resources 
from other syndicates, making it in their best interest to share. Anarcho-Communism also advocates the abolition 
of work in the sense of wage slavery, and recommends worker self-management to improve working conditions, 
increase efficiency, and make working enjoyable. Symbol is a red (communist) and black (anarchist) flag. 

Anarcho-Syndicalism 


Anarcho-Syndicalism is the Anarchist wing of the labor union movement. Its 
primary aim is the end of the wage system. Their basic principals are work¬ 
ers’ solidarity, direct action, and self-management. Anarcho-syndicalists be¬ 
lieve that only direct action—that is, action concentrated on directly attaining a 
goal, as opposed to indirect action, like electing a representative to a govern¬ 
ment—will allow workers to liberate themselves. The Industrial Workers of 
the World, a once-powerful, still active, and again growing labor union, is con¬ 
sidered a leading part of the anarcho-syndicalist philosophy in the United 
States. 
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Anarcho-Primitivism 


Anarcho-primitivism is an anarchist critique of the origins and progress of 
civilization. Primitivists argue that the shift from hunter-gatherer to agricul¬ 
tural subsistence gave rise to social stratification, coercion, and alienation. 
They advocate a return to non-"civilized" ways of life through deindustrializa¬ 
tion, abolition of division of labor or specialization, and abandonment of 
technology. There are, however, numerous other non-anarchist forms of pri- 
primitivism, and not all Primitivists point to the same phenomenon as the 
source of modern, civilized problems. Anarcho-Primitivists are often distin¬ 
guished by their focus on the process of achieving an untamed state through 
"rewilding". Rewilding is about “overcoming” human domestication and re¬ 
turning to the innate wildness. Though often associated with primitive skills and learning knowledge about wild 
plants and animals, it emphasizes primal living as a holistic reality. Rewilding is most associated with Green 
Anarchy and anarcho-primitivism. Symbol is a lighter green over black flag. 




Green Anarchism 




Green Anarchism puts an emphasis on environmental 
issues. Some green anarchists can be described as 
Anarcho-Primitivists and sometimes Anti-Civilization 
Anarchists, though not all Green Anarchists are Primitiv¬ 
ists. 

Many Green Anarchists choose to focus not on philo¬ 
sophical issues for a future society, but on 
the defense of the earth and social revolu¬ 
tion in the present. Resisting systems in the 
present, and creating alternative, sustainable ways of living are often deemed 
more important than frivolous protesting. 

Most Green Anarchists hold their ideals passionately and some engage in direct 
action. Organizing themselves through groups like Earth First!, Root Force, or 
more drastically, the Earth Liberation Front (ELF), Earth Liberation Army (ELA) 
and Animal Liberation Front (ALF). They may take direct action against what they see as systems of oppression, 
such as the logging industry, the meat and dairy industries, animal testing laboratories, genetic engineering facili¬ 
ties and, more rarely, government institutions. 


Such actions are normally, though not always, non-violent. Though not necessarily Green anarchists, activists 
have used the names Animal Rights Militia, Justice Department and Revolutionary Cells among others, to claim 
responsibility for openly violent attacks. Symbol is a darker green over black flag. 


Eco-Anarchism 

Eco-Anarchism combines older trends of primitivism, bioregional democracy, feminism (as eco-feminism), pacif¬ 
ism, secession, and intentional community. It is the dedication to these ideals that distinguish it from the more 
general Green anarchism, which sees a continuing role for global institutions and global definitions of fairness and 
safety. In general, eco-anarchists reject the common notion of humanity as a whole and human dignity in particu¬ 
lar. What differentiates the eco-anarchist from the primitivist is this focus on the village and its social capital, as 
opposed to technology and its acceptance or rejection. Eco-Anarchism is largely a North American movement. 


Christian Anarchism 



Christian Anarchism is the belief that there is only one source of authority 
to which Christians are ultimately answerable, the authority of God as em¬ 
bodied in the teachings of Jesus. Christian Anarchists feel that “earthly” au¬ 
thority such as government, or the established church do not and should not 
have power over them. Christian Anarchists are pacifists and oppose the 
use of all physical force, both proactive and reactive. Christian anarchists 
have opposed war and other “Statist” aggression through nonviolent tax re¬ 
sistance. Many Christian Anarchists were vegetarian or vegan. 
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Associated Concepts 

Anarcho-Punk 

Anarcho-punk is a faction of the punk subculture that consists of bands, groups and individuals promoting anar¬ 
chist politics. Although not all punks support anarchism, the ideology has played a significant role in the punk 
subculture, and punk has had a significant influence on the expression of contemporary anarchism. 



Anarcho-Punk involves the cooperation of various forms of anarchism. Some Anarcho-Punks are Anarcha- 
Feminists, while others are Anarcho-Syndicalists. The Anarcho-Punk band “Psalters” has an affiliation with Chris¬ 
tian Anarchism. Crimethlnc. (a decentralized Anarchist collective composed of autonomous cells who also pub¬ 
lish a number of magazines/books) is strongly connected to the Anarcho-Punk movement. Many Anarcho-Punks 
are supporters of issues such as animal rights, racial equality, anti-heterosexism, feminism, environmentalism, 
worker's autonomy, the anti-war movement, and the anti-globalization movement. 

Some anarcho-punks are “straight edge”, claiming that alcohol, tobacco, drugs and promiscuity are instruments of 
oppression and are self-destructive because they cloud the mind and wear down a person's resistance to other 
types of oppression. Some crust punks also condemn the waste of land, water and resources necessary to grow 
crops to make alcohol, tobacco and drugs, forfeiting the potential to grow and manufacture food. Some may be 
straight edge for religious reasons, such as in the case of Christian, Muslim, Buddhist, or Hare Krishna anarcho- 
punks. 

Anarcho-punks universally believe in direct action, although the way in which this manifests itself varies greatly. 
Despite their differences in strategy, anarcho-punks often co-operate with each other. Many anarcho-punks are 
pacifists and therefore believe in using non-violent means of achieving their aims. These include peaceful pro¬ 
test, refusal to work, squatting, economic sabotage, dumpster diving, graffiti, culture jamming, ecotage, freegan- 
ism, boycotting, civil disobedience, hacktivism and subvertising. Some anarcho-punks believe that violence or 
property damage is an acceptable way of achieving social change. This manifests itself as rioting, vandalism, 
wire cutting, assault, hunt sabotage, participation in Animal Liberation Front- or Earth Liberation Front-style activi¬ 
ties, and in extreme cases, bombings. Many anarchists dispute the applicability of the term "violence" to describe 
destruction of property. 


Anti-Racist Action 

ANTI-RACIST 


Anti-Racist Action Network (ARA) is a decentralized network of anti-fascist and 
Anti-Racist Activists. ARA activists organize actions to disrupt neo-nazi and 
white supremacist groups and help to organize resistance mainly to fascist and 
racist ideologies. ARA groups also oppose sexism, homophobia, heterosexism, 
anti-semitism, and anti-abortion activists. They are sometimes seen to be "Red" 
or Communist, particularly by detractors, however; the network includes a large 
number of anarchists. 

ARA started in Minneapolis, Minnesota in 1987. Since then it has expanded to 
different communities, countries and continents. Members of Love and Rage, a 
revolutionary anarchist organization played a major role in building ARA groups and the ARA Network in the 
1990s. They are sometimes associated with the Skinhead and Punk subcultures and work with organizations 
such as Skinheads Against Racial Prejudice (SHARP). 
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Black Bloc 

A black bloc is an affinity group of individuals that 
come together during some sort of protest, demon¬ 
stration, or event involving class struggle, anti¬ 
capitalism, or anti-globalization, and wear all black 
(we saw a number of them in both the RNC and 
DNC 2008 protests recently). Black clothing and 
masks are used to make the bloc appear to be one 
large mass, promote solidarity, create a clear revolu¬ 
tionary presence (usually associated with anarchism, 
sometimes also with communism), and also to avoid being identified by authorities. 
There is a mistaken belief, especially among the mainstream news media, that the 
"Black Bloc" is an international organization of some kind, when in fact it is nothing 
more than a tactic used by a subset of demonstrators. There may be several black blocs within a particular pro¬ 
test, with different aims and tactics. As an ad hoc group, they share no universally common set of principals or 
beliefs; however, black blocs that have formed in the past have been made up largely of anarchists, but can in¬ 
clude many other anti-capitalist groups. Like all affinity groups, they are based on common trust between those 
involved, and usually share a common goal such as blocking delegates from entering a trade meeting, and a mu¬ 
tual understanding of shared tactics. 



UNITY COLORS 
OF 

BLACK-BLOC 


Copwatch 

Copwatch is a network of United States volunteer organizations that "police 
the police". Copwatch groups usually engage in monitoring of the police, vi¬ 
deotaping police activity, educating the public about police misconduct, and 
advocating for more accountable law enforcement practices. 

The main function of most Copwatch groups is monitoring police activity. 

"Copwatchers" go out on foot or driving patrols in their communities and vi¬ 
deotape interactions between the police and civilians. Some groups also pa¬ 
trol at protests and demonstrations to ensure that the rights of protesters are not violated by police officers. Cop¬ 
watch organizations generally abide by a policy of non-interventions with the police, although this may not be true 
for all groups. The anarchist ran Infoshop News published the new “Copwatch 101” booklet found at the following 
address http://news.infoshop.org/article.php?story=04/04/06/6676838 . 



Closing 

The MIAC is aware of a number of anarchist networks within Missouri. With their past clashes with the white su¬ 
premacist movements in our area, we believed it to be important for all Law Enforcement officers to be aware of 
the many ideologies and splinter groups that are present within the anarchist movement. Although they have not 
all been listed, we believe the groups discussed pose a significant domestic terrorist treat at this time. 

Although it is important to know the ideologies and motives for these groups, it is essential to realize that most 
anarchists operate either as lone wolves, in small cells (3-4 members), or can, at times, rally as anonymous 
mobs. Identification and interrogations can be difficult because most, if not all, members who participate in direct 
action are well aware of their rights and are informed not to speak to officers when questioned. 

MIAC always welcomes comments on these intelligence products, and encourages all Law Enforcement agencies 
to submit suggestions for future MIAC strategic intelligence. Suggestions and/or comments may be sent to Crim¬ 
inal Analyst Andrew.Gaffke@mshp.dps.mo.gov or Deputy Director Greg.Hug@mshp.dps.mo.gov. 



mMHBBCDOO 




Division of Drug & Crime Control, P. O. Box 568, Jefferson City, MO 65102-0568 

Phone: 573-751-6422 Toll Free: 866-362-6422 Fax: 573-751-9950 

MIA C DISCLAIMER: All information contained in this newsletter should be considered LA W ENFORCEMENT SENSITIVE. Further distribution of information in this newsletter is restricted to law enforcement officers 
and agencies, intelligence agencies, and Department of Defense organizations only, unless prior approval is obtained from the published source. NO REPORT OR SEGMENT THEREOF MAY BE RELEASED TO ANY 
MEDIA SOURCES. Civil and criminal penalties may exist for misuse, and persons or organizations violating this policy will be removed from all distribution lists. The information herein may not be MIAC originated 
intelligence unless noted. Therefore the annotated originated agencies in the newsletter should be contacted for the sources and reliability of information. 
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cat file -pipe- 

echo "" | sed 1 s/a/l/g 1 | sed 1 s/b/2/g 1 | 
sed 1 s/c/3/g 1 | sed 1 s/d/4/g 1 | sed 
's/e/5/g' | sed 's/f/6/g' | sed 's/g/7/g' 

| sed 1 s/h/8/g 1 | sed 1 s/i/9/g 1 | sed 
's/j/10/g' | sed 's/k/ll/g' | sed 

's/l/12/g' j sed 's/m/13/g' j sed 

1 s/n/14/g 1 j sed 1 s/o/15/g 1 j sed 

's/p/16/g' j sed 's/q/17/g' j sed 

's/r/18/g' j sed 1 s/s/19/g 1 j sed 

's/t/20/g' j sed 1 s/u/21/g 1 j sed 

's/v/22/g' j sed 's/w/23/g' j sed 

1 s/x/24/g 1 j sed 1 s/y/25/g 1 j sed 

1 s/z/26/g 1 j sed 's/A/27/g' j sed 

's/B/28/g' j sed 's/C/29/g' j sed 

1 s/D/30/g 1 j sed 1 s/E/31/g 1 j sed 

's/F/32/g' j sed 's/G/33/g' j sed 

1 s/H/34/g 1 j sed 's/I/35/g' j sed 

's/J/36/g' j sed 's/K/37/g' j sed 

's/L/38/g' j sed 's/M/39/g' j sed 

1 s/N/40/g 1 j sed 1 s/0/41/g 1 j sed 

1 s/P/42/g 1 j sed 1 s/Q/43/g 1 j sed 

's/R/44/g' j sed 's/S/45/g' j sed 

1 s/T/46/g 1 j sed 's/U/47/g' j sed 

's/V/48/g' j sed 's/W/49/g' j sed 

1 s/X/50/g 1 j sed 1 s/Y/51/g 1 j sed 

1 s/Z/52/g 1 

»out5150insanegetgassedwithvxcuntboy.txt 
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EXTERNAL INTELLIGENCE NOTE 

Terrorism Explosive Device Analytical Center 
17 November 2015 



Terrorist Explosive Device Analytical Center 


(U//LES) Suicide Vest and Belt Improvised Explosive Device Tactics in the 
Middle Eastern, African, and European Regions Show Minimal Signs of 
Tactic Migration 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of 
FBI and may be distributed within the Federal Government (and its contractors), US intelligence, law enforcement, 
public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 
FBI authorization is prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in 
a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in legal 
proceedings without first receiving authorization from the originating agency. Recipients are prohibited from 
subsequently posting the information marked LES on a website or an unclassified network. 

(U//LES) The FBI Terrorism Explosive Device Analytical Center (TEDAC) assesses the tactics 
used to construct suicide vest and belt improvised explosive devices (IEDs) in the Middle 
Eastern, African, and European regions likely (see Appendix A) have minimal correlation. Use 
of these tactics allows suicide bombers to discretely move to a desired target location and make 
real-time decisions to maximize lethality. The suicide belt design allows the wearer to conceal 
the device and blend in with their surrounding environment, as well as to position themselves in 
potentially crowded environments while not raising suspicion. 1 This assessment is made with 
medium confidence (see Appendix B), based upon reliable forensic exploitation and varying 
degrees of reliability with open source reporting. This external intelligence note is intended to 
increase the situational awareness of the bomb technician community about the use of suicide 
vest IEDs (SVTEDs). 
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(U) Source Summary Statement 

(U//FOUO) Reporting in the external intelligence note was derived from open source reports, the Department of 
Defense (DoD), and from IED submissions to FBI TEDAC. The research timeframe for this report included 
incidents from 1 January 2013 through 16 November 2015. 


(U) Middle East 

(U//LES) The use of suicide belts and vests by terrorist groups in the Middle East, particularly 
Sunni Salafist jihadi extremists, is a common and effective tactic for causing death and 
destruction. Common explosive fills of suicide belts and vests observed in the region include 
triacetone triperoxide (TATP), trinitrotoluene (TNT), Semtex, C4, Research Development 
Formula X (RDX), and pentaerythritol tetranitrate (PETN). Terrorist groups, including the 
Islamic State of Iraq and the Levant (ISIL), al-Qa’ida in the Arabian Peninsula (AQAP), and 
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Tehrik-e Taliban Pakistan, are known to use the previously listed explosives in their constructed 

IEDs. 2 ’ 3 ’ 4 

(U) A strategic study conducted by the Institute of National Security Studies (INSS) of suicide 
bombings in 2014 across the Middle East region showed an increase in the number of suicide 
attacks from 2013. Approximately 370 attacks occurred, with approximately 2,750 victims, 
compared to 163 attacks in 2013, with approximately 1,950 victims. A significant increase was 
evident in Iraq (271 in 2014 versus 98 in 2013), Yemen (29 versus 10), Lebanon (13 versus 3), 
and Libya (11 versus 1). The number of suicide bombing attacks carried out in Syria (41) 
remained the same. In Egypt there were four suicide attacks compared with six the previous 
year. 5 


• (U) An interview conducted by the German 
magazine, SPIEGEL, in July 2015 with 
captured ISIL leader Abu Abdullah provided 
insight into the group’s selection of targets 
and acquisition of explosive material for 
suicide bombings. According to Abdullah, 
ISIL selected target locations to hit as many 
people as possible, especially police officers, 
soldiers, and Shiites. These locations were 
limited to Shiite police checkpoints, markets, 
and mosques. 6 

• (U) According to the interview, ISIL used 
C4 plastic explosives and explosive fill 
removed from artillery shells for car bombs. 
Abdullah drilled open the shells of anti¬ 
aircraft guns to construct suicide belts 
because he believed the effect of the powder 
was more intense. The belts and vests were 
then constructed in different sizes. Each 
device was a custom fit, based on each 

7 

bomber’s measurements. 

• (U) Lorty-four civilians were killed in two 
suicide bombings conducted by ISIL in 
Beirut, Lebanon, in November 2015. The 
bombings took place in a busy residential 
and commercial area identified as a 
predominantly Shiite neighborhood and the 
stronghold of Hizballah. According to media 
reports, the bombers used suicide belts 
similar to a belt recovered by the Lebanese 
Army (see Ligure 2). ISIL targeted the 
Hizballah stronghold in Lebanon because of 
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seen wearing a suicide belt. 


(U) Source: Open source reporting. 
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(U//FOUO) Figure 2: A suicide belt with ball 
bearings and detonator was recovered by Lebanon 
Army personnel near an Army checkpoint in Arsal, 
Lebanon. 

(U) Source: Open source reporting. 
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its involvement in the war against ISIL in 
neighboring Syria. A hospital was the 
original target, but heavy security 
presence in the area forced the group to 
change the target to a densely populated 

S, 9 

area. 

(U) According to open source reporting, 
similar suicide belt construction 
techniques have also been observed in 
Yemen. A suicide bomber with ties to 
AQAP was shot and killed in July 2015 
by Houthi forces in Sana’a, Yemen, 
before successfully detonating the IED. 
The device (see Figure 3) featured dual 
grenade-pin detonators, a main charge 
wrapped with sheets of ball bearings, and 
detonation cord that was placed inside a 
pouch around the bomber’s waist. The 
conflict between Iranian-backed Shiite 
Houthi rebels and Sunni extremist group 
AQAP has seen an increased level of 
attacks using explosives and devices such 
as the suicide belt. 10 

(U) On 30 May 2015, Israeli forces 
stopped a Palestinian wearing an 
explosive belt. According to open source 
reporting, the belt consisted of 12 pipe 
bombs connected with wires (See Figure 
4). 11 

(U) According to open source reporting, 
Hamas security officers located a cache 
of suicide belts in the Gaza Strip in June 
2015. The devices consisted of unknown 
explosives and unknown initiators, 
enhanced with ball bearings for shrapnel 
effect (See Figure 5). 12 
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(U//FOUO) Figure 3: A suicide bomber wearing a 
suicide belt was shot and killed in July 2015 by 
Houthi forces in Sana’a, Yemen, before detonating 
the device. 


(U) Somce: Open suutce iopuiLiim.- 
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(U//FOUO) Figure 4: Suicide Belt recovered by 
Israeli forces. May 2015 


(U) Source: Open source reporting. 
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(U//FOUO) Figure 5: SVIED recovered in the Gaza 
Strip, June 2015 


(U) Source: Open source reporting. 
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(U) Europe 

(U//LES) Known suicide vest and belt IED incidents in the European region from 2013 to 2015 
are assessed to have occurred sporadically and have been primarily concentrated in Russia, and 
Turkey. Explosives known to be used in this area include TNT and C4. The following are 
examples of the type of SVIED located in the region. 


• (U) In October 2013 Russian officials 
located a large cache of suicide belts and IEDs, 
according to open source reporting. Although 
officials did not specify the type of explosive 
found in this cache, other IED incidents in this 

1 T 

region involved the use of TNT (see Figure 6). 

• (U) In October 2014 Turkish officials 
confiscated 150 kg of C4 and 20 explosive 
belts, according to open source reporting. 14 

• (U) A suspected suicide bomber 
detonated unknown explosives during a rally in 
Suruc, Turkey, killing approximately 30, 
according to open source reporting. 15 

• (U) According to open source reporting, 
two suspected suicide bombers detonated unknown explosives at a train station in 
Ankara, Turkey, killing at least 95. 16 

(U) Africa 


(U//LES) The suicide vests and belts observed in 
Africa from 2013 to 2015 featured the use of 
rocker switches and military-grade fuses. 
Common explosives include RDX, Ammonium 
Nitrate, and Urea Nitrate. Incidents were noted in 
northern and western Africa. 

• (U//FOUO) Suicide vest and belts located 
on the Tunisian and Libyan border 
included custom dual-tone multi 
frequency (DTMF) devices, according to 
FBI reporting (See Figure 7). 17 

• (U//FOUO) In December 2014 authorities 
recovered an improvised explosive belt in 
Nigeria, which contained seven projectile 
cartridge cases filled with RDX, laced 
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(U//FOUO Figure 7: Suicide Vests/Belt recovered 
on the Tunisian/Libyan border, February 2015 

(U) Source: Open source reporting. 
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(U//FOUO Figure 6: Part of Russian cache 
discovered by Russian officials in October 2013. 

(U) Source: Open source reporting. 
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with green-colored detonating cord, and connected to commercial electric detonators. 
The device connected to a power source and rocker switch for initiation, according to 
FBI reporting (See Figure 8). 18 

• (U//FOUO) From February through July 2015, authorities in Cameroon and Niger 

recovered improvised explosive belts armed with a rocker switch and GR-66 EG French 
submunitions, according to DoD reporting (See Figure 9). 19 



(U//FOUO) Figure 8: Suicide Belt recovered in Nigeria, Dec 2014 
(U) Source: Open source reporting. 


(U//FOUO Figure 9: Suicide Belt recovered in 
Cameroon, July 2015 

(U) Source: Open source reporting. 


(U) Perspective 

(U//LES) The variations observed in this broad comparison of suicide vest and belt IEDs across 
these three regions do not indicate a clear IED tactic migration, but may indicate tactic or 
construction influences. TEDAC generally assumes the similarities between suicide vests and 
belts from different regions likely indicate common training or common IED facilitators. These 
similarities include, but are not limited to, overall IED construction, wiring techniques, common 
explosives, initiators, switches, electronic diagrams, enhancements, and employment. The types 
of suicide vests and belt IEDs observed in each region within this report differ broadly in many 
characteristics, resulting in an inconclusive determination that the suicide vest and belt IEDs 
prevalent in any one area translate to tactic migration. 

(U) Analysis of Alternatives 

(U//LES) Alternatively, similarities in IED devices generally, across different regions, may be a 
product of independent open source research, thus resulting in a false link between devices and 
subjects. 
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(U) Outlook 

(U//LES) FBI TED AC assesses it is likely the suicide vest and belt IED tactics observed in 
Europe, Africa, and the Middle East are likely influenced by individuals who effectively employ 
these devices. This assessment is made with medium confidence, based on open source, DoD, 
and FBI reporting. These similarities are likely to be effected by multiple factors, including 
available materials, training, and local or national counter-IED policies and investigations. FBI 
TED AC assesses forensic and technical exploitation of suicide vest and belts will provide the 
greatest opportunity to identifying key components for device attribution and overall strategic 
analysis of migration tactics. 

(U) Intelligence Requirements 

(U//FOUO) This EIN addresses the FBI National Standing Collection Requirements WW- 
TERR-LD-SR-0207-14. 


(U) This external intelligence note was prepared by the FBI TEDAC. Comments and queries may be addressed to 
the FBI TED AC Unit Chief by calling (703) 632-8184. 
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(U) Appendix A: Expressions of Likelihood (or Probability) 

(U) Phrases such as “the FBI judges” and “the FBI assesses,” and terms such as “likely” and 
“probably” convey analytical judgments and assessments. The chart approximates how 
expressions of likelihood and probability correlate with percentages of chance. 


UNCLASSIFIED 


Terms of 
Likelihood 

Almost 

No 

Chance 

Very 

Unlikely 

Unlikely 

Roughly 

Even 

Chance 

Likely 

Very 

Likely 

Almost 

Certain(ly) 

Terms of 
Probability 

Remote 

Highly 

Improbable 

Improbable 

(Improbably) 

Roughly 

Even 

Odds 

Probable 

(Probably) 

Highly 

Probable 

Nearly 

Certain 


1-5% 

5-20% 

20-45% 

45-55% 

55-80% 

I 80-95% 

95-99% 


(U) Unless otherwise stated, the FBI does not derive judgments via statistical analysis. 
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(U) Appendix B: Confidence in Sources Supporting Assessments and Judgments 

(U) Confidence levels reflect the quality and quantity of the source information supporting 
judgment. Consequently, the FBI ascribes high, medium, or low levels of confidence to 
assessments, as follows: 

(U) High confidence generally indicates the FBI’s judgments are based on high-quality 
information, from multiple sources. High confidence in a judgment does not imply the 
assessment is a fact or a certainty; such judgments might be wrong. While additional reporting 
and information sources may change analytical judgments, such changes are most likely to be 
refinements and not substantial in nature. 

(U) Medium confidence generally means the information is credibly sourced and plausible but 
not of sufficient quality or corroborated sufficiently to warrant a higher level of confidence. 
Additional reporting or information sources have the potential to increase the FBI’s confidence 
levels or substantively change analytical judgments. 

(U) Low confidence generally means the information’s credibility or plausibility is uncertain, 
the information is too fragmented or poorly corroborated to make solid analytic inferences, or the 
reliability of the sources is questionable. Absent additional reporting or information sources, 
analytical judgments should be considered preliminary in nature. 
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